Privilege Management Console (formerly iC3)
New and Updated Features
BeyondTrust’s Privilege Management Console (PMC) gives you the ultimate in intelligent
communication, coordination, and control of your Privilege Management protected endpoints.
Manage the removal of admin rights, achieve least privilege and pro-actively manage endpoint
security. PMC gives you an always-on, scalable platform to grow with your business, with a
wealth on insight to ensure you’re managing your policy as effectively as possible.
This release includes the product rebranded from iC3 to Privilege Management Console, or PMC.
Alongside new branding, key changes include integration with the latest version of Reporting,
database performance improvements and improved support for Mac endpoints.
Please see the release notes for additional details on these important enhancements.

New Feature Highlights
Reporting 5.4 SR1 Support
PMC 2.3 now supports the latest version of Reporting, 5.4 SR1. Support in the previous 2.2
version was for Reporting 5.1 SR1.

Reporting 5.4 SR1 allows you to view Power Rules in the Events > All and Events > Process Detail
reports. There is also support for new Mac events, including reporting on installs and uninstalls
in the /Applications folder.
Reporting 5.4 SR1 also includes numerous performance and bug fixes.

Disabled Auto-Deactivation by Default
This release disables auto-deactivation by default (previously, it was enabled by default).
Once deactivated, endpoints cannot be reactivated. This change minimizes the likelihood of
endpoints being deactivated unintentionally.
Please note, PMC administrators can choose to enable auto-deactivation for their estate in the
PMC interface, if required.

Database Performance Improvements
The management and reporting database within PMC have index improvements in this release
for Azure PaaS.
These changes have been made as continued performance improvements to ensure the ongoing
scalability of the PMC product. They help with managing a large number of endpoints and
viewing reports with a high volume of data.

Other Enhancements/Fixes
•

The Privilege Management client’s last connected date for Windows is updated correctly on
each connection

•

Mac logs can now be retrieved from the PMC interface (known issue in 2.2)
Fixed time zone issues in several reports
Various rebranding elements and EULA updates

•
•

About BeyondTrust
BeyondTrust is the worldwide leader in Privileged Access Management, offering the most seamless
approach to preventing data breaches related to stolen credentials, misused privileges, and
compromised remote access.

Our extensible platform empowers organizations to easily scale privilege security as threats evolve
across endpoint, server, cloud, DevOps, and network device environments. BeyondTrust unifies the
industry’s broadest set of privileged access capabilities with centralized management, reporting, and
analytics, enabling leaders to take decisive and informed actions to defeat attackers. Our holistic
platform stands out for its flexible design that simplifies integrations, enhances user productivity, and
maximizes IT and security investments. BeyondTrust gives organizations the visibility and control they
need to reduce risk, achieve compliance objectives, and boost operational performance.
We are trusted by 20,000 customers, including half of the Fortune 500, and a global partner network.
Learn more at www.beyondtrust.com

