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IdentityNow Connector for PMUL (BIUL)

This guide covers the steps to configure the IdentityNow Connector for PMUL (BIUL).

Prerequisites

« |dentityNow instance
o Privilege Management for Unix and Linux (PMUL)
« BeyondInsight for Unix & Linux (BIUL) 23.1

Use Cases

« Joiner, Mover, and Leaver (JML)
+ Access Request

« Access Governance

Introduction

BeyondInsight for Unix & Linux (BIUL) is a web-based tool that you use to:

« Manage software for AD Bridge and Privilege Management for Unix and Linux.

+ Remotely assess the suitability of a remote host's state by running a profile. After a profile is complete, installs, uninstalls, domain
joins, and other actions can be performed on remote hosts.

« Manage Privilege Management for Unix and Linux licenses on policy servers.

« Manage Privilege Management for Unix and Linux script, File Integrity Monitoring (FIM), and role-based policies.

« Manage Sudo host groups and FIM policy host assignment.

« View, replay, and audit Privilege Management for Unix and Linux logs.
Organizations using SailPoint IdentityNow can leverage this configuration guide to configure a Source or Connector to BeyondInsight for
Unix & Linux, using the Web Services generic Source template. Supported use cases include:

« Account Aggregation or Discovery

» Role Aggregation
o Create Account

« Enable Account

« Disable Account

» Update Password

» Unlock Account

o Delete Account

+ AddRole to User

+ Remove Role from User

You can use the Source for Provisioning, Access Request, Access Certification, Reporting, etc.
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Configuration

t swagger

Note: A preconfigured Swagger Ul /swagger is available as part
of Beyondinsight for Unix & Linux BIUL, which can be used to test Beyondinsight for Unix & Linux API

This API provides access to control BeyondTrust software for ADBridge and Privilege Management for Unix & Linux.

APl access.

Actions ShowlHide | List Operations

Activation Showrido

ADB ShowHide

ApplicationFeatures Show/Hide

Audit ShowlHide | List Operations
Authentication ShowlHide | List Operations = Expand Operations
Ni/auth/domains Getlist of available remote domains.
=0 ~/authiiogin Login and acquir a login token
5l i/authvrefresh Refresh login token
Nilauthvroles List Roles
N/auth/rolesKrolename} Get Role Details
N/auth/rolesKrolename)/groups Set all groups for a role
N/auth/rolesKrolename}lusers Setall users for a role
Nlgroups Getall Group details

To start the configuration process, in IdentityNow, connect as admin, navigate to Connections > Sources, and then click Create New.

Dashboard v Identities v Access VvV Applications Connections vV Certifications v Password Mgmt VvV Global v Workflows Event Triggers

< Q, Search forasource > @

Create Web Services or Connector
Create Source: Select Source Type @

Select a source type

< Q, web services 0)

2 Results

WS Web Services

The SailPoint Web Services connector can be used to integrate with any target system using standard Web Services API. The connector can perform aggregation,

provisioning and deprovisioning, and other governance operations on the managed system.
View Documentation
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) BeyondTrust

For source type, select Web Services, and then click Configure.

Base Configuration

On the left side menu, select Base Configuration.

BeyondInsight Unix and Linux: Web Services

Direct Connection

Base Configuration

Connection Settings

HTTP Operations

Additional Settings

Review and Test

Base Configuration

The Web Services source is a type of ‘Direct
Connection’ source used to communicate between a
source server and SailPoint. To configure a Direct
Connection source, provide or select values for all
required fields, including a source owner and virtual
appliance cluster.

The source owner is responsible for administering,
operating, and managing the source system. The
virtual appliance (VA) is a Linux-based virtual machine
that is deployed and configured to connect to sources
and apps using APIs, connectors / integrations

Source Name *

BeyondInsight Unix and Linux

Source Description *

PMUL(BIUL) source via REST API

Source Owner *

ided by SailPoint.
R [ mblue.mblue v ]
(Optional) Select a governance group to specify the
Source Sub-Admin users who can manage this source. Virtual Appliance Cluster *
[ Cluster01 v]
Learn more about governance groups
Governance Group for Source Management
l None v]
Complete the Source Name, Description, Source Owner, and Virtual Appliance Cluster fields, and then click Save.
Connection Settings
For the connection settings, you must provide the BIUL API URL, as well as EEone et | Wl
username and password for a BIUL service account with two roles: o m——
accountadmin and apiuser. ._— ]
. . . . - |
Collect the information (see right) from the BIUL > Console Access > Edit — s
User Roles page.
| Roles
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TO set the Connect|0n sett”’]gs Beyondinsight Unix and Linux: Web Services ®
On the left side menu, select Connection Settings. s ncsion e .
2. Ensure that Custom Authentication type is selected, and then o N S S
complete the Base URL, Username, and Password fields. it e o
3. Click Save. S

HTTP Operations

Once you have created the Web Services Source or Connector, you must

create each individual HTTP Operation. -
- ® 0@
o e ® @ ®
s ®@0®
ot ®@o®
e ® @ ®
On the left side menu, select HTTP Operations.
Authenticate (Custom Authentication)
On the HTTP Operations panel, click Add Operation and set the Operation Type to Custom Authentication.
General Information
To set the Authenticate information: Seyomimsight nix s imoces .
1. Onthe Authenticate panel, ensure that General Information is o
selected. — o
2. Enter aunique Operation Name. B e
3. Ensure the Operation Type is set to Custom Authentication.
4. Enterthe Context URL.
5. Replace the BIUL instance https://ubuntu-elk:58082 with the o
actual BIUL server URL you want to configure the connector for. «—»
6. Ensure the HTTP Method is set to POST. :
7. Click Save.
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Headers
To set the Headers information:
Authenticate x
1. On the Authenticate panel, select Headers. s
2. Complete the Key and Value fields. eaders = ) (bt ] @®
3. Toadd additional key and value information, click Add Another. ..,mm (e - ) Comtetmten |®
4. When done, click Save. Response Mapping \ /
&
Body
To set the Body information:
Authenticate x
On the Authenticate panel, select Body. o —
Select Raw. ® =
3. Complete the Body information by entering the text as written ::Mmm :Y D—
below. —— :
=D

{"domain":"", "dsDomain":"","dsID":0, "password":"Sapplication.password$", "username":"Sapplication.
username$"}

4. Click Save.
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Response Information

To set the Response Information:

Authenticate
1. Onthe Authenticate panel, select Response Information. ‘ R
2. Setthe Root Path and Success Codes. Hesders [ l
3' Clle SaVe. :::““Mhmm" [mmmmmmmmmmmssnm l
Response Mapping 0
XPath Namespace Mapping.
D
Response Mapping
To set the Response Mapping information:
Authenticate «
On the Authenticate panel, select Response Mapping.
. Attribute Path
2. Save the token included in the response into a _CA variable for ders (Lecmstoen.cn J [siaen l
encrypted values. B
Response Information
3. Click Save. S
XPath Namespace Mapping
<D
Test Connection
Here we arbitrarily decided to use Account Aggregation within the Test Connection.
On the HTTP Operations panel, click Add Operation and set the Operation Type to Test Connection.
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General information

To set the Test Connection information:

Test Connection

1. Onthe Test Connection panel, ensure that General Information

General Information

is selected. o - |
2. Enter aunique Operation Name. o2y Operatin e -
. . . 5 Test Connect v]
3. Ensure the Operation Type is set to Test Connection. —
4. Enterthe Context URL. Xt NamespaceMapping [m.....,.. ‘
v1/users/generic_users.
5. Ensure the HTTP Method is set to GET. o thad
6. Click Save. Lem >
«=»
Headers
Headers must include the Access Token generated by Custom
. . . . N . : X
Authentication. All HTTP Operations will need the Authorization Header Test Connection
with the token value. carertnormation
Key Value
. X . I Authorization ‘ [ Bearer Sapplication.accesstoken_CAS ]
To set the Headers information: “
= ] (optestonton ]
Response Information
1. Onthe Test Connection panel, select Headers. A
2. Complete the Key and Value fields. RECIECTTIE
3. Toadd additional key and value information, click Add Another.
4. When done, click Save.
=D
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Response Information

To set the Response Information:

Test Connection x
1. Onthe Test Connection panel, select Response Information. _ -
2. Setthe Root Path and Success Codes. Hesders [ '
Success Codes
3' C“Ck Save. Bedy) ‘Add a value to the feld and then press Enter.
Errmre [ ]
Response Mapping 200 ©
XPath Namespace Mapping.
=D
Account Aggregation
General information
To set the Account Aggregation information:
Account Aggregation x
1. On the Account Aggregation panel, ensure that General _ R
Information is selected.
Headers [ ‘Account Aggregation ]
2. Enter a unique Operation Name. sedy G
. . : [ AccountAggregation &
3. Ensure the Operation Type is set to Account Aggregation. — ———
4. Enterthe Context URL. Xpath Namespace Mopping rmm |
Parent Endpoint v1/users/generic_users
5. Ensure the HTTP Method is set to GET. g P
. ov
6. Click Save. I '
o«
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Headers
To set the Headers information:
Account Aggregation X
1. Onthe Account Aggregation panel, select Headers. s
2. Complete the Key and Value fields. Ttm [ Arriaion ) [[sewerseptcsionscestencs__|
3. To add additional key and value information, click Add Another. o [ ) [opsore |®
) Response Information
4. When done, click Save. Respons aping
=
Response Information
To set the Response Information:
Account Aggregation x
1. Onthe Account Aggregation panel, select Response _ .
Information. v [ som J
Set the Root Path and Success Codes. oty [P
3. Click Save. :,::” lmo |
(e
SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 1

©2003-2023 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 10/26/2023
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



PRIVILEGE MANAGEMENT FOR UNIX & LINUX

I BeyondTrUSt SAILPOINT IDENTITYNOW INTEGRATION

Response Mapping

To set the Response Mapping information:

Account Aggregation x
1. Onthe Account Aggregation panel, select Response Mapping. S S N
2. SetaSchema Attribute and the Attribute Path. o [rene J (e ‘
3. Toadd additional values, click Add Another. N : - : : - :
4. When done, click Save. Respane aping [ = ]
[ (= |
&a [ J [ \
[ requiresGroup l l requiresGroup ‘ @
[ e ] [Cosmame ]
[ pan ] [pan ]
([ cxemotord | [ oxemooio ]
[Lrame J [ame l
[ sua J [gua l
[romstsero ] [omoero ]
[sertee ] [sertee ]
[ tocatuserio ] [ tocatuserio ] @
(o ] [Cupined ]
[omat ] [enat ]
[[usemome ] [[ssemome ]
Role Aggregation
General information
To set the Role Aggregation information:
Role Aggregation x
1. Onthe Role Aggregation panel, ensure that General Information ‘ N
is selected. o e l
2. Enteraunique Operation Name. soay G
3. Ensure the Operation Type is set to Group Aggregation. ‘ [ )
4. Enterthe Context URL. Xeath Namespac pping “mmm
5. Ensure the HTTP Method is set to GET. Parent Endpaint [ paautrotes ]
6. Click Save. [ ov]
<D
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Headers

To set the Headers information:

Role Aggregation x
1. Onthe Role Aggregation panel, select Headers.
General Information Key Value
2. Complete the Key and Value fields. st [Crstvorzaion | [ sevrsoplistonccesanen cas_|
3. Toadd additional key and value information, click Add Another. e = | Lomonsin J
Response Information
4. When done, click Save. response Mapping
XPath Namespace Mapping
Parent Endpoint
Paging
[ s )
Response Information
To set the Response Information:
Role Aggregation x
1. Onthe Role Aggregation panel, select Response Information. .
General Information
2. Setthe Root Path and Success Codes. eaders [ ‘
Success Codes
3_ Cllck Save Body ‘Add a value to thefield and then press Enter.
Response Information l l
Response Mapping 20 Q
XPath Namespace Mapping.
Parent Endpoint
Paging.
«=»
Response Mapping
To set the Response Mapping information:
Role Aggregation x
1. Onthe Role Aggregation panel, select Response Mapping.
General Information Schema Attribute * Attribute Path
2. SetaSchema Attribute and the Attribute Path. e [ cotename | [Lrtename l
3. To add additional values, click Add Another. =
Response Information
4. When done, click Save. aeponae aeae
XPath Namespace Mapping
Parent Endpoint
Paging
=D
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Create Account

General information

To set the Create Account information:

Create Account x
1. Onthe Create Account panel, ensure that General Information is
Selected. General Information

Headers ]
2. Enter a unique Operation Name. sody
3. Ensure the Operation Type is set to Create Account. )

Response Mapping Use cURL Command
4. Enter the Context URL. XesthtamepaceMapping oo
5. Ensure the HTTP Method is set to POST. oot ‘

HTTP Method
6. Click Save. [rost ov)
=D
Headers
To set the Headers information:
Create Account x

1. Onthe Create Account panel, select Headers.

General Information Key Value
2. Complete the Key and Value fields. eaders [“atorizaton | [(oerersoppicaton secesstoken_cxs_|
3. Toadd additional key and value information, click Add Another. o2 (L conenope | omtetinsn l

. Rutrines icas.g \ccept application/json 0]

4. When done, click Save. R L e ]

XPath Namespace Mapping

=D
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Body

To set the Body information:

Create Account x
On the Create Account panel, select Body. B
General Information Form Data
2. Select Raw. aaders O rav
3. Complete the Body information by entering the text as written o —
b e IOW . Response Information
Response Mapping.
i "lastname": "$plan.lastname$",
=D
{
"active": S$plan.active$,
"email": "S$plan.email$",
"firstname": "$plan.firstname$",
"lastname": "S$plan.lastname$",
"password": "S$Splan.passwords$",
"passwordConfirm": "S$plan.passwordsS",
"username": "S$plan.username$"
}
Response Information
To set the Response Information:
Create Account x
1. Onthe Create Account panel, select Response Information. s
2. Setthe Root Path and Success Codes. s [ ]
Success Codes
3' Cl|ck Save Bedy 'Add avalue tothe feld and then press Enter
Response Information [ l
Response Mapping 0
XPath Namespace Mapping
=D
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Response Mapping

To set the Response Mapping information:

Create Account x
1. Onthe Create Account panel, select Response Mapping.
2. Seta Schema Attribute and the Attribute Path. st | R ] |¢” ' ]
3. To add additional values, click Add Another. oy [t | [otesirtename J
4. When done, click Save. “:mm oo J L ]
R [Loamin J [Laomin J
([ remotevsero | [emosstiero J
(Ltocatuseno J [ J
[Leman J [eman J
[[tsname J [srame J
[ semame || [ssemame l
«<»
Add Role to User and Remove Role from User
General Information
To set the Add Role to User information:
Add Role to User x
1. Onthe Add Role to User panel, ensure that General Information I
is selected. “'“‘ ————
2. Enteraunique Operation Name, such as Add Role to User. oty L;jlwi |
3. Ensure the Operation Type is set to Add Entitlement. ‘ ' [ ]
4. Enter the Context URL. :p:::.:,.m. :,:cm
5. Ensure the HTTP Method is set to PUT. s pn s s ‘
6. Click Save. | e ov]
o«
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To set the Remove Role from User information: Remove Role from User x
1. Onthe Remove Role from User panel, ensure that General Generanformation opeontame”
Information is selected. D [ remoe ot omuser J
. . Body peration Type +
2. Enter a unique Operation Name, such as Remove Role from , = g
U ser. Response Mapping Use cURL Command
3. Ensure the Operation Type is set to Remove Entitlement. XPath Namespace APPIOE  Conge umL
[ V1fusers/splan.nativeldentitys/roles/plan.roless ]
4. Enterthe Context URL.
HTTP Method
5. Ensure the HTTP Method is set to DELETE. (oo o]
6. Click Save.
=D
Headers
To set the Headers information:
Add Role to User .
1. Onthe Add Role to User (or Remove Role from User) panel,
General Information Key Value
seleCt Headers' s [ Authorization ] [ Bearer Sapplication.accesstoken_CAS ]
Complete the Key and Value fields. sody [t ] [opptctontson ]
To add additional key and value information, click Add Another. fesponse nformaten
Response Mapping
When done, click Save. Xeath amespoce Mapping
=D
Response Information
To set the Response Information:
Add Role to User .
1. Onthe Add Role to User (or Remove Role from User) panel, i
select Response Information. | ]
Headers
Set the Root Path and Success Codes. o e st
Click Save. Response Information [ l
Response Mapping ™0
XPath Namespace Mapping
=D
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Response Mapping

To set the Response Mapping information:

Add Role to User x
1. Onthe Add Role to User (or Remove Role from User) panel,
select Response Mapping. [ — ] |“ ' ]
Set a Schema Attribute and the Attribute Path. oty [ ) [aetiimensme ]
3. To add additional values, click Add Another. ——— [[sewe | [aee l
4. When done, click Save. IR o J
[ moteUser|D ] [ remoteUserID ]
[ localUserlD ] [ ] ]
(ot | (ot )
(lswme ] [isame ]
[Lusemame | [Lsemame l
=D

Disable Account and Enable Account

Both HTTP Operations are accomplished in two steps, and only differ in the General Information and Body page for step 2 (Disable
Account — 2 and Enable Account — 2).

Disable Account -1 and Enable Account -1

General Information

To set the Disable Account-1 information:

Disable Account - 1 x
1. Onthe Disable Account -1 panel, ensure that General N
Information is selected. Soentomien l |
Headers Disable Account - 1
2. Enter a unique Operation Name, such as Disable Account-1. sody e
3. Ensure the Operation Type is set to Disable Account. l ]
Response Mapping Use cURL Command
4. Enterthe Context URL. KoathNamespaceapping o
5. Ensure the HTTP Method is set to GET. Lootamtimomtes 1
HTTP Method
6. C|ICk save [ GET @v]
=D
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To set the Enable Account-1 information: ' Enable Account -1 x
1. Onthe Enable Account -1 panel, ensure that General Generanformation opertonteme”.
Information is selected. it [ erttencount-1 J
=7 peration Type +
2. Enter a unique Operation Name, such as Enable Account-1. A oo a3
3. Ensure the Operation Type is set to Enable Account. Response Mapping s URLCommand
XPath Names; Mappin;
4. Enter the Context URL. e e
[ V1/users/$plan.nativeldentity$ ]
5. Ensure the HTTP Method is set to GET. TP Mothod
. [ GET @vl
6. Click Save.
&
Headers
To set the Headers information:
Disable Account - 1 x
1. Onthe Disable Account-1 (or Enable Account-1) panel, select
General Information Key Value
Headers' - [ Authorization ] [ Bearer Sapplication.accesstoken_CAS ]
Complete the Key and Value fields. oty = ] [eoptctionon ]
3. Toadd additional key and value information, click Add Another. fesposeinfomaton
Response Mapping
When done, click Save. Youth Wamespace Waooing
«=»
Response Information
To set the Response Information:
Disable Account - 1 x
1. Onthe Disable Account-1 (or Enable Account-1) panel, select i
Response Information. | ]
Headers
Set the Root Path and Success Codes. oty S ettt
Click Save_ Response Information l ]
Response Mapping 200 ©
XPath Namespace Mapping
=D
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) BeyondTrust

Response Mapping

To set the Response Mapping information:

Disable Account - 1 x
1. Onthe Disable Account-1 (or Enable Account-1) panel, select
Response Mapping. . Cimne | Lo |
Set a Schema Attribute and the Attribute Path. oty (e = ]
To add additional values, click Add Another. """‘““'"“"_“'“’" [ remotevsero J [ remoreuseno J
When done, click Save. em— [ l
(st ] [eman ]
[tsname J [Lsname l
((iserame ] [[semame ]
D
Disable Account-2 and Enable Account-2
General Information
To set the Disable Account-2 information:
Disable Account - 2 x
1. Onthe Disable Account -2 panel, ensure that General N
Information is selected. St l |
2. Enter aunique Operation Name, such as Disable Account-2. voey opertontype -
3. Ensure the Operation Type is set to Disable Account. ‘ l ]
4. Enter the Context URL. et amespceWapping U,,::Md
5. Ensure the HTTP Method is set to PUT. Lottt 1
6. Click Save. o o
<D
To set the Enable Account-2 information: Enable Account - 2 x
1. Onthe Enable Account -2 panel, ensure that General Generanformation -
Information is selected. R [ enttenccon 2 J
2. Enter a unique Operation Name, such as Enable Account-2. - oo g
3. Ensure the Operation Type is set to Enable Account. Response Moping Use URLCommend
4. Enterthe Context URL. ——— e |
5. Ensure the HTTP Method is set to PUT. r——
6. Click Save. = =
«<»
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Headers (Disable Account-2 only)

To set the Headers information:

Disable Account - 2 b
1. Onthe Disable Account-2 panel, select Headers.
General Information Key Value
2. Complete the Key and Value fields. restes [ Ashoration || searr sopptcation accesstoen cas |
3. To add additional key and value information, click Add Another. oy [cen ) [eoptcntonon J
Response Information ‘Add Another
4. When done, click Save. —
=D
Body (Disable Account-2 and Enable Account-2)
To set the Body information for Disable Account-2:
Disable Account - 2 x
On the Disable Account-2 panel, select Body. B
Select Raw. ot s
Complete the Body information by entering the text as written o ot
below.
Response Mapping. "active": false
i }
&
{
"username": "Sresponse.username$",
"email": "S$response.emailS$",
"firstname": "$response.firstname$",
"lastname": "Sresponse.lastname$",
"active": false
}
4. When done, click Save.
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To set the Body information for Enable Account-2: Enable Account - 2 x
On the Enable Account-2 panel, select Body. Genertformation ® Rtz
Headers ° Raw
Select Raw.
Complete the Body information by entering the text as written Response nformaton
below. e

=D
{
"username": "Sresponse.username$",
"email": "Sresponse.emails",
"firstname": "Sresponse.firstnames$",
"lastname": "S$response.lastname$",
"active": true
}
4. When done, click Save.
Response Information (Disable Account-2 only)
To set the Response Information:
Disable Account - 2 x
1. Onthe Disable Account-2 panel, select Response Information. o
2. Setthe Root Path and Success Codes. enders l ]
3_ C||ck Save. Body e e e T e T e
Response Information l ]
Response Mapping 00
XPath Namespace Mapping
<D
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Response Mapping (Disable Account-2 only)

To set the Response Mapping information:

| Disable Account - 2 x
1. On the Disable Account-2 panel, select Response Mapping.
G L Informatie - Attribute Path
2. Seta Schema Attribute and the Attribute Path. o [ usemame | [ emame J
3. To add additional values, click Add Another. o=y (ot J [oman ] @
Response Information rstname. irstname
4. When done, click Save. E JE I
[ tsname ] [omame ]
XPath Namespace Mapping.
[ ] [oomn ]
[[aave ] [oame ]
l remoteUserlD ] [ remoteUserlD l
[ ] [ totrterame ]
&=
Update Password
General Information
To set the Update Password information:
Update password x
1. Onthe Update Password panel, ensure that General Information N
is Selected_ Generalinformation Mustbe a unique name
Headers [ Update password ]
2. Enteraunique Operation Name. e operstontype -
3. Ensure the Operation Type is set to Change Password. oot [ e ~]
Response Mapping Use cURL Command
4. Enterthe Context URL. Youth Namespace apping
Context URL.
5. Ensure the HTTP Method IS setto PUT [ v3fusers/Splan.nativeldentitys/password ]
HTTP Method
6. Click Save. [oor ov]
=D
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Headers
To set the Headers information:
Update password x
1. Onthe Update Password panel, select Headers.
General Information Key Value
2. Complete the Key and Value fields. st [ novorzion ] [serr sppicaionaccessoten cxs_|
3. Toadd additional key and value information, click Add Another. o2 = ) Coppcatonion ]
Response Information
4. When done, click Save. ——
XPath Namespace Mapping
«=»
Body
To set the Body information:
Update password x
On the Update Password panel, select Body.
General Information (O FormData
2. Select Raw. eaders O rov
3. Complete the Body information by entering the text as written = = — -
R — {"new_password": "$plan.password$"}
below.
Response Mapping
«=»
{"new password":"S$plan.passwords"}
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Response Information

To set the Response Information:

Test Connection x
1. Onthe Update Password panel, select Response Information. _ .
2. Setthe Root Path and Success Codes. Hesders [ '
Success Codes
3' C“Ck save Body Add 2 value to the field and then press Enter.
Errmre [ ]
Response Mapping 200 ©
XPath Namespace Mapping.
=D
Response Mapping
To set the Response Mapping information:
Update password x
1. Onthe Update Password panel, select Response Mapping.
i he ibute * Attribute Path
2. SetaSchema Attribute and the Attribute Path. s == ] [Cimwome ]
3. To add additional values, click Add Another. = e J| [ osrysname J
. Response Information [ active l [ active l
4. When done, click Save. ——
= ] [Caarin ]
XPath Namespace Mapping
== ] [Cammaseno ] ®
[ localUserlD l [ D l
[enat ] [mat ]
(Tsoane | [losname |
(Cvsmamse ] [semome ]
o«
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Unlock Account

General Information

To set the Unlock Account information:

Unlock Account x
1. Onthe Unlock Account panel, ensure that General Information is S
selected. Generatinformation
Headers [ Unlock Account ]
2. Enter a unique Operation Name. o opartontype -
3. Ensure the Operation Type is set to Unlock Account. i ’ l ]
Response Mapping. Use cURL Command
4. Enter the Context URL. MoathNamespaceMapping g
5. Ensure the HTTP Method is setto DELETE. [ pousersstantvergenysock ]
HTTP Method
6. Click Save. [‘omere oV
=D
Headers
To set the Headers information:
Unlock Account *
1. Onthe Unlock Account panel, select Headers.
General Information Key Value
2. Complete the Key and Value fields. ot [ rovorztion ] [serer sppicaionaccessoten cxs_|
3. Toadd additional key and value information, click Add Another. o2 = ) oppcatonion ]
Response Information
4. When done, click Save. ——
XPath Namespace Mapping
=D
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Response Information

To set the Response Information:

Test Connection x
1. Onthe Unlock Account panel, select Response Information. _ .
2. Setthe Root Path and Success Codes. Headers [ '
3' Cll Ck S ave. ::;mmmm Il«ddzvzluemlheﬁe\dandLhmpmgznlen ‘
=
Response Mapping
To set the Response Mapping information:
Unlock Account x
1. Onthe Unlock Account panel, select Response Mapping.
2. Seta Schema Attribute and the Attribute Path. e (Lrrome J [ == J
3. Toadd additional values, click Add Another. oy ot J [otstirtename l
4. When done, click Save. N = e ]
XPath Namespace Mapping [ o l [ e l
[romoers ] [emont ]
[ localUserlD l [ D l
l email ] [ email ]
[Ltsname J [Lustame l
((sserame ] [[iserame ]
«<»
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Delete Account

General Information

To set the Delete Account information:

Delete Account x
1. Onthe Delete Account panel, ensure that General Information is N
Se|ected_ General Information
) Headers [ oettercct ]
2. Enter a unique Operation Name. oty I
3. Ensure the Operation Type is set to Delete Account. ! l ]
Response Mapping. Use cURL Command
4. Enter the Context URL. XeathNamespaceapping (o
5. Ensure the HTTP Method is set to DELETE. | it 1
HTTP Method
6. C||ck Save [ DELETE ®VJ
=D
Headers
To set the Headers information:
Delete Account x
1. Onthe Delete Account panel, select Headers.
General Information Key Value
2. Complete the Key and Value fields. entes [hotvoraton || [ searrspplcationaceesaken cas |
3. To add additional key and value information, click Add Another. o = ) [ ppcatonon \
Response Information
4. When done, click Save. —
XPath Namespace Mapping.
«=D
Response Information
To set the Response Information:
Delete Account x
1. Onthe Delete Account panel, select Response Information. o
2. Setthe Root Path and Success Codes. eaders l ‘
Success Codes
3_ C||ck Save_ Body ‘Add avalue to the feld and then press Enter,
Response Information [ l
This completes the list of HTTP Operations. T e
XPath Namespace Mapping
=D
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Now that we have HTTP Operations defined, we can test the connection.

Test the Connection

To test the connection:

Beyondinsight Unix and Linux: Web Services ®
On the left side menu, select Review and Test. e s [ oo ] "
—— — e
2. Onthe Base Configuration panel, click Test Connection. Upon a Calo e
. Additional Settings ‘Source Owner @ Test Success! x
successful connection, a Test Success! message appears. | e ot -

‘Governance Groupfc

3. Click Return to Source Page.

Connection Settings.

Ashendication Type Custom Auheticson
BasevRL

Usermame

Password

orTokan

Note: If BIUL is using a self-signed cetrtificate, or a certificate from a Certification Authority that is not trusted already by
IdentityNow, the BIUL root certificate (base64 encoded) needs to be put on each Virtual Appliance, in the
~/sailpoint/certificates directory. Refer to the SailPoint documentation for the detailed steps.

Add a Correlation Rule

You need to add a correlation rule so BIUL Accounts are mapped to
Identities.

1. Under Connections, select the Import Data tab.
2. Select Correlation.

3. Complete the Correlation Configuration fields.

Create Account and Provisioning Policy

For Create Account, you need a provisioning policy. The provisioning
policy must be uploaded into the Connector using the IdentityNow REST
API.

(1) IMPORTANT! = o= - -

This step requires a SailPoint REST AP call by someone who is a — ’ ’ o
developer (typically). For more information, see SailPoint APIs, at
https://developer.sailpoint.com/idn/api/v3/ .

1. Under Connections, select the Accounts tab.
2. Select Create Account.

Provisioning Policies:
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"name": "Account",
"description": null,
"usageType": "CREATE",
"fields": [
{
"name": "password",
"transform": {
"type": "static",
"attributes": {
"value": "P@sswOrdl23"

}o

"attributes": {1},
"isRequired": false,
"type": "string",
"isMultiValued": false

"name": "active",
"transform": {
"type": "static",
"attributes": ({
"value": true

by

"attributes": {},
"isRequired": false,
"type": "boolean",
"isMultiValued": false

"name": "username",
"transform": {
"type": "identityAttribute",
"attributes": {
"name": "uid"

}o

"attributes": {},
"isRequired": false,
"type": "string",
"isMultiValued": false

"name": "email",
"transform": {
"type": "identityAttribute",
"attributes": {
"name": "email"

bo

"attributes": {},
"isRequired": false,
"type": "String",
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"isMultiValued": false

by
{
"name": "firstname",
"transform": {
"type": "identityAttribute",
"attributes": {
"name": "firstname"
}
by
"attributes": {},
"isRequired": false,
lltype": "String",
"isMultiValued": false
by
{

"name": "lastname",
"transform": {
"type": "identityAttribute",
"attributes": {
"name": "lastname"

}o

"attributes": {},
"isRequired": false,
"type": "string",
"isMultiValued": false

Aggregate Accounts and Entitlements

You can now aggregate accounts and set entitlements.

Aggregate Accounts

1. Under Connections, select the Accounts tab.

2. SelectUser Accounts.
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Entitlements

Under Connections, select the Entitlements tab.

8 8 %8 8 8 &

> o
> o
> o
polcyadmin > oo o
> o
> o

Access Profiles

Access Profiles with associated Roles and Applications allows support for
various Use Cases including Joiner, Mover, Leaver (JML), and Access

Hoatny for 25 howrs

Request. ot tn | Comactins | st ) | Entemarts(5] | Accsas ot AT —
Access Profles 3 =1
‘Search Access Profies Q
b 1 arl 12 ,‘
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