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SailPoint IdentitylQ Connector for PMUL (BIUL)

This guide covers the steps to configure the SailPoint IdentitylQ Connector for PMUL (BIUL).

Overview
BeyondInsight for Unix & Linux (BIUL) must be configured with Privilege Management for Unix and Linux (PMUL). This integration allows
SailPoint IdentitylQ (IdentitylQ) to provision access for BIUL users and add/remove roles.

Account Creation is triggered by Add Entitlement for a User without a BIUL account.
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Create and Configure Web Services Application

To create a new web services application:

I= Homo  MyWork~ ldentties -~ Appiications ~

1. As an Administrator, log in to IdentitylQ and navigate to Bt Application BeyondTrust Unix & Linux
Applications. [T conturaton Gomiaton. Acseunts sk AciiyDataScrces Fues Password ol
2. Click Add New Application. ::““ S ]
Under Details: . FS— )
a. For Name, enter BeyondTrust Unix & Linux. P s ¢
b. For Owner, select Admin (or another user). PR [P
c. For Application Type, select Web Services. yP—— :

Tl case Insensitive +

] Native Change Detection +

4. Click Save. O s s+
[ o Rl —
Under Configuration: T e e
Edit Application BeyondTrust Unix & Linux
1. Select Settings, and then provide a Base URL. P cocrrion T ——————r——
H H - - Settings Schema Provisioning Policies
2. For Authentication Method, select No / Custom Authentication. ’
PP
3. Setthe Schema Attribute for Account Enable status to active. [rr— i
4. Atthe bottom of the screen, click Save. PR syt o502/t
puvertcam s - Conm

© AP Token
© Basic Authentication

® No/ Custom Authentication

Schoma Atrbute for Account Enable
stats

Request Timeout (in Secands)

Enable Client Cortficate Authentication [

ConectorOperations
Next, you must add and configure operations.
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Add and Configure Operations

First, you must add and configure Authentication and Test Connection operations. You must also successfully test the connection before
moving on to the creation of other operations.

Authentication

To create an Authentication operation:

1. Click the Add Operation button, and for the Operation type, select Custom Authentication.
2. Enter a Name for this operation.
3. Atthe right of the Custom Authentication operation row, in the Actions column, click the Edit button (pencil).
4. Under Connection Settings, configure the Authentication URL to match your instance of BIUL, and set the Method to POST.
Header
1 . Select Header Edit Application BeyondTrust Unix & Linux
At the far right, click Add Row, for each entry you need to add. bl e B it
Settings  Schema  Provisioning Policies
Configure Keys for Accept and Content-Type, and set the value to Ao
application/json for both. ] Coreeim v
[R .. |
Body
Select Body Edit Application BeyondTrust Unix & Linux
Ensure the Raw option is selected. e T T S
Configure Body with username and use $application.password_ rssomct e
CAS$ for the password value, as written below. B ] Ormecton s
cancl hm

{"domain":"", "dsDomain":"", "dsID":0, "password":"Sapplication.password CAS","username":"admin"}
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Response
1. Select Response. You must capture and save the access token.
2. For the Response Attrlbute Mapplng Edit Application BeyondTrust Unix & Linux
a. Setthe Response Attribute Key to accesstoken_CA. (i G B
b. Setthe Response Attribute Value Path to $.token. me:m_wm_
3. Under XPath Namespace Mapping, set the Successful I v
Response Code to 200. R o
4. Click Save. prmtmns S .
.

Use /debug for Encrypted Keys and Password

We use an encrypted attribute to store the password.

For more information, see https.//documentation.sailpoint.com/connectors/identityiq/webservices/help/integrating
webservices/iiq_config_for no_custom _authentication.html.

Access the /debug interface, and find your Application source. T e e _
RS Object Browser |
’ Tip: Access the /debug interface by modifying the URL in the i sl
browser manually. For example, if the Url is B e 1
https://myServerName:8443/identityiq/home, replace B
/identityig/home by /debug. | pemm————
Modify the list of encrypted keys, as written below. B o |

] 0aD000aBOce14aB8 800015300088 1
[£] 0aD000YaBOce143B8180001577630001
] 0aD0aBOCe14aBB 8001530080041

£] 0aD000aBD1 1obeBtBOnSO9BESa00Ts B

T A | ]

] 0aD00aBOce 1618 180ce2508AG0H
7] 02000881 ccos 18G1A0R08360N

d
d
1. 0a0000iaB00e 14888 B0ce 155caB0082 S|

o o 2

<entry key="encrypted" value="accesstoken,refresh token,ocauth token info,client secret,private
key,private key password,clientCertificate,clientKeySpec, resourceOwnerPassword,custom auth token
info,password CA"/>
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5. You also must add the value for key(password), as written below. I s —
6. Click Save. p— ;
7. Close the /debug interface. Sram——

F P e—
f e r——
£ [rm—
e R

] 0a0000faB00e14a88180ce 1500520001

] 0a0000faB0ce1813180ce 1025910000

] 0aD000faB0ce14a88180c815297c0031

] ca000faBOce 4aBs BOCE 5610080 14| 2

e —

] 0aD000faB0ce1 4288 180ce 1538710058
] 0a0000faB0ce14a88180ce 1577630061
] 0aD000faB0c01 42881808 1539900041

] 0a0000faB9b1 10088 1890509685a0913

fa
fa

] caD00DfaB9eatcos1BN4O0GR0R3R0!

71 Ga0000faB00e14a88180ce155ca0082
pass [1 o1 b

&

I
%2

<entry key="password CA" value="Clear Text Value"/>

Back in the SailPoint IdentitylQ interface, click Save.

After you save the application, the clear text value for password is replaced with encrypted value.

Test Connection

To create a Test Connection operation:

1. Click Add Operation, and for the Operation type, select Test Connection.

2. Enter a Name for this operation.

3. Atthe right of the Test Connection operation row, in the Actions column, click the Edit button (pencil).

4. Under Connection Settings, set the Context URL to generic_users endpoint, and set the Method to GET.
Header

1. Select Header. Edit Application BeyondTrust Unix & Linux

2. Setthe following Keys and Values: oeere RN ot s sk Aty Do e i e e

Settings Schema Provisioning Policies

a. An Authorization key, with a value of Bearer Asaonct e
$application.accesstoken _CAS$. g p—

Enable cURL 5 O

b. An Accept key, with a value of application/json. Sonwnim - s 3
Niusersigenorc_users aeT -
*:‘:’u Koy vao
e putnorzaton | e saplcaton accessoken G x
f— omboationtson x
o £
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) BeyondTrust

Response

Edit Application BeyondTrust Unix & Linux

Details IR Corrolation Accounts Risk Activity Data Sources Rules Password Policy

Select Response.

2. Under XPath Namespace Mapping, set the Successful
Settings Schema Provisioning Policies
Response Code to 200. I
3. Click Save. B ] cormesinsten
Enable cURL » ]
e o .
T e —— o
i B
[ oo . aanen ||
St ©
o~ £
. . . . i ication rondTrust Unix & Linux
So far, your application should look like this. et Appliction Beyendust i & 1
ot [ coron ceums sk oy et e e e oy
4. Atthe bottom left, click Test Connection, and look for a Test
ssoneen
Successful response. P o
5. Click Save. S s cusssosn
oot | O omuns
© API Token
® No 7 Custom Authentication
Request Timeout (In Seconds) -~
el ot uaosson 0
Commusier Gparetion ‘Add Operation
~ Custom Authentication v~ Authentication Configured Va x
~ Test Connection v TestConnection Configured Va x
Test Connection ) Test Successtul
B o recomam
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Connector Operations

Next, configure the following Connector Operations.

« "Account Aggregation" on page 9

o Group Aggregation

« Create Account
« Add Entitlement

« Remove Entitlement

« Disable Account-1

« Disable Account-2

« Enable Account-1
« Enable Account-2

« Change Password

« Unlock Account
o Delete Account

Account Aggregation

To create an Account Aggregation operation:

1. Click Add Operation, and for the Operation type, select Account Aggregation.
2. Enter a Name for this operation.
3. Atthe right of the Account Aggregation operation row, in the Actions column, click the Edit button (pencil).
4. Under Connection Settings, set the Context URL to generic_users endpoint, and set the Method to GET.
Header
1. Select Header. e
2. Atthe right of the Header section, click Add Row, and set the e .
following Keys and Values: Mg s .
a. An Authorization key, with a value of Bearer = o v
. . Response Juthorizaton Bearer Sappication.accesstoken_CAS
$application.accesstoken _CA$. e = wa .
b. An Accept key, with a value of application/json. e
I - |
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Response

Select Response. Py P—

Enable cURL + (]

2. Configure the Response Attribute Mappings by clicking the o s
Response Attribute Mapping Add Row button, and setting the oo ers | e .
following Schema Attributes and Attribute Paths.

Response Attribute Mapping i ho,

‘Schema Attrbute 7 Attribute Path

frstname trstname.

o firstname - firstname

createa reated

roles oles[rolename

o created - created = e

aamn aomin

¢ roles - roles[*].rolename

requresGroup requiresGroup

Jastrame lastname.

XXXXXXXXXXXXXXXXXXI

» active - active -
e e
o admin - admin e -
* cn-cn =
« requiresGroup - requiresGroup e —
« lastname - lastname == =
. path _ path XPath Namespace Mapping (For XML web services) Losti]
« externalApilD - externalApilD T
e name-name R )
« guid - guid - =
+ remoteUserlD - remoteUserlD
o userType - userType
+ localUserlID - localUserID
o updated - updated
+ email - email
e username - username
3. Click Save.
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Group Aggregation

To create a Group Aggregation operation:

1. Click Add Operation, and for the Operation type, select Group Aggregation.

2. Enter a Name for this operation.

3. Atthe right of the Group Aggregation operation row, in the Actions column, click the Edit button (pencil).

4. Under Connection Settings, set the Context URL to /v1/auth/roles endpoint, and set the Method to GET.
Header

1. Select Header.

2. Atthe right of the Header section, click Add Row, and set the
following Keys and Values:

| o e (R (s o MDD (T i)
Settings Schema Provisioning Policies.
—
— |

Enable cURL 7 [

a. An Authorization key, with a value of Bearer

Context URL ¢ Method

$application.accesstoken _CAS$. pnanioes ot
b. An Accept key, with a value of application/json. = o e
.’::':“ hathorzaton [perrspicatonacesso e GAS RE3
e hocest Cortcatonsan Es
O - |
Response
Select Response nmil-cuml-ﬁm Accounts Risk Activity Data Sources Rules Password Policy
. . Settings Schema Provisioning Policies
2. Attheright of Response Attribute Mapping, click Add Row. —
a. Setthe Schema Attribute to rolename. R
Enable cURL ;[
b. Setthe Attribute Path to rolename. e o :
3. Under XPath Namespace Mapping, set the Successful e D Ao
Response Code to 200. =] e F
4- C||ck Save ‘:;::" XPath Namespace Mapping (For XML web services) Add Row
e
S - |
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Create Account

To create a Create Account operation:

1. Click Add Operation, and for the Operation type, select Create Account.
2. Enter a Name for this operation.
3. Atthe right of the Create Account operation row, in the Actions column, click the Edit button (pencil).
4. Under Connection Settings, set the Context URL to /v1/users endpoint, and set the Method to POST.
Header
1. Select Header. Edit Application BeyondTrust Unix & Linux
2. Atthe right of Header, click Add Row to add each of the following oo IR ot A ik Aty e e i e e
Settings Schema Provisioning Policies
Keys and Values: e —
a. For Authorization, set the value as Bearer “"'E']"”""""
$application.accesstoken _CAS$. o -
b. For Content-type, set the value as application/json. — = —
c. For Accept, set the value as application/json. L e | x
—_— | &
o - |
Body
1 . SeleCt Body Edit Application BeyondTrust Unix & Linux
2- Ensure the Raw 0pt|on |S Selected n-mncaml.nnn Accounts Risk Activity Data Sources Rules Password Policy
Settings Schema Provisioning Policies
3. Configure Body using the text as written below. T
Enable cURL » ()
Body
e O form-data® raw
==K [
“active": $plan.active$,
After Rule jgmau" 'Srp\ra{x.emans', ]
Eo - |
{
"active": S$plan.active$,
"email": "$plan.emailS$",
"firstname": "$plan.firstnames$",
"lastname": "S$plan.lastnames$",
"password": "S$plan.passwords$",
"passwordConfirm": "$plan.passwords$",
"username": "S$plan.username$"
}
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Response
Select Response. Edit Application BeyondTrust Unix & Linux
2. Configure the Response Attribute Mappings by clicking the ot RERBRIRY corton A ik Aty Dt S e Pabrs Pl

Settings Schema Provisioning Policies

Response Attribute Mapping Add Row button, and setting the
following Schema Attributes and Attribute Paths.

Add Object Type
Back | Connection Settings

Ensble cURL ;O

o firstname - firstname

Context URL + Method 5

Nilusers pPoST |

o roles - roles[*].rolename

3
H

« active - active

I x

« admin - admin - m’" 5

» remoteUserID - remoteUserID e e x

« localUserlD - localUserID = = z

o email - email T nosron

o lastname - lastname —

e username - username i ]
CEN - |

3. UnderXPath Namespace Mapping, set the Successful
Response Code to 2**.

4. Click Save.

Add Entitlement

To create an Add Entitlement operation:

1. Click Add Operation, and for the Operation type, select Add Entitlement.
2. Enter a Name for this operation.
3. Atthe right of the Add Entitlement operation row, in the Actions column, click the Edit button (pencil).
4. Under Connection Settings, set the Context URL to /v1/users/$plan.nativeldentity$/roles/$plan.roles$ endpoint, and set the
Method to PUT.
Header
1. Select Header. Edit Application BeyondTrust Unix & Linux
2. Atthe right of Header, click Add Row to add each of the following oot [lLSG Corslaton Aceounts sk AcuiyDataSources s Possword oty
Settings Schema Provisioning Policies
Keys and Values: I
a. For Authorization, set the value as Bearer — =
. . Enable cURL ; (]
Sapplication.accesstoken_CA$. commnt et
3 . ) | Aritusers/spian nativeldentity$/rolesiSpian.oless PUT
b. For Accept, set the value as application/json. - — —
=
[ huroreaten Boare Sapplcaton accessioken CAS E
g —— | x
=l -
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Response
1. Select Response. Edit Application BeyondTrust Unix & Linux
2. Configure the Response Attribute Mappings by clicking the oot PRIPRIIRY corion Acrte Aok Aty Dt ke Prsvrs oy

Settings Schema Provisioning Policies

Response Attribute Mapping Add Row button, and setting the
following Schema Attributes and Attribute Paths.

‘Add Object Type
Back | Connection Settings

EnablecURL + O

o firstname - firstname

Context URL + Method 7

o roles - roles[*].rolename wimmmrj_ml: — :

 active - active ,’Z:};Z et —— %

« admin - admin S = x

+ remoteUserlD - remoteUserlD i e -

« localUserlD - localUserID = — 5

+ email - email e —— =

o lastname - lastname e

s username - username el ]
ol - |

3. UnderXPath Namespace Mapping, set the Successful
Response Code to 2**.

4. Click Save.

Remove Entitlement

To create a Remove Entitlement operation:

1. Click Add Operation, and for the Operation type, select Remove Entitlement.
2. Enter a Name for this operation.
3. Atthe right of the Remove Entitlement operation row, in the Actions column, click the Edit button (pencil).
4. Under Connection Settings, set the Context URL to /v1/users/$plan.nativeldentity$/roles/$plan.roles$ endpoint, and set the
Method to DELETE.
Header
1 . Select Header Edit Application BeyondTrust Unix & Linux
2. Atthe right of Header, click Add Row to add each of the following et R Comotton Accounts Rk Aetiy bataSourses fules Password Poley
Keys and Values: —
a. For Authorization, set the value as Bearer — =
. . Enable cuRL » (]
$application.accesstoken _CA$. ot eves
. . . | Wiusersspian natvecenttyS roles/spian.roless oeLETE N
b. For Accept, set the value as application/json. . = —
Sesponee, ﬁmwmnm :‘u:!unw:mwmmnkm,cﬁ x
e | S— x
E -
SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 14
©2003-2023 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 11/17/2023

depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



PRIVILEGE MANAGEMENT FOR UNIX & LINUX

lEI BeyondTrUSt SAILPOINT IDENTITYIQ INTEGRATION

Response
Select Response . Edit Application BeyondTrust Unix & Linux
2. Configure the Response Attribute Mappings by clicking the e

Settings Schema Provisioning Policies

Response Attribute Mapping Add Row button, and setting the
following Schema Attributes and Attribute Paths.

‘Add Object Type
Back | Connection Settings.

Enable cuRL > [

o firstname - firstname

Gontext URL '+ Method

vi/users/$plan.nativeldentityS roles/$plan.roles$ DELETE

o roles - roles[*].rolename

3
H

Header Rosponse Attrbute Mapping

- Schema Atirbute + Atrbute Path »

« active - active

e e x

« admin - admin m fm:m z

» remoteUserID - remoteUserID T i .

« localUserlD - localUserlD = = z

e email - email R ———— oo

« lastname - lastname g

e username - username (o )
S - |

3. UnderXPath Namespace Mapping, set the Successful
Response Code to 2**.

4. Click Save.

Disable Account-1

To create a Disable Account-1 operation:

1. Click Add Operation, and for the Operation type, select Disable Account-1.
2. Enter a Name for this operation.
3. Atthe right of the Disable Account-1 operation row, in the Actions column, click the Edit button (pencil).
4. Under Connection Settings, set the Context URL to /v1/users/$plan.nativeldentity$ endpoint, and set the Method to GET.
Header
1 . Select Header Edit Application BeyondTrust Unix & Linux
2. Atthe right of Header, click Add Row to add each of the following vt CRRRRURY coron A ik Acoty Dt S e Parr Pl
Settings Schema Provisioning Policies
Keys and Values: —
a. For Authorization, set the value as Bearer __ ==
. . Enable cURL » (]
$application.accesstoken _CAS$. o e
prTrm— =
b. For Accept, set the value as application/json. — o
o — e | =
CET S— | =
I - |
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Response
Select Response. Edit Application BeyondTrust Unix & Linux
2. Configure the Response Attribute Mappings by clicking the over CRERREIRY o Aot ik Aty S ke Pssr ks

Settings Schema Provisioning Policies

Response Attribute Mapping Add Row button, and setting the
following Schema Attributes and Attribute Paths.

‘Add Object Type
Back  Connection Settings.

. . Enablecurt » (]
o firstname - firstname

Context URL » Method

Ailusers/Splan nativeldentity$ GET

o roles - roles[*].rolename

Response Attrbute Mapping Add Row

« active - active

. g
« admin - admin 2oz :u TW :
» remoteUserlD - remoteUserID e — -
« localUserlD - localUserlD ::: L:mm E
+ email - email e rsaron

RootPath 7

« lastname - lasthame

‘Successtul Response Code 7

e username - username ]

3. UnderXPath Namespace Mapping, set the Successful - =
Response Code to 200.

4. Click Save.

Disable Account-2

To create a Disable Account-2 operation:

1. Click Add Operation, and for the Operation type, select Disable Account-2.
2. Enter a Name for this operation.
3. Atthe right of the Disable Account-2 operation row, in the Actions column, click the Edit button (pencil).
4. Under Connection Settings, set the Context URL to /v1/users/$plan.nativeldentity$ endpoint, and set the Method to PUT.
Header
1. Select Header. Edit Application BeyondTrust Unix & Linux
2. Atthe right of Header, click Add Row to add each of the following oo CSPIRTRY corcion At ik byt S e Psnrsrte
Settings Schema Provisioning Policies.
Keys and Values: s
a. For Authorization, set the value as Bearer “"g"”“"'
$application.accesstoken _CAS$. ot —
T —— .
b. For Accept, set the value as application/json. — — p—
el Key Value
- [ e —r | [x
| — | x
el - |
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Body

1. Select Body Edit Application BeyondTrust Unix & Linux

2. Ensure the RaW Optlon |S Selected Dn.ihcamlllim Accounts Risk Activity Data Sources Rules Password Policy

Settings Schema Provisioning Policies
3. Configure Body using the text as written below. e
Enable cURL » (]
[ m—— e .

* O tom-data® raw

“username: *$response.usernames”, l
jemaﬂ': “svesfmnss ema{\&“, |
Eo - |
{
"username": "S$response.username$",
"email": "Sresponse.emails$",
"firstname": "Sresponse.firstname$",
"lastname": "S$Sresponse.lastnameS$",
"active": false
}
Response
Select Response . Edit Application BeyondTrust Unix & Linux
2. Configure the Response Attribute Mappings by clicking the ot [CBIEERRY oreion i ik et s e Pt e
. . . Settings Schema Provisioning Policies.
Response Attribute Mapping Add Row button, and setting the —
following Schema Attributes and Attribute Paths. e oo
. . Enable cuRL [
o firstname - firstname o+ s+
//users/Splan.nativeldentity$ PUT v
« roles - roles[*].rolename —
« active - active —— 7
foles["]rolename x
e admin - admin : . x
‘admin imin x
« remoteUserID - remoteUserlD n? e .
= bar =
o localUserlID - localUserID e are x
username. username: x
¢ email - email e ————— T
« lastname - lastname s
 username - username o ]
3. UnderXPath Namespace Mapping, set the Successful .
Response Code to 200.
4. Click Save.
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Enable Account-1

To create an Enable Account-1 operation:

1. Click Add Operation, and for the Operation type, select Enable Account-1.
2. Enter a Name for this operation.
3. Atthe right of the Enable Account-1 operation row, in the Actions column, click the Edit button (pencil).
4. Under Connection Settings, set the Context URL to /v1/users/$plan.nativeldentity$ endpoint, and set the Method to GET.
Header
1. Select Header. Edit Application BeyondTrust Unix & Linux
2. Atthe right of Header, click Add Row to add each of the following oot Rl Coretaion Recoums Pk Aoty DetaSoureen fuier Pessvord ety
Settings Schema Provisioning Policies
Keys and Values:
e
a. For Authorization, set the value as Bearer _|
. . Enable cURL » )
$application.accesstoken _CAS$. S o ©
‘A/users/$plan.nativeldentity$ GET
b. For Accept, set the value as application/json. — = —
R.M Key Value
Mm e Sappication accesstoken LcAS | (=
— pocert applcationison | (=
e | [N
Response
1. Select Response. Edit Application BeyondTrust Unix & Linux
2. Configure the Response Attribute Mappings by clicking the oot Kesgig] Comlaton heeounts Flk Aoty Baia Sourcen fulen PasmeordPoley
. " . Settings Schema Provisioning Policies
Response Attribute Mapping Add Row button, and setting the S
following Schema Attributes and Attribute Paths. — o
. . Enable cURL ()
« firstname - firstname ot s ©
‘A/users/$plan.nativeldentity$ GET
« roles - roles[*].rolename [ e —— ey
« active - active o — =
roles. roles[] rolename: x
e admin - admin e v x
dmin ‘admin x
» remoteUserlD - remoteUserlD — — -
b = x
« localUserID - localUserID are e x
username username x
« email - email T T
« lastname - lastname e
« username - username - )
. =l - |
3. UnderXPath Namespace Mapping, set the Successful
Response Code to 200.
4. Click Save.
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Enable Account-2

To create an Enable Account-2 operation:

1. Click Add Operation, and for the Operation type, select Enable Account-2.
2. Enter a Name for this operation.
3. Atthe right of the Enable Account-2 operation row, in the Actions column, click the Edit button (pencil).
4. Under Connection Settings, set the Context URL to /v1/users/$plan.nativeldentity$ endpoint, and set the Method to PUT.
Header
1. Select Header. Edit Application BeyondTrust Unix & Linux
2. Atthe right of Header, click Add Row to add each of the following °“f“'°°""“°" fosoumte ek AetyOetaSours fles Pssworafoley
Settings Schema Provisioning Policies
Keys and Values: —
a. For Authorization, set the value as Bearer — ”";"’“""“"
$application.accesstoken _CAS$. o s ©
T — sur .
b. For Accept, set the value as application/json. - — —
e
et oz | o somconsosmorencrs | [x
e accept | lvptcatonsson | (=
ESI - |
Body
1 . Select Body Edit Application BeyondTrust Unix & Linux
2. Ensure the Raw option is selected. ot [T coruon Acemnts sk Actty Dt Sources e Password oty
Settings Schema Provisioning Policies
3. Configure Body using the text as written below. rosonc s
Enable cURL + [
[t (o .
] O form-data® raw
“username": “$response.usemames$”, l
o - |
{
"username": "Sresponse.username$",
"email": "S$Sresponse.emailS$",
"firstname": "S$response.firstname$",
"lastname": "Sresponse.lastname$",
"active": true
}
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Response

Edit Application BeyondTrust Unix & Linux

Select Response.

nmi-t:emmim Accounts Risk Activity Data Sources Rules Password Policy

2. Configure the Response Attribute Mappings by clicking the
Response Attribute Mapping Add Row button, and setting the —
following Schema Attributes and Attribute Paths. oo

Settings  Schema Provisioning Policies

o firsthame - firstname

o roles - roles[*].rolename

« active - active

e admin - admin

+ remoteUserlD - remoteUserlD
o localUserlID - localUserID

« email - email

Enable cURL O

Context URL '+

Ivi/users/$plan.nativeldentitys

Response Attribute Mapping

‘Schema Atrbute »

Attrbute Path

frstname

oles

Jes{rolename

e

ctve

min

remoteUserlD

moteUserlD

localuserlD

aserD

o=

Jastname

f—

XPath Namespace Mapping (For XML web services)

=

z
H

%[ %)% %] x| x|x]x]x

RootPath 5

« lastname - lasthame

e username - username 200

3. UnderXPath Namespace Mapping, set the Successful
Response Code to 200.

4. Click Save.

Change Password

To create a Change Password operation:

1. Click Add Operation, and for the Operation type, select Change Password.
2. Enter a Name for this operation.
3. Atthe right of the Change Password operation row, in the Actions column, click the Edit button (pencil).
4. Under Connection Settings, set the Context URL to /v1/users/$plan.nativeldentity$/password endpoint, and set the Method to
PUT.
Header

1. Select Header.

2. Atthe right of Header, click Add Row to add each of the following
Keys and Values:

Edit Application BeyondTrust Unix & Linux

Ddh'l-cemlm.im Accounts Risk Activity Data Sources Rules Password Policy
Settings  Schema _ Provisioning Policies
Add Object Type

Back | Connoction Settings.

a. For Authorization, set the value as Bearer
$application.accesstoken_CAS. . o

NVajusers/$plan.nativeldentity$/password PUT v

b. For Accept, set the value as application/json. g — -

respose
| ponwr ot scmscnn o x
P |

|sprcatonsson x
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Body

1 . SeleCt Body Edit Application BeyondTrust Unix & Linux

Ddhil-Con‘Ilﬁm Accounts Risk Activity Data Sources Rules Password Policy.

2. Ensure the Raw option is selected. s s Proini i
3. Configure Body using the text as written below. st

Context URL + Method »

Aalusers/$plan nativeldentity$/password PUT v

Body

O form-data® raw

{new_password': “Splan.passwords’}

Before Rule

Aftor Rule

Cancel Aﬂ
{"new password":"$plan.password$"}
Response
. Select Response. Edit Application BeyondTrust Unix & Linux
2. Configure the Response Attribute Mappings by clicking the :':;m:““" ke Aty et Souees Rulen Passord Poley
Response Attribute Mapping Add Row button, and setting the I
following Schema Attributes and Attribute Paths. o ot
« firstname - firstname - o
« roles - roles[*].rolename M:j m.“:jmmw o
« active - active — | e x
e admin - admin e ;:' Mm E
« remoteUserlD - remoteUserlD e e >
« localUserlD - localUserID 3: %":m 2
o email - email S — T
o lastname - lastname s
e username - username (s ]
3. UnderXPath Namespace Mapping, set the Successful - =
Response Code to 200.
4. Click Save.

Unlock Account

To create an Unlock Account operation:

Click Add Operation, and for the Operation type, select Unlock Account.
Enter a Name for this operation.

At the right of the Unlock Account operation row, in the Actions column, click the Edit button (pencil).

L n =

Under Connection Settings, set the Context URL to /v3/users/$plan.nativeldentity$/lock endpoint, and set the Method to
DELETE.
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Header
1 . SeleCt Header Edit Application BeyondTrust Unix & Linux
2. Atthe right of Header, click Add Row to add each of the following oot [ ot At i bty e e Pt

Settings Schema _Provisioning Policies

Keys and Values:

‘Add Object Type

Back | Connection Settings

a. For Authorization, set the value as Bearer
Sapplication.accesstoken_CAS$.

Enable cURL » ]

Gontext URL '+ Method

b. For Accept, set the value as application/json. Mﬁmmi - o
p— | e z
o £
Response
Select Response i Edit Application BeyondTrust Unix & Linux
2. Configure the Response Attribute Mappings by clicking the :‘:::_‘:’:_:_""““’ i Aoty DetaSourees fules Pessnerafotey
Response Attribute Mapping Add Row button, and setting the —
following Schema Attributes and Attribute Paths. e —
« firstname - firstname o e
 roles - roles[*].rolename mijmmf:mm_m o e
 active - active ‘:ﬂ@ . e P
e admin - admin - ; im S
» remoteUserlD - remoteUserID S — s -
o localUserlID - localUserID }: TM"Z S
+ email - email e ———— T
« lastname - lastname e
« username - username (s )
3. UnderXPath Namespace Mapping, set the Successful - =
Response Code to 200.
4. Click Save.

Delete Account

To create a Delete Account operation:

Click Add Operation, and for the Operation type, select Delete Account.
Enter a Name for this operation.
At the right of the Delete Account operation row, in the Actions column, click the Edit button (pencil).

B Lenh =

Under Connection Settings, set the Context URL to /v1/users/$plan.nativeldentity$/lock endpoint, and set the Method to
DELETE.
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Header
1 . Select Header Edit Application BeyondTrust Unix & Linux
2. Atthe right of Header, click Add Row to add each of the following oot Kl corviaton heseuis Rk ety buaSources Raee PasmerdPofey

Settings Schema Provisioning Policies
Keys and Values:

Add Objoct Type

Back | Connaction Sattings.

a. For Authorization, set the value as Bearer
Sapplication.accesstoken_CAS$.

Enable cuRL ;)
Context URL » Method -

[ Mnvsorsspanratecentys oeere N

b. For Accept, set the value as application/json.

Hoader o Add Row
Body

o
mo | e ——r \

e == |
i - |
Response
Select Response. Edit Application BeyondTrust Unix & Linux
2. UnderXPath Namespace Mapping, set the Successful = R BB el
Response Code to 2**. —
3. Click Save. e —

Enale cURL ;)

Context URL + Method +

Nifusers/$pian.nativeldentity$ DELETE ]

Response Attribute Mapping Add Row ‘

Now that we have all Connector Operations configured, let’'s configure the Schema.

Account Schema

To configure the Account Schema:

1. Under Configuration, select Schema, and then click Add Object Type.
2. Forthe object type, select Account.

Details

Complete the Details section as follows:

1. For Native Object Type, enter user.
2. For Display Attribute, enter username.
3. Forldentity Attribute, enter localUserID.
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Attributes
Complete the Attributes section as follows: Edit Application BeyondTrust Unix & Linux
1. Click Add New Schema Attribute and enter Name, Description, m::..:.:: T e
Type, and Properties (if any) for each: PR

Detalls

a. LocalUserlD, LocalUserlD, string

Natie Object Type Display Attribute

5 oo

b. username, username, string P —
. ot \
Cc. name, name, string modon stz
d. remoteUserlD, remoteUserlD, string
= e e
e. active, active, boolean O b == e — T
f. created, created, string o e e e Fo
updated, updated, strin - - - Lo
g' p ’ p ’ g O remoteuserd | remoeuserd | v o
h. email, email, string o e == 3
i. firstname, firsthame, string e e | ot
. . O updatea \uum \ N —
j. lastname, lastname, string e
. . O Jeman ‘evm\ \ .
k. admin, admin, boolean e = e —
I. roles, roles, group, Managed, Entitlement, Multi-Valued O foane == o= my
m. externalApilD, externalApilD, string o e Jem == e
4 auid. st - = g s v .
n. gu' ) gl-” ) S rlng O extemaiapin | bxemasoio | s> e
o. path, path, string o e I =]
p. cn,cn, string = I | e
. O [fn ] —
g. userType, userType, string e
. ) O serme | serpe | s> .
r. requiresGroup, requiresGroup, boolean I — -
oo
Group Schema
To configure the Group Schema:
1. Under Configuration, select Schema, and then click Add Object Type.
2. Forthe object type, select Group.
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Details

Complete the Details section as follows:

Object Type: group o)

Detalls

1. For Native Object Type, enter group. e ——
2. For Display Attribute, enter rolename. e e
3. Forldentity Attribute, enter rolename. et e remeiain et
1 ’
Attributes o - —

Add New Schema Atribute | Delete Schema Attrbute.

Complete the Attributes section as follows:
=3

1. Click Add New Schema Attribute and enter Name, Description,
Type, and Properties (if any) for each: - JEET =

a. rolename, rolename, string
2. Click Save.

Provisioning Policy
You also need a Provisioning Policy for account creation.
To configure the Provisionig Policy:

1. Under Configuration, select Provisioning Policies, and then click Add Object Type.
2. Forthe object type, select Account.

Account

1. Toadd a new policy, click Add Provisioning Policy. Edit Application BeyondTrust Unix & Linux

Accounts Risk Activity Data Sources Rules Password Policy
=

2. For Name, enter Create Account.

3. For Description, enter Create Account.

Tvpe Name Description
upoe Aaapoiey
f— s
Aopication Dependencies 1 =
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User Name
Click Add Section, and enter User Name. e S oere S <
2. Under the Edit Options > Settings, enter the following: o — 7 r——
a. Name: username o 221 [ somen
b. Display Name: User Name pa s 4= E=
c. Type: String i 22| e
3. Under Edit Options > Value Settings, enter the following: ‘““
Value: Script \Z‘an —
5. Typein the script text as follows: e sotige .
Elomame
foom S
[ — —

Allowed Values

‘ None v

return identity.getAttribute ("firstname")+'.'+identity.getAttribute ("lastname") ;

6. Allowed Values: None

Email
Click Add Section, and enter Email. ey Sre— || ooe | HESE
2. Under the Edit Options > Settings, enter the following: yp— 7Tx] cmromms
a. Name: email i 2% s 1
Name
b. Display Name: email o 25 o
c. Type: String ot L 2 -
3. Under Edit Options > Value Settings, enter the following: s
4. Value: Script e
String v
5. Type in the script text as follows: — J
Value Settings ~
] pynamic
Value
sen S
retum identity. getAttribute("email®);
Aloweavaives
return identity.getAttribute ("email") ;
6. Allowed Values: None
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Firstname
Click Add Section, and enter firstname. ev— st e oee | IS <
- - - . ‘Add Section Preview Form
2. Under the Edit Options > Settings, enter the following: == YT Pr—
a. Name: firsthame e 72 soon 1
b. Display Name: firsthame - 22 e
c. Type: String b 22|
3. Under Edit Options > Value Settings, enter the following: e
Value: Script e
&
5. Typein the script text as follows: F— N
Value Settings ~
] pynamic
Allowed Values
None v
return identity.getAttribute ("firstname") ;
6. Allowed Values: None
Lastname
Click Add Section, and enter lastname. e o e— oot x
- - - . . ‘Add Section Preview Form
2. Under the Edit Options > Settings, enter the following: = rIETr—
a. Name: lastname o 22 [ somen
Name
- . 4 | firstname rdR3
b. Display Name: lastname ~+ s el | [
c. Type: String e 22—
3. Under Edit Options > Value Settings, enter the following: ‘"“"““
Value: Script ‘w
S
5. Type in the script text as follows: e soge 4
— N
[l pynamic
[eom [v]
[none v
return identity.getAttribute ("lastname") ;
6. Allowed Values: None
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Password
For Password, you can start with a static value, then later configure a — — P
generated value. o e
+ | General #] %] eait options
Click Add Section, and enter Password. R : :} s 1
2. Under the Edit Options > Settings, enter the following: i 2 :} =
a. Name: password ¥ e 2 :} =0
b. Display Name: password o
c. Type: String ‘wu .
3. Under Edit Options > Value Settings, enter the following: —
4. Value: Value Vot stings
5. Type in a static value such as [SomeSecurePassword] (example :M
only). vave v
6. Allowed Values: None [s’::
[ v
Active
Click Add Section, and enter active. e Ao rse e ooe IS <
2. Under the Edit Options > Settings, enter the following: o — S e
a. Name: active e : :} seus
b. Display Name: active pa s Z :} B
c. Type: String i ::I‘ -

3. Under Edit Options > Value Settings, enter the following: s

4. Value: Value, and enter true as value. - ;
5. Allowed Values: None o ]
6. Atthe top right, click Save. v;.s.n.n,. N

Value

Value v

e

Allowed Values

None v

Validation

Now you should have a fully configured application. You must create Setup tasks for Aggregating Accounts and Aggregating Groups
and execute those tasks.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 28
©2003-2023 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 11/17/2023
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



PRIVILEGE MANAGEMENT FOR UNIX & LINUX

I BeyondTrUSt SAILPOINT IDENTITYIQ INTEGRATION

Accounts Created and Active

After Aggregation, under the Application, you can now see the Accounts.

Details Configuration Correlation XSS Risk Activity Data Sources Rules Password Policy

[rooneme ———[Q]
R Acoounthame st Lot ety Namo
1 wann o rae wis i
w0 [m— o rame wise [Se—
" p— o rem woma
w owvar v o rene wise cavostn
w onon v o rane s o
" sonio v o rame s seno
. o v o rame wise
© pRr— o reme wioms -
2 pr— o rene s e s
2 Alice Ford A ® Active 8/23723 Alice Ford
i
=

Updated 2023-08-23T10:20.00 146724672

userType 0
usomame Alce Ford

. pre—— oo s e
. E—— o == E—
Requestable BIUL Roles
Under Applications > Entitlement Catalog, you can see the Entitloment Catalog
Requestable BIUL Roles. o E |
Aoplication }uwﬂwsxmmnw v R [v]
b v vt Ao T vl
— — R
n - o —
ower [ - —
Efctv Access [— L |
= -
Application Attribute Display Name Type Description Owner Requestable Classifications
BeyondTiust Unix&...  roles accountacmn Grow Michel Bivteau ©
BeyondTrust Unix...  rokes apiuser Group ©
BeyondTrust Unix&...  roles. auditor. Grow °
BeyondTrust Unix ... roles poloyadmin Group ©
BeyondTrust Unix ... roles <oftwareadmin Group °
BeyondTrust Unix ... roles ‘sysadmin Group °
W me|t Jar[ b @ Disiayng 1-6016
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