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Provision and Set up Single Sign-On

There are three parts to configuring single sign-on between Password Safe and Microsoft Entra ID (formerly Microsoft Azure AD):

+ Create an Enterprise Application for Password Safe

o Configure Authentication and Authorization

« Configure Single Sign-On using Entra ID SAML Identity Provider

Create an Enterprise Application for Password Safe

You can use this document as an alternative to this section: https://www.beyondtrust.com/docs/beyondinsight-password-
safe/bi/authentication/groups/entra-id.htm

To create an application in Entra ID:

1. From Enterprise applications, create an application, and then

. . Home > Enterprise applications | All applications >
select Create your own application.

Browse Microsoft Entra Gallery
- Create your own application ,:5? Got feedback?
2. Provide a name for the application, and select the Non-gallery option.

. . . " . Home > 2nlp6t > Enterprise applications >
3. Once the application is created, on the Properties page, assign a

| sz Password Safe Cloud | Overview
0go. - S ladddithe
Enterprise Application
«
B Overview Properties
Deployment Plan Name O
lal Password Safe Cloud o
Manage
m . Application ID ©
!I' Properties
10ba3892-dee5-47db-8... 0
&8 Owners
ObjectID ©
it Roles and administrators 384bf8ec-cf04-48e6-8cd... [

£8 Users and groups )
Getting Started
2 Single sign-on

Configure Authentication and Authorization

To configure authentication and authorization:

1. Configure a service account for the Entra ID instance.
2. Create an app registration for your application.
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3. Note the Application (client) ID and Directory (tenant) ID. You tere et

i Password Safe # x

will copy these values later in Password Safe during the SAML e

5 Sewh Cmden © B e © tndpons [ Preewfesures

configuration. o

D Antuication Supported sccount types : My orcaizationany

Build your application with the Microsoft identity platform
*® m" s
. & X
4. Onthe Certificates & secrets page, under the application e bt et
. B . . ¢ Password Safe | Certificates & secrets x
registration, create a client secret. Take note of the Value (client T« R ontmint
secret). e
- s
5 e ) Gy ot
5. Add API permissions to application registration. e s
5 Password Safe | API permissions % x
L)

Configured permissions

6. After a service account is created, store the credentials in a
Directory Credential object in Password Safe. Use the client and
tenant IDs, and the client secret.

BeyondInsight
6 Beyondrust

Configuration (2]

By e P ety i

DIRECTORY CREDENTIALS Edit Directory Credential >

Credentials

Azure AD Eval o

»
7316-803b-4068.9945-320c0232091 °

1-4325-4058.996¢-26034437982d °

‘CHANGE CLIENT SECRET

(CHANGE PASSWORD

Use Group Resolution (Optiona) @
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7. Atthis point, test the credential. Under User Management, create

Beyondinsight | Configurati
an Entra ID group. B

) BeyondTrust | > e bstacs

USER MANAGEMENT @

- Ak LOWP G,

Owe

8. With the previously created directory credential, browse and import

Beyondinsight | Configurati (]
Entra ID groups. e
USER MANAGEMENT o Azure Active Directory Group Search
9. Members in Entra ID and Password Safe are synchronized. Adding Beyondinsight | Configuration o
a new member to the group in Entra ID creates a new account in S e——
. . . . .. . GROUP: PASSWORD SAFE CLOUD ceo
Password Safe with the permissions associated to the provisioning & ‘
group Group Details < Users @

10. The screen capture shows a new account provisioned in Password
Safe when an Entra ID user is added to Entra ID group after the
group is imported.

Beyondinsight | Configuration ]

(e || oo

USER: JOHN SMITH s 0

User Details <
| P—

roups 1)
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11. Adding and removing members in Entra ID results in provisioning or 25 Password Safe Cloud | Members
deprovisioning of access in Password Safe. R

© ownien

pre—

A members A members

X Diagnoe nd soleproslems

12. After scheduled or manual synchronization, the removed member is

Beyondinsight | Configuration (=]
removed from the group.

) BeyondTrust | > wssrusesmc » o Pwortste s

S

Group Details < users @

ses@)

Pager o 100+ ems prpage

13. The account remains in Password Safe, but the removed user

cannot access their account and cannot start a Password Safe
session.

Beyondinsight | Configuration (]

) BeyondTrust | > wrtaesass > e s

USER: JOHN SMITH

> Details & Attributes

one

one

None

Note: Entra ID group memberships for a user are synchronized every time the user logs in. For example, a user that has been
removed from all Groups can no longer log in to Password Safe.
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Configure Single Sign-On Using Entra ID SAML Identity Provider

Now go to the application created for Password Safe in Entra ID, under Enterprise applications. You must configure SAML in Password
Safe, and the corresponding single sign-on configuration in the Entra ID application.

1. The screen capture shows SAML configuration in Password Safe T — o
(Beyondinsight). Take note of Entity ID and Assertion Consumer e | oo
Service URL. .
2. SetUser Mapping to Entra ID.
s .
3. The screen capture shows single sign-on configuration for Entra ID Password Safe Cloud | SAML-based Sign-on x
App. Enter the Password Safe Entity ID and Assertion Consumer [ et 2 Gt 1= sl | R it
Service URL Set up Single Sign-On with SAML
Add the group (user.groups) to Attributes. -
5. Download Certificate (Base64) to import in Password Safe SAML e : T
configuration. P
© 27
= . )
O iprammontswecoa
6. Take note of the Login URL, Entra ID Identifier, and Logout URL.
7. Complete the configuration in Password Safe by entering the S s | Confauratir, °
Identifier (Entra ID Identifier), Single Sign-On Service URL(login SAMLIDENTITY PROVIDERS ot e AD ey
URL) and Single Logout Service URL (logout URL).
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Test SSO

To test SSO with a test user:

1. Login as a test user and access the Enterprise applications.

Test single sign-on with Password Safe Cloud x
B cottesdbac

2. Click Test sign in to open a new browser tab for Password Safe.
SAML assertion is sent to authenticate the user.

3. Thetestuseris authenticated (SSO) in Password Safe. B . orcinsight | Password safe
@

) Beyondrust | > s

PN (5 e [© ooty v [ | owaies [ oo s oo | st | oo

o 1-sotshams

This completes the configuration of provisioning and SSO between Entra ID and BeyondTrust Password Safe and Password Safe Cloud.

i For more information or to send comments, please send to integrations@beyondtrust.com
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