
 

 

 

WHAT’S NEW DOCUMENTATION 

BeyondTrust Cloud Privilege Broker 22.1 

Feature Release – February 8, 2022 

Cloud Privilege Broker (CPB) is an entitlements, privileges, and permissions 

management solution that enables customers to visualize and manage cloud access risk 

in hybrid and multicloud environments from a single interface. Built in the cloud on a 

modern technology platform, CPB provides continuous discovery, centralized 

management, and reporting in a single tool that scales with customer needs. 

See the release notes for details. 

New Feature Highlights  

New Recommendation: Review Permissions in MS Azure 

With the release of 22.1, Cloud Privilege Broker provides visibility into Azure principals 

where permissions are not being used. Customers will be able to understand who has 

access to Azure resources that may no longer be required. This recommendation helps 

teams implement the principle of least privilege and reduces the risk of a breach, while 

the guided remediation steps provided by CPB increase productivity. 

New Recommendation: Review Permissions in AWS 

With the release of 22.1, Cloud Privilege Broker provides visibility into Amazon Web 

Services (AWS) principals where permissions are not being used. Customers will be able 

to understand who has access to AWS resources that may no longer be required. This 

recommendation helps teams implement the principle of least privilege and reduces the 

risk of a breach, while the guided remediation steps provided by CPB increase 

productivity. 

Recommendations Enhancement: JSON Viewer 

With the release of 22.1, teams can use the new JSON viewer to view updated AWS IAM 

Policies or Azure Custom Role Assignments recommended by Cloud Privilege Broker. 

The new JSON viewer helps organizations to remediate excessive permissions more 

efficiently by reducing the number of steps required to apply the policy, reducing the 

attack surface while increasing the teams’ productivity. 



 

 

 

 

About BeyondTrust  

BeyondTrust is the worldwide leader in Privileged Access Management (PAM), empowering 

organizations to secure and manage their entire universe of privileges.  Our integrated products 

and platform offer the industry's most advanced PAM solution, enabling organizations to 

quickly shrink their attack surface across traditional, cloud, and hybrid environments. 

The BeyondTrust Universal Privilege Management approach secures and protects privileges 

across passwords, endpoints, and access, giving organizations the visibility and control they 

need to reduce risk, achieve compliance, and boost operational performance.  

Our products enable the right level of privileges for just the time needed, creating a frictionless 

experience for users that enhances productivity. 

With a heritage of innovation and a staunch commitment to customers, BeyondTrust solutions 

can easily deploy, manage, and scale as businesses evolve. We are trusted by 20,000 customers, 

including 70 percent of the Fortune 500, and a global partner network. Learn more at 

www.beyondtrust.com. 

 

http://www.beyondtrust.com/



