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Cloud Privilege Broker Administration Guide
BeyondTrust Cloud Privilege Broker is a cloud-hosted product that centralizes and manages identities (both human and non-human) and 
entitlements across multi-cloud environments. Once connectors to cloud services are added, Cloud Privilege Broker scans the cloud 
service providers for identities, roles, groups, service principals and policies. Cloud Privilege Broker tracks actions taken in cloud 
environments and generates recommendations to reduce the risks associated with entitlement grants and usage.

Cloud Privilege Broker detects, catalogs, and analyzes access and the permissions granted to the variety of discovered entities to 
understand usage. It uses this data to recommend updated policies to assist customers in achieving the principle of least privilege (PoLP) 
in the cloud.

Cloud Privilege Broker also provides easily deployed recommendations for enforcement of least privilege, to reduce risk, improve security, 
and meet compliance goals.

The key capabilities of Cloud Privilege Broker include:

 l Centralized Dashboard: Key metrics and recommendations on a single screen.
 l Continuous Discovery: Users, roles, and policies across all supported platforms.
 l Granular Recommendations: Efficiently implement policy across multiple cloud platforms from a single interface.
 l Full Audit: Report on actions such as addition of connectors and who completed a recommendation.

This guide provide details on configuring and using Cloud Privilege Broker.

Note: Cloud Privilege Broker supports connections to Amazon Web Services (AWS) and Microsoft Azure. Connections to 
other cloud services are planned for future releases.

Terms of Use
To view the terms of use and Cloud Privilege Broker version details, select About from the left Menu, or click the i icon in the left 
navigation bar.
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Configure Cloud Privilege Broker
The Configuration page allows you to view Cloud Privilege Broker usage details and configure Cloud Privilege Broker users and 
operation.

To view the page, click Menu at the top of the left navigation bar, and click Configuration.

Tiles on the page group available items to view or configure, and the dropdown arrow beside each item provides more information. Click 
the item to view information or change settings.

General

User Audits

Click User Audits to view a grid of all user activities by Created date, with the following details about the activity: Action, Section, 
Username, and IP address. The  grid display can be customized, sorted, and filtered. Click the i icon at the right end of each row to view 
additional details about the action. Details available depend on the action.

For more information about customizing, sorting, filtering, and selecting displayed records, please see "Change and Filter the 
Record Display" on page 23.

Role Based Access

User Management

Click User Management to view a grid of all users, edit users (including resetting passwords), and add new users. The  grid display can be 
customized, sorted, and filtered. By default, the display shows the Username, Name, Domain, Email, number of Groups the user is in, 
and their Status.

For the user Status:

 l A check icon indicates the user is active.
 l A padlock icon indicates the user is locked.
 l A trefoil icon indicates the user is quarantined.

The Status can be changed by editing the user.

For additional information about a user and to modify their group membership, click the vertical ellipsis at the right end of the row, and 
select View User Details. This opens a new page, with tabs on the left to view Details and Attributes, and Groups. Details and 
Attributes is a read-only display. This information can be changed by editing the user. The Groups tab shows group membership 
information.

All users must belong to the Administrators group.

Edit Users

On the display of all users, select the user to edit, click the vertical ellipsis at the right end of the row, and select Edit User Details. This 
opens a panel where you can enter or edit the user details, and set a new password for the user.
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Scroll to the bottom of the panel to change the User Status. The Activation Date and Expiration Date can be set for the user. There are 
three toggle yes/no controls:

 l User Active
 l Account Locked
 l Account Quarantined.

Click Update User to save changes to the user details.

Add a New User

On the display of all users, click Create New User +. This opens a panel where you can enter the user details, and set a password for the 
user.

Note: The password is not sent to the new user. After you have created the new user, send them the login URL and their 
username. The new user can set a new password using the Forgot Password link.

Scroll to the bottom of the panel to set the User Status. The Activation Date and Expiration Date can be set for the user. There are 
three toggle yes/no controls:

 l User Active
 l Account Locked
 l Account Quarantined.

Click Create User to save the new user.

For more information about customizing, sorting, filtering, and selecting displayed records, please see "Change and Filter the 
Record Display" on page 23.

Local Account Settings

Click Local Account Settings to set or change lockout and password options for local accounts.

You can set the following lockout rules:

 l Account Lockout Duration: Between 0 and 999 minutes.
 l Account Lockout Threshold: Between 0 and 999 attempts.
 l Account Lockout Reset Interval: Between 0 and 999 minutes.
 l Unlock account upon password reset request: Yes or no.
 l Send lockout notification: Yes or no. If you select yes, enter one or more email addresses for the notification.

Click Update Account Lockout Options to save the changes.

You can set the following password rules:

 l Enforce Password History: Between 0 and 24.
 l Maximum Password Age: Between 0 and 999 days.
 l Minimum Password Age: Between 0 and 999 days.
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Click Update Account Password Options to save the changes.

System

Site Options

Click Site Options to modify the user interface.

You can enable a pre-login banner. If enabled, enter the title and message. HTML is not supported in the title or message.

Click Update Pre-Login Banner Options to save the changes.
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Multi-factor Authentication

SAML Configuration

Click SAML Configuration to configure the SAML identity provider.

Identity Provider Settings:

 1. Entity ID:  The name of the identity provider (IdP) entry, normally 
supplied by the provider.

 2. Single Sign-on Service URL: The SSO URL, from the provider.
 3. Select SSO URL Protocol Binding type, Redirect or Post.
 4. Disable Single Log Off, if desired.
 5. If Disable Single Log Off is disabled, enter the Single Logout 

Service URL, from the provider.
 6. Select SLO URL Protocol Binding type, Redirect or Post.
 7. Under Encryption and Signing Configuration, check applicable 

items as required by your service provider.
 8. Select the Signature Method from the dropdown list of methods. 

The correct method is as required by your IdP.
 9. Upload the identity provider certificate.
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Service Provider Settings

 10. Entity ID:  The fully qualified domain, followed by the file name. This 
is used for the audience restriction.

 11. Click SAVE SAML CONFIGURATION.

Once the SAML configuration is saved, a public SP certificate is available to 
download. It can be uploaded to the IdP, if required.
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Configure Two-Factor Authentication for Cloud Privilege Broker Using 
a Time-Based One-Time Password
BeyondTrust supports two-factor authentication options using a time-based one-time password (TOTP). TOTP integrates with two-factor 
authentication apps. The end user must install one of these apps, such as Google Authenticator or Microsoft Authenticator, to register 
their device. As part of the configuration process, the user must register this two-factor app with BeyondTrust.

Configure TOTP Two-Factor Authentication Settings

 1. Select Configuration > Role Based Access > Authentication Options.

 

 2. In the TOTP Two-Factor Authentication pane, set the following:

 l Skew Intervals : Considers how many prior tokens are  valid/accepted. You can 
increase this value from the default if a lag is anticipated in the synchronization 
between the server and client.

 l Enable for new directory accounts
 l Enable for new local accounts

 3. Click Update TOTP Two-Factor Authentication Options.
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Set TOTP Two-Factor Authentication
Two-factor authentication is set when a new user is created. You can automatically set two-factor 
authentication for all new users under TOTP Two-Factor Authentication Settings.

 1. Select Configuration > Role Based Access > User Management > Users > Create New 
User.

 2. At the bottom of the new user settings, select TOTP under Two Factor Authentication.

 

Register a Device
The first time a new user logs in, they must register their device with a multiple authenticator app.

 1. Download an authenticator app.
 2. Scan the QR code or manually enter the alphanumeric code into the authenticator app.  Once the 

code is detected, the app generates a 6-digit Authenticator Code.
 3. Enter the code into the Authenticator Code field and click Continue. This activates the user 

device.
 4. Click Continue to Login, then enter login credentials.
 5. Enter 6-digit code again.
 6. Click Submit.

Note: The authenticator app generates a new code roughly every 
30 seconds.
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View and Edit TOTP Two-Factor Authentication
You can view and edit two-factor authentication in User Details.

 1. Select Configuration > Role Based Access > User Management.
 2. Find the user and click the ellipsis on the right side to View User Details or Edit User 

Details.
 

Unregister a Device
Both administrators and users can remove, or unregister, the device.

Administrators:

 1. Select Configuration > Role Based Access > User Management
 2. Find the user and click the ellipsis on the right side.
 3. Select Edit User Details.
 4. At the bottom of the screen, click Remove Device.

 
 

Users:

 1. Select Account Settings  under Profile and Preference on the top left of the screen.
 2. Select Two-Factor Authentication.
 3. Click Replace Authenticator App.
 4. To re-register the app, click Reconfigure Authenticator App.

 

Note: Users may not enable both RADIUS and TOTP.  Only one two-factor authentication option may be selected.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 11
©2003-2022 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.

TC: 7/29/2022

CLOUD PRIVILEGE BROKER 22.1

ADMIN GUIDE



Create Cloud Connector
To start using Cloud Privilege Broker, you must add connectors for the cloud accounts. Additional connectors can be added at any time.

 1. Click Menu at the top of the left navigation bar, and click Cloud Connectors.
 2. Click Create New Cloud Connector +. The Create New Cloud Connector panel opens.
 3. Select the appropriate Cloud Service from the dropdown list.
 4. Follow the steps below for the selected cloud service.

Note: Cloud Privilege Broker supports connections to Amazon Web Services (AWS) and Microsoft Azure. Connections to 
other cloud services are planned for future releases.

AWS Cloud Service
Enter the required information and follow the instructions in the Create New Cloud Connector panel.

 1. Enter a name for the cloud connector. This name displays in the list of cloud connectors.
 2. Enter the AWS Account ID.
 3. Download the Cloud Formation Template. The template contains folders for onboarding and offboarding AWS Accounts. Each 

folder contains a YAML script and a readme file providing the steps to execute the scripts. 

 l To add new accounts, open the onboarding folder and refer to the readme file. An example of the file contents is shown 
here.

 l If adding multiple accounts in one session, it is only necessary to download the Cloud Formation Template once. 
However, the template should be downloaded again if adding accounts after the initial onboarding session, to ensure you 
have the latest version.

Example: Onboarding script execution steps in the readme file.  
 1. Log in to the AWS console.

 2. Select the region where the CloudFormation stack needs to be deployed.

 3. Click to open the CloudFormation console using this link: https://console.aws.amazon.com/cloudformation/.

 4. Click on Create Stack.

 5. Select Upload a template file and upload cpbonboarding.yaml.
 6. Click Next. Enter relevant Stack name.

 7. If a CloudTrail bucket exists for the account, enter the bucket name in the parameter, else leave it blank. If left blank, 
Cloud Privilege Broker sets up a new trail.

 8. Click Next twice and then click Create Stack.

 4. Use the script to create a stack and run it as a user with the appropriate permissions. The panel includes a link for more information 
on creating a stack.

 5. After your stack has been successfully created, find the user cpb + AWS Account ID (for example, cpb123456789012) in the AWS 
IAM service and create a new access key.

 6. Copy and paste the access key ID into the Access Key ID field.
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 7. Copy and paste the secret access key ID into the Secret Access Key ID field. By default, the entry is hidden. Click the eye icon to 
view the entry.

 8. If desired, enter the location of an existing S3 bucket to store CloudTrail logs. This is recommended, as, if there is an existing pre-
configured CloudTrail log that meets system requirements, recommendations can be made sooner, without waiting 90 days to 
collect data.

 9. Click Test Cloud Connector. The test validates data on the form, and then tests the connector. 

 l If the test fails due to invalid data on the form, such as an incorrect number of characters in a field or a missing required 
entry, the field is outlined in red with an error message. Ensure all fields have the required data and try again.

 l If the test fails because a connection could not be established, a red error message appears at the bottom of the screen. 
Review all entered data and try again.

 l If the test is successful, a green confirmation appears at the bottom of the screen. Click Create Cloud Connector.

Azure Cloud Service
Enter the required information and follow the instructions in the Create New Cloud Connector panel.

 1. Enter a name for the cloud connector. This name displays in the list of cloud connectors.
 2. Download the Azure onboarding script. The file contains folders for onboarding and offboarding Azure Accounts. Each folder 

contains a shell script, JSON files, and a readme file providing the steps to execute the scripts. 

 l To add new accounts, open the onboarding folder and refer to the readme file. The readme file contains instructions for two 
scenarios. Examples of those instructions are shown here. The steps in the readme file might duplicate some steps shown 
on the panel.

 l If adding multiple accounts in one session, it is only necessary to download the Azure onboarding script once. However, 
the script should be downloaded again if adding accounts after the initial onboarding session, to ensure you have the latest 
version.

Example: Case 1: Onboard a New Subscription when an existing Log Analytics workspace is not provided. 

In this case, Cloud Privilege Broker sets up a fresh Log Analytics workspace and related configurations within this 
subscription.

 1. Log in to the Azure Bash Cloud Shell having a privileged account.

 2. Download and unzip the Azure onboarding script.

 3. Run ./cpbonboarding.sh --subscription_id <ValidSubscriptionId> in the path where the ZIP file should be 
downloaded.

 4. Copy the Client ID, Client Secret, Directory ID, Subscription ID, and Log Analytics Workspace ID from the script 
output and store them in a local editor.

 5. In the Microsoft Azure Portal, find and select the application in the following format: cpb-sp- + Subscription ID (for 
example,       cpb-sp-291bba3f-e0a5-47bc-a099-3bdcb2a50a05) under App registrations in the Azure Active Directory 
service.

 6. Click API Permissions in the left side panel.

 7. Under API Permissions for the selected application registration, check the Grant admin consent option for the API / 
Permissions. Select Grant     Admin Consent and click Yes. Under Azure Active Directory Graph, ensure that the 
Directory.Read.All permission is granted.
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 8. The fields Client ID, Client Secret, Directory ID, Subscription ID, and Log Analytics Workspace ID saved in the 
local editor can now be used in the respective fields in the Add New Connector onboarding screen of Cloud Privilege 
Broker.

Note: It can take some time to create the resources in Azure. Wait for 15 minutes after the script has successfully 
run and then add details in the Cloud Privilege Broker Add New Connector section to onboard a new connector.

Example: Case 2: Onboard a new subscription when an existing Log Analytics workspace is provided.   

In this case, Cloud Privilege Broker sets up a fresh Log Analytics workspace and related configurations within this 
subscription.

Prerequisites for onboarding an existing Log Analytics workspace:

 l The workspace should exist within the subscription that is being onboarded.
 l Diagnostic is set up to ensure that audit log information is forwarded into this workspace.

 

 1. Login into the Azure bash cloud shell having a privileged account.

 2. Download and unzip the Azure onboarding script.

 3. Run "`./cpbonboarding.sh --subscription_id <ValidSubscriptionId> --workspace_id <ValidWorkspaceId>`" in 
the path where the ZIP file should be downloaded.

 4. Copy the Client ID, Client Secret, Directory ID, Subscription ID, and Log Analytics Workspace ID from the script 
output and store it in a local editor.

 5. In the Microsoft Azure Portal, find and select the application in the following format: cpb-sp- + Subscription ID (for 
example,       cpb-sp-291bba3f-e0a5-47bc-a099-3bdcb2a50a05) under App registrations in the Azure Active Directory 
service.

 6. Click API Permissions in the left side panel.

 7. Select Grant Admin Consent and click Yes. Under Azure Active Directory Graph ensure that the 
Directory.Read.All permission is granted.

 8. The fields Client ID, Client Secret, Directory ID, Subscription ID, and Log Analytics Workspace ID saved in the 
local editor can now be used in the respective fields in the Add New Connector onboarding screen of Cloud Privilege 
Broker.

Note: It can take some time to create the resources in Azure. Wait for 15 minutes after the script has successfully 
run and then add details in the Cloud Privilege Broker Add New Connector section to onboard a new connector.

 3. Run the cpbonboarding.sh file with appropriate permissions in the Azure Cloud Shell. The Subscription ID is required as an input 
parameter for the script. The panel includes a link for more information on running a script in the Azure Cloud Shell.

 4. Copy the Client ID, Client Secret, Directory ID, Subscription ID, and Log Analytics Workspace ID from the script output. The 
Client Secret is  shown briefly.

 5. In the Microsoft Azure Portal, find and select the application named cpb-sp- + Subscription ID (for example, cpb_sp_291bba3f-
e0a5-47bc-a099-3bdcb2a50a05) in App registrations in the Azure Active Directory service.

 6. Under API permissions for the selected application registration, check the Grant admin consent option for the API / Permissions 
name.
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 7. Paste the Client Secret, Client ID, Directory ID, Subscription ID, and Log Analytics Workspace ID into the respective fields 
below.

 8. Click Test Cloud Connector. The test validates data on the form, then tests the connector. 

 l If the test fails due to invalid data on the form, such as an incorrect number of characters in a field, the field is outlined in red 
with an error message. Ensure all fields have the required data and try again.

 l If the test fails because a connection could not be established, a red error message appears at the bottom of the screen. 
Review all entered data and try again.

 l If the test is successful, a green confirmation appears at the bottom of the screen. Click Create Cloud Connector.
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View and Edit Cloud Connectors
The Cloud Connectors page lists existing cloud connectors and their status in a grid display that can be customized, sorted, and filtered. 
Existing connectors can be edited or deleted, and new connectors can be added.

To view the page, click Menu at the top of the left navigation bar, and click Cloud Connectors.

At the top of the list, an alert message displays if any connectors have failed to scan. Review the list of connectors to find the connector or 
connectors with the status Last Scan Failed. You can also filter the list by clicking Status, and select the status Last Scan Failed from 
the dropdown list of filter choices.

To edit a connector, click the vertical ellipsis at the right end of the row and select Edit Cloud Connector. This opens a panel with:

 l Information about the connector
 l An option to disable the connector
 l An option to change the secret access key ID
 l A button to test the connector
 l A button to save changes to the connector

Note: Changes to the connector are immediate, however the connector shows a failed status until the next scheduled scan.

To delete a connector, click the vertical ellipsis at the right end of the row and select Delete Cloud Connector.  A message box confirms 
the request. You can delete multiple connectors by selecting the connectors and clicking the delete icon above the grid.

Note: Deleting a connector removes it from Cloud Privilege Broker, and removes all recommendations and other data 
associated with that connector. However it does not offboard the connector in the cloud service. Instructions on how to do this 
are available in the readme files downloaded when the connector was created. If necessary, you can download the files again 
by following the steps to create a connector.

To add a connector, click Create New Cloud Connector + and follow the onscreen instructions.
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For more information, please see the following: 
 l To add new connectors, "Create Cloud Connector" on page 12
 l To customize, sort, filter, and select records displayed, "Change and Filter the Record Display" on page 23
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View Recommendations
The View Recommendations page lists open and completed recommendations, in grid displays that can be customized, sorted, and 
filtered.

To view the page, click Menu at the top of the left navigation bar, and click Recommendations.

Open Recommendations Tab

The grid under this tab shows all open recommendations, and details about each one, including:

 l Principal Name
 l Principal Type
 l Risk Level
 l Recommendation
 l Cloud Service 
 l Cloud Connector Name

View Recommendations

There are several types of recommendations. These include:

 l Enable MFA: This recommendation identifies accounts without multi-factor identification (MFA), and provides a link to 
documentation on using MFA.

 l Review Permissions:  This recommendation identifies accounts where there is no activity detected. A recommendation is made 
to review the account and establish if it is misconfigured or no longer required in the system.
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 o For AWS principals, Cloud Privilege Broker analyzes AWS IAM and CloudTrail, and determines accounts with one or more 
AWS permissions where none of the permissions have been used in the past 90 days.

 o For Azure principals, Cloud Privilege Broker analyzes Azure AD and Azure Log Analytics, and determines accounts with 
one or more Azure permissions where none of the permissions has been used in the past 90 days. 

 l Remove Permissions:  This recommendation identifies accounts where some permissions have not been used. A 
recommendation is made to remove excess permissions and apply a new policy generated by Cloud Privilege Broker that contains 
only permissions in active use.

 o For AWS principals, Cloud Privilege Broker analyzes AWS IAM and CloudTrail, and determines accounts with multiple 
AWS permissions where one or more have not been used in the past 90 days. The unused permissions are recommended 
for removal.

 o For Azure principals, Cloud Privilege Broker analyzes Azure AD and Azure Log Analytics, and determines accounts with 
multiple Azure permissions where one or more have not been used in the past 90 days. The unused permissions are 
recommended for removal.

To view additional details about recommendations, click the vertical ellipsis 
at the right end of the row, and click View Recommendation Details.

The details for some recommendations include a Get Steps button for 
additional information on how to complete the recommendation. 
Information here may include a more detailed explanation, a link to the 
appropriate cloud service documentation, and an option to view and copy a 
policy in JSON format. Large policies may be divided into multiple tabs.

 

A recommendation can be flagged as ignored, to remove it from the displayed list without completing it. To ignore a recommendation, click 
the vertical ellipsis at the right end of the row, and click Ignore Recommendation. A message box confirms the request. You can ignore 
multiple recommendations by selecting the recommendations and clicking Ignore Recommendation above the grid.

Ignored recommendations are still open, and can be viewed by using the filter. Select Ignored as the Filter by option, and then select 
Ignored from the dropdown list of filter choices.

Note: Data for recommendations may not be updated until the next scan.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 19
©2003-2022 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.

TC: 7/29/2022

CLOUD PRIVILEGE BROKER 22.1

ADMIN GUIDE



 Completed Recommendations Tab
The grid under this tab shows all completed recommendations, and details about each one.

For more information about customizing, sorting, filtering, and selecting displayed records, please see "Change and Filter the 
Record Display" on page 23.
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View the Cloud Privilege Broker Dashboard
The Dashboard contains tiles providing status and summary information. Each tile includes a refresh icon in the upper-right. Click the 
refresh icon to update the displayed information. Some tiles include a question mark icon. Click the question mark icon to view more 
information about the tile contents.
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Tiles include:

 l Risk Assessment Score: This is an aggregate score across all active connectors. The scale is 0 to 100, with 100 being high risk. 
To lower the score, review and complete recommendations.

 l Risk Over Time (Weekly): This graph displays the weekly risk assessment score over recent weeks.
 l Top 10 Recommendations: This list shows the Recommendation, Risk Level, Principal Name, and Principal Type for the ten 

highest risk items. Click any item in a row to go to the Recommendations screen and view the details for that recommendation. 
To view all recommendations, scroll down and click the icon in the View All Recommendations tile, or open the left menu and 
click Recommendations.

 l Cloud Connector Health: This list shows the number of Cloud Connectors that are Active, Failed Last Scan, and Inactive. If 
there are any connectors that have failed, the top of the tile displays a red bar. To investigate failed connections, scroll down and 
click the icon in the Create Cloud Connector tile, or open the left menu and click Cloud Connectors.

 l High Privileged Summary: This list shows the number of principals that have a high risk level, for each principal type: User, 
Group, Role, and Service Account.

Note: Principals listed here do not necessarily require action or have associated recommendations. For example, a principal 
may have several high risk permissions, but uses all of them, and has multi-factor authentication enabled. This principal is 
included in the High Privileged Summary count, but as they have already enabled multi-factor authentication, there are no 
recommendations.

 l Principals Discovered: The number of principal accounts found in Discovery Scans.
 l Completed Recommendations (This Week): This tile displays the number of recommendations completed and remaining this 

week.

If you have recently created cloud connectors, some tiles may not display information. Instead, they display a message stating the 
information will be shown as soon as data is available.

Below the information tiles there are two tiles that link to the Recommendations page and the Cloud Connectors page. The Cloud 
Connectors page opens ready to add a new connector, however the add panel can be closed and other page functions accessed by 
clicking the close arrow in the upper-right corner of the panel, or by clicking anywhere outside of the panel.
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Change and Filter the Record Display
You can change the information displayed on Cloud Privilege Broker  pages, including the columns, filters, and grid size. You can also filter 
and sort the records, and select multiple records.

Set Display Preferences
You can set display preferences on the grids for Cloud Connectors and Recommendations.

 1. Above the grid, the following options and icons are available:
 l Refresh: Updates the displayed information with recent 

changes.
 l Download: Downloads the displayed information as a CSV file.
 l Columns Chooser: Select the columns to change the column headings and information displayed in the grid.
 l Grid Configuration: Choose the grid layout: Compact, Default, or Expanded.
 l Expand Grid: Enlarge the display area. When selected, the icon changes. It can be clicked again to Collapse Grid.

Note: Some options are not applicable to some grids, so fewer icons may display on those grids.

 2. An option to change the number of displayed Items per page is located below the grid.
 3. The changes appear dynamically as they are selected.

Sort and Filter
To perform an alphanumeric sort of displayed records, click any column heading. For example, to sort connectors by cloud connector 
name, click the column heading Cloud Connector Name. Click the column heading again for a reverse sort. When a page a reloaded, the 
default sort (alphanumeric by first column) is used.

To limit the records displayed, you can create a filter. Filters can be created before or after sorting the records.

  1. Above the grid, there is an option to filter the records. The filter choices depend on the page. If entering a filter choice, it is not 
case-sensitive.

 2. After selecting a filter choice, it displays at the top of the grid. Select a value for the filter.
 3. Additional filters can be chosen. Apply as many filters as desired.

 4. The information in the grid dynamically changes to match the selections.
 5. Filter selections persist if the page is reloaded or you leave and return to the page. To remove a filter, click the X on the filter.
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Select Multiple Records
To select one record, check the box at the left end of the row. To deselect a row, uncheck the 
box.

To select multiple records, check each row desired.

To select all displayed records, check the box at the left end of the heading row.

An item count at the left end of the heading row shows the number of records available, and the 
number of records selected.

 

Note: Some options, such as editing a record, are not available if multiple records are selected. Some grids do not allow 
selecting multiple records.
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