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Password Safe ServiceNow External Credential Provider
Installation and Configuration Guide

This guide provides the instructions for installing the ServiceNow External Credential Storage plugin and configuring Password Safe as an
external credential provider for ServiceNow Discovery. This integration allows the storage of Windows, SSH, Azure, and many other types
of credentials in Password Safe for use by ServiceNow Discovery.

BeyondTrust Password Safe automates privileged password and privileged session management, providing secure access control,
auditing, alerting, and recording for any privileged account. This can include local or domain shared administrator accounts to a user’'s
personal admin account, as well as service, operating system, network device, database (A2DB) and application (A2A) accounts, SSH
keys, cloud, and social media accounts. By improving the accountability and control over privileged access, IT organizations can reduce
security risks and achieve compliance objectives. With Password Safe, customers can:

» Secure and control privileged passwords to close critical security gaps and reduce risk.

« Monitor, audit, and report on activity to achieve compliance requirements.

» Automate password request and approval processes to simplify administration and improve security.

Key Features

« Store ServiceNow discovery credentials externally in Password Safe.
» Store any type of ServiceNow external discovery credential with the exception of SNMPv3.
« Using Password Safe, you have access to auditing, alerting, and other functionality around credential access.

Integration Requirements

The requirements for the BeyondTrust Password Safe and ServiceNow External Credential Storage integration are detailed below. These
requirements must be in place prior to starting the integration setup process, unless the associated features of the integration are not
required.
« ServiceNow instance with the following:
o A currently supported ServiceNow release.
o Administrative access to the ServiceNow portal.

o The following plugins:

= Discovery or Orchestration

= External credential storage for Discovery and Orchestration

o MID Server
« BeyondTrust PS Cloud instance or U-Series Appliance with the following:

o BeyondlInsight 22.2 or later release installed.

o Administrative access in the BeyondInsight console.

« [fusing the U-Series Appliance and ServiceNow MID Server, your network firewall rules must allow TCP port 443 traffic between
the MID server and the appliance for access to the Password Safe REST APIs.
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For more information, please see MID Servers at https.//docs.servicenow.com/en-US/bundle/vancouver-servicenow-
platform/page/product/mid-server/concept/mid-server-landing.htmi.

Configure Password Safe

To use the integration, the following items must be configured in Password Safe:

« Local or Active Directory (AD) account to be used for the RunAs user.

o API Registration.

« BeyondInsight user group to assign the API registration to. This group must contain the RunAs user account.

« Access policy that allows the API group and user to request the managed account password.

« Managed accounts to be used as an external credential in ServiceNow. These accounts must be API enabled.

« Ensure managed systems exist in Password Safe that have the exact name as they appear in the ServiceNow Configuration
Management database. The naming convention for the system in ServiceNow must match how it appears for Requestors in
Password Safe; for example, the short name or FQDN.

Create RunAs User

A regular user account is needed to assign the APl registration to and is used as part of the configuration on the ServiceNow side, paired
with the API key. A local BeyondInsight account or an AD account can be used. A password must be set, but it is not used for this
configuration.

In BeyondIinsight, go to Configuration > Role Based Access > User Management.

Click the Users tab.

Click Create New User and select Create a New User.

Provide user details, such as identification and credentials.

Ensure Two-Factor Authentication is set to None.

I o

Click Create User.

Note: The RunAs user must not have the Information Security Administrator (ISA) Password Safe role assigned to any
systems.

Create an API Registration
An API Registration is required in Password Safe, and is used by ServiceNow directly (or via MID Server) to access the Password Safe
APl when requests are queued by the applications for calls.

To register a new APl in the BeyondInsight console:
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1. Go to Configuration > General > APl Registrations. cervicaNow Detais
2. From the API Registrations pane, click Create API Registration. “;”;mw -
3. Select API Key Policy.
4. Provide a name for the APl registraton.
5. Click Add Authentication Rule to add a rule for the address of your ServiceNow Amhem:ﬂ P
instance or MID server, as follows: Enforce mult facor authentcation. @
« From the Type dropdown list, select Single APl Address. [l clenessneasrmaied @

[ user password required @

o Select the IP Rule option.
o Provide the IP address. °

Authentication Rules 0) @

° C||Ck Create Rule_ Aregistration must have at least one IP rule or one PSRUN rule with an IP address to be
activated.
6. Click Create Registration. =
7. Make note of the API key. It is needed for the integration configuration in ServiceNow. Add Authenicaton Rule @)

Showing all 0 Authentication Rules
IP Rules

No IP rules.

PSRUN Rules

No PSRUN rules.

X-Forwarded-For Rules

No X-Forwarded-For rules.

[Ear—

Create and Configure a Local Group

The API registration and RunAs user must be assigned to a group in BeyondInsight. To create and configure a local group, follow the
below steps:

1. In Beyondinsight, go to Configuration > Role Based Access >

Beyondinsight ~ Configuration )
User Management. g

BeyordTne |+ et v g

USER MANAGEMENT @ Create New Group >

2. From the Groups tab, click Create New Group and select Create a
New Group.

3. Provide group name and description, and then click Create Group.

From the Group Details pane, click Features.
From the Features pane, locate features by selecting All Features from the Show drop-down list.
Locate Credential Management and click the vertical ellipsis for this feature, and then select Assign Permissions Read Only.
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From the Group Details pane, click Smart Groups. e ——— S ()
]

Beyonttnat M, e areon L ot

From the Smart Groups Permissions pane, locate and select the
All Managed Accounts and All Managed Groups.

GROUP: SERVICENOW EXTERNAL CRED I @ ervomsan timrna et ma e ety G |

S I@ e — e, |

9. Click Assign Permissions above the grid, and then select Assign
Permissions Read Only

croup Dels ¢ smanroups Permissons © ==

10. Allmanaged accounts must have the Requestor Password Safe Group Dt < smortGroups Permissions ©
role assigned. Click the vertical ellipsis for the All Managed e
Accounts Smart Group, and then select Edit Password Safe
Roles.

11. Check the Requestor box, and then select a policy from the SmartGroups Permissions @ Al aroged Accounts Password. >

show Safe Roles

Access Policy for Requestor drop-down list that allows for auto- i
approval of requests.

12. Click Save Roles.

page[1 |oft 25 v | items perpage Showing tems 1-2012

13. From the Group Details pane, click Users. Beyondinsight | Canfiguration GoT— @)
[ = A ——
L]

14. From the Users pane, locate and select the RunAs user you had PR———— *
created in previous steps. e

15. Click Assign User above the grid.

16. From the Group Details pane, click APl Registrations.

EE e - ]
17. Check the box to select the API registration you had created in v e
above steps for this integration.
O e
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Enable APl on Managed Accounts

Managed accounts that are used in ServiceNow as an external credential must be APl Enabled. To enable APl on managed accounts,
follow the below steps:

1. From the left menu in BeyondInsight, click Managed Accounts.
2. Click the vertical ellipsis for the managed account, and then select Edit Account.
3. Scroll down to Account Settings and expand it. MANAGED ACCOUNTS e >
4. Toggle APl Enabled to enable it, and then click Update Account. e . v
Repeat this step for any managed account that you want to use with .
the integration for access to the associated managed systems.
s
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Prepare and Set Up Application in ServiceNow

Install Password Safe External Credential Storage for Discovery from the
ServiceNow App Store

For a production ServiceNow instance, download the application from the ServiceNow Application Store.

For more information, please see Install an Application from the ServiceNow Store at
https.//docs.servicenow.com/bundle/vancouver-application-development/page/build/applications/task/t
InstallApplications.html.

Configure the Application in ServiceNow

1. Inthe ServiceNow portal, search for MID Server, and then select JAR Files under the MID
Server menu.

Servicenow

.

kID Sarper

MID Senver-

D Server

2. Inthe MID server JAR files section, click Password Safe External
Credential Storage.

3. Click the Download link next to the JAR file attachment. Save the
file to a location on your machine.

4. Rename the downloaded JAR file extension to a .zip extension.
Open it with any zip tool.

. ¥y change e sarne stemsion, 1 il mighe acorns et

oeyou sure you wantto change 2}

B videos =l ™

= Lecal Duk (€)
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5. Open the SnowMidTierPBPSConnector.config file with Notepad.

How do you want to open this file?

Ay use ths pp 1 Open onflg fles

T ok

6. Edit the configuration by adding: B ety it =

N
’.qu ed properties to inter: nmn ‘the Password Safe APT
o
o

s beyondtrustciovd.c

« The Password Safe instance hostname

nowaiduser

y) Optional APT fields
orde

e The Password Safe API Key S

8 Conflice option for requests. valid values are: reuse, rene, none. Default 3 “reuse”
api.conflictOptic

e The RunAs user

alds 3¢ you vart omize what keystore the integration will use.
d trustSeore sust be fuld paths
ss1Client. keyStore=

« Comment out the last line that redirects you to lookup the Sl ke ="=m~-_
config file settings from a locally stored path

it available if required. 1, 0, true, or false are valid values

# Default valve is TLSv.2
ssIClient.protocol=

# (Optional but recomsended) This allows you to quickly make

Note: The Password Safe instance hostname should be the R 53}‘;3:5;:‘:5;::;5522{: ) ..;: T S e e
hostname only, without protocol or other URL components (for R Rl R i e
example: mycompany.ps.beyondtrustcloud.com)

TewC: \MID\conf g1 16\SnowtidTierPBPSComnector config |

7. Save the file in the same folder where the JAR file was saved in.

8. Drag and drop the updated config file back into the renamed JAR
zip file. Select Copy and Replace to overwrite the old config file in
the zip file.

9. Open the zip file to ensure that the
nowMidTierPBPSConnector.config file has the latest date stamp.

0 Desiner.

10. Right-click the config file and select Rename. Change the file ::-;3
extension back to .jar. oy

e ocal Bk ()
VD Deve D) S35, WB4FRE_EN-US.0V
= G (iabran) (6

OV D (09555, 1FRE U0V

b Netwost
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11. Return to the ServiceNow portal. On the MID Server JAR file page,
click Manage Attachments.

12. Check the box next to the current jar file, and click Remove.

13. There should be no .jarfiles listed as an attachment. Click Choose File, select the updated .jar file from the previous steps, and

upload it.
14. There should be no jarfile listed as an attachment. Click Choose e .« ==
File, select the updated .jar file from the previous steps, and upload Rl =i s

it. P =

15. Finally, restart the MID server that is used for this integration.

16. To check if the MID server has downloaded the updated JAR file, L- Beiew - oo
log in to your MID server and check the following directory: i Mo iove

%INSTALLDIR%\ServiceNow MID Server
<MIDSERVERNAME>\agent\extlib.

The date modified time on the JAR file should be recent. You can e

also open the JAR file and double check that it contains the ’L‘:‘.,

changes you made to the SnowMidTierPBPSConnector.config ::m .
file. —

Configure the Configuration Management Database

The configuration management database (CMDB) in ServiceNow must be populated with records for assets that have the exact same
name as the managed systems in Password Safe.

PS Cloud and BeyondInsight allow you to export asset data to your ServiceNow instance using connectors.

For more information, please see Configure ServiceNow Export Connector at
https://www.beyondtrust.com/docs/beyondinsight-password-safe/bi/integrations/servicenow/export-connector.htm.
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Test the Integration

Add and Test Discovery Credential

Credentits View: Exteenst Storage

1. In ServiceNow, go to All > Discovery > Credentials and click New servicenow  » e sy o i
in the top right of the page. el o b= ]

2. Select the type of credential you want to test based on the OS type servicanow

you are using it with. For example, select Windows Credentials for i
a Windows host. Credentizi [ oot

a\l'l type of Credentiats would you like 1o create?

AP My € relantah

preae
NS Cre
Azure Lrberprive Agreemen Credorid

Arre LAEcrmintiah

Creclemtials

Credeniials

3. Enteraname. For example, Password Safe Credentials or All
Windows Servers. Enter something that applies to the credentials
you are going to use.

o Check the box for External Credential Storage.
+ Select None for the Credential Storage Vault.

o The Credential ID must be defined in a format that
Password Safe recognizes and should look as follows:
WorkGroup|Managed-System|Managed-Account.

o Workgroup is associated with the Managed System, usually BeyondTrust Workgroup.
o The managed system is the system associated with the target managed account.
o The managed account is the account for which you are trying to retrieve the password.

9
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o Example: BeyondTrust WorkGroup|labapp1|nina.bergin-adm
o Click Submit.

a b
Cl ) IMPORTANT!

In some cases, after you click submit and close and reopen the newly created credential, it reverts the Credential Storage Vault to a
different setting. Check to make sure it is set to None, and change it back if it is not and then click Submit again and then recheck the
setting by closing and reopening the credential.

4. To test the credential, click Test Credential in the bottom left of the servicenow
page. Enter a target server name. Port 135 is the Windows Server .
default. Enter the name of the MID server where the Password Safe
plugin is installed.

5. Click OK to begin the credential test. You will either get a Credential
Validated message or an error message.

6. Ifthere was an error, login to your MID server and go to the MID server installation directory %INSTALLDIR%\ServiceNow MID
Server <MIDSERVERNAME>\agent\logs. The SnowMiderPBPSConnector.log file provides additional information on the
error. If the issue cannot be resolved from the information in the log, please contact to BeyondTrust Support for additional help.
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