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Release Highlights – BeyondInsight 22.4 

Two New Entitlements Reports 

BeyondInsight 22.4 introduces two new Entitlements reports, supporting Secrets Safe and BeyondInsight 
entitlements.  

 The Secrets Safe Entitlements report provides a list of user groups and the secrets they are 
entitled to.  

 The BeyondInsight Entitlement report provides a detailed, real-time view of BeyondInsight 
group membership and permissions.  
 

New SAML Link in Login Page 

BeyondInsight 22.4 provides a new Use SAML Authentication link on the login page whenever SAML is 
configured. With this new link, SAML users that land on the main BeyondInsight login page can be 
redirected to the proper SAML authentication page.   
 

Smart Rules — Read-Only Support 

With BeyondInsight 22.4 an administrator can delegate read-only permissions of Smart Rules to a user. 
This new read-only permission can be of great benefit for an auditor assessing the solution's setup and 
configuration since it eliminates any possible mishaps in configuration changes. 
 

Allow User to Specify Base DN (LDAP enhancement)  

Improving on the LDAP enhancements delivered in 22.3, BeyondInsight 22.4 has a new option that 
allows the user to specify the Base DN.  When searching for a user’s authentication within your 
Directory, the LDAP server uses the Base DN as a starting point. This is useful in environments where 
BeyondInsight cannot automatically determine the Base DN using only the LDAP information provided 
by the user.  
 



 
 
Definable Session Timeout 

Users who log in to the Password Safe console currently have a defined inactivity timeout, which logs 
the user out when the threshold occurs. Password Safe now provides a new global setting, allowing 
administrators to set a longer timeout period for Password Safe users, thereby creating a better user 
experience. In 22.4, a new global session timeout setting allows PWS administrators to set new 
timeframes for the minimum (2 minutes), default (20 minutes), and maximum amount of time (60 
minutes) for session inactivity. 
 
 

About BeyondTrust  

BeyondTrust is the worldwide leader in intelligent identity and access security, empowering 
organizations to protect identities, stop threats, and deliver dynamic access to empower and secure a 
work-from-anywhere world. Our integrated products and platform offer the industry's most advanced 
privileged access management (PAM) solution, enabling organizations to quickly shrink their attack 
surface across traditional, cloud, and hybrid environments.  
 
BeyondTrust protects all privileged identities, access, and endpoints across your IT environment from 
security threats, while creating a superior user experience and operational efficiencies.  With a heritage 
of innovation and a staunch commitment to customers, BeyondTrust solutions are easy to deploy, 
manage, and scale as businesses evolve. We are trusted by 20,000 customers, including 75 of the 
Fortune 100, and a global partner network. Learn more at www.beyondtrust.com. 




