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Privileged Remote Access 22.2 Features Compatibility

Web
Console

Access Console Features Windows Android | Apple iOS

Amazon Web Services (AWS) Deployment Option \/' \/' \/' \/' \/' \/’
3D Touch Support X X X X \/ X
Atlas Cluster Technology W o o X X X
Access Console v v v v v v
Access Console Device Verification \/' \/' \/' \/' \/' \/'
Access Console Usability Improvements v v v v v v
Access Invite v «./' v )4 v v
Administrative Dashboard v v v b4 iPad ) 4
Advanced Web Access v W v v v v
Annotations W W v » x x
Bring Your Own Tools - SSH 4 v v ) 4 X X
BeyondTrust Access Extender v X X X X X
BeyondTrust SUDO Manager 4 v v v v v
Canned Scripts W v v v v v
Command Filtering v v v v v v
Command Shell o o v 4 v v
Copy & Paste with Web Jump v v v )4 X v
Copy Jump ltems v v v v v v
Credential Injection W v v v v v
Custom Links e v v X X X
Dark Mode - Desktop Access Console v v v ). 4 X X
Delegate Onboarding and User Management v v v v v v
Endpoint Credential Manager \/’ 'v/ «./' )( x x
Endpoint Restrictions (Disable Display, Mouse, and o o X 4 v v
Keyboard)

Extended Availability v v v v v v
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Web

Access Console Features Windows Linux Android | Apple iOS
Console

External Endpoint Search - Password Safe
Integration

<
<
<
<
<

File Transfer

Group Policy Access Permissions API
Group Policy/dJump Group Search
Jump Item Authorization’

Jump Item Notification

Jump Item Reporting

Jump via Jumpoint

Let's Encrypt Support

Linux Jumpoint — Protocol Tunneling

S NANANANENENE NP
S XSS SIS SIS X

Login to Access Console via Password Managers

LDAP, LDAP,
RADIUS, RADIUS,
SAML SAML

Login via LDAP, RADIUS, Kerberos, or SAML

Most Recently Used Jump ltems
Multi-Monitor Support

Outbound Proxy Support (events and APIs)
Peer-to-Peer Sessions

Reboot / Reconnect

Remote Desktop Protocol (RDP) Integration
RDP Session Forensics

Remote Registry Editor

Remote Screen Shot

Remote System Control

Screen Sharing

Session Policies for All Jump Items

NANESENENANASENESANANAN S EERNG AN NANA VAN SENENAN
NANANANESEANE SAN SN SN NN AN AN VAN S AN AN
NANESENENANASENESANANAN S EERNG AN NANA VAN SENENAN
XK AX XSO XS QIS X XSCSCS XX S

QXS AX XS QS XS SIS
QXS AX XS QS XS SIS

Session Recording

1A Jump ltem authorization request can be made only from Windows, Mac, or Linux. Once authorization has been granted, the Jump ltem
can be accessed from any access console.
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Web

Access Console Features Windows Linux Android | Apple iOS
Console

Session Sharing

Shell Jump

Smart Card Support

Special Actions

Spell Check for Chat

Support for Virtualized Environments
System Information

Syslog Access in Reports

System Information Actions

Team Chat

Touch ID Authentication

TLS (Transportation Level Security) 1.3
UAC Handling

User Login Schedule

User-to-User Screen Sharing

User Team Chat History
BeyondTrust Vault

Web and Login Console Ul Updates
Vault Account Groups

Vault Configurable Password Length
Vault - Credential Store Search
Vault - Jump Item Association

Vault Scheduled Credential Rotation
Vault Personal Accounts

Vault - Windows Service Account Rotation

Virtual Pointer

NANANENANENAN A NANENAN AN AN SAN NP O NANENENE NANENANENEN
NANANENAN NN NANENAN AN AN NAN NP O NANENENS AN NP 4 NEN
NANANENAN NN NANENANENEN A NAN NP O NANENENE NENEND O NEN
XIX AN AX XCAX X XA XS XS XS AOX (S XX
XIX AL AX XK AXAX XS XSO XSCAOX (S XX
XXX LAX XX AL AUX XA XAXX XX XX XS XS

Wake-on-LAN
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Endpoint Client Features Windows Mac
Endpoint Client

Annotations

Application Sharing Restrictions
Automated Credential Handling1
BeyondTrust SUDO Manager
Command Shell

Credential Injection

Custom Special Actions

Elevation to Administrative Rights
Endpoint Restrictions (Privacy Screen)
File Transfer

Jump Client

macOS Mojave Support

MFA Credential Injection with Web Jump
Native Apple Silicon Support

Password Injection with Password Safe
Peer-to-Peer Sessions

Post-Session Lock

RDP Integration

Reboot/Reconnect

Remote Registry Editor

Remote Screenshot

Remote System Control

Screen Sharing

Session Recording
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Special Actions

10n Windows, Automated Credential Handling is available only for Windows Vista or higher.
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Endpoint Client Features Windows Mac

System Information
System Information Actions
Vault Accounts Automatically Associated to Endpoints

Virtual Pointer

ANANANANEN
ANANANANEN

Wake-on-LAN
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