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BeyondTrust Endpoint Privilege Management for Windows and Mac pairs powerful least privilege
management and pragmatic application control capabilities, delivering fast, unmatched preventative
endpoint security. Grant the right privilege to the right application — not user — only when needed and
create a single audit trail. Prebuilt policy templates stop attacks involving trusted apps, addressing bad
scripts and infected email attachments immediately. Application control, allow lists, and exception
handling provide granular control over what users can install or run, and what applications can execute.
Operationalize quickly with our QuickStart feature and simplified deployment models, for fast time-to-
value and streamlined compliance.

Please see the release notes for additional details on these important enhancements.

Release Highlights

Enhancement: Bulk Add to Policy in Analytics v2

Analytics v2, the reporting functionality in Endpoint Privilege Management for Windows and Mac,
provides you with intuitive insights about your users’ activity, and a path to seamlessly convert those
insights into targeted policy updates that bolster your organization’s security posture. With release 24.2,
it’s now even easier to quickly action policy updates directly from Analytics v2.

We heard feedback from our customers that they often want to add multiple application definitions to
their policies from Analytics v2 at once, especially during deployment. Historically, Analytics v2 hasn’t
supported this, limiting customers to adding single application definitions to their policies at a time.
We've now changed that with release 24.2. You can now add up to 200 application definitions to your
policies at one time directly from the events grid within Analytics v2. This enhancement streamlines the
policy management process, helping you to deploy Endpoint Privilege Management for Windows and
Mac faster and manage ongoing policy refinement more efficiently.

Enhancement: Policy Search in the Web Policy Editor

Historically, IT or security admin users may have faced challenges in locating specific policy elements
within the Web Policy Editor, forcing them to recall, for example, which workstyle a specific application
group resides within. This could become particularly difficult for those organizations with a complex
infrastructure of policies.


https://www.beyondtrust.com/docs/release-notes/privilege-management/index.htm
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In release 24.2 we're introducing policy search capabilities into the Web Policy Editor. Now you can use
the search functionality to query your policy from any page within the Web Policy Editor. This allows you
to search for specific applications, application groups, application matching criteria, workstyles, account
filters, computer filters and more without having to navigate the user interface of the Web Policy Editor
or use filters. This enhancement streamlines the policy management process, increasing usability and
driving efficiency for you and your teams.

Enhancement: Microsoft Entra ID Status and Group Resyncs

With release 24.2, we’re introducing a new banner to the Active Directory Settings page within the
Configuration module in the Endpoint Privilege Management Console. This banner shows the status of
your Microsoft Entra ID configuration, alerting you when it’s no longer valid. Additionally, you can now
force a re-sync of your Web Policy Editor groups and group membership from the Active Directory
Settings page so you no longer have to wait for them to update on their own after Microsoft Entra ID
groups have been added or removed. These enhancements give you greater visibility into and control of
your Microsoft Entra ID integration so you can ensure its working properly to support your organization.

About BeyondTrust

BeyondTrust is the worldwide leader in intelligent identity and access security, empowering
organizations to protect identities, stop threats, and deliver dynamic access to empower and secure a
work-from-anywhere world. Our integrated products and platform offer the industry's most advanced
privileged access management (PAM) solution, enabling organizations to quickly shrink their attack
surface across traditional, cloud, and hybrid environments.

BeyondTrust protects all privileged identities, access, and endpoints across your IT environment from
security threats, while creating a superior user experience and operational efficiencies. With a heritage
of innovation and a staunch commitment to customers, BeyondTrust solutions are easy to deploy,
manage, and scale as businesses evolve. We are trusted by 20,000 customers, including 75 of the
Fortune 100, and a global partner network. Learn more at.



