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Privilege Management Cloud Administration Guide

Privilege Management Cloud is a platform to manage your Windows and macOS computers. Use the platform to set up computer
management features such as least privilege access and application protection. Ensure computers are compliant using the auditing and
reporting features.

This guide is intended for PM Cloud administrators, policy administrators, and system adminstrators.

Sign into Privilege Management Console

x Note: You must have cookies enabled in your browser to use PMC. If you do not enable cookies, you will get a blank page
when you attempt to navigate to PMC.

The PM Cloud version is displayed at the bottom of the logon page.
Tolog on:

1. Navigate to your PM Cloud instance and click Sign in.
2. Click the appropriate email associated with your account.

PM Cloud Home Page

The Privilege Management Console Home page serves as a dashboard offering Computer Status, Computer Policy, and Client &
Adapter summary information.
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Privilege Management S EEE—
Console (8] BeyondTrust Home Qsemch—| o

Computer Status Summary

Q 84 Total o 3 8 Connected A 46 Disconnected
Computers Computers Computers
Computer Policy Summary Client & Adapter Summary
Computer Groups
| All Computer Groups - CLIENT VERSION ADAPTER VERSION
@ 33 WINDOWS & MAC
On Latest Policy
ersion Computers
12
Awaiting Latest Policy 23.1.942.0 (latest) 4
5 23.1.931.0 17
On an Earlier Policy
0 23.1.883.0 1
Awaiting an Earlier Policy
2 22.9.386.0 12
® I No Policy
22.9.36.0 1
22.8.396.0 2
22.8.384.0
22.8.113.0

Note: PM Cloud uses a role-based access control (RBAC) system. Roles assigned to a user determine the features the
user can access. A standard user requires sufficient permissions to access some of the menu options. For more information,
see "Review PM Cloud Roles" on page 33.
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User Account Profile and Preferences

You can click the User Account Profile icon to view your current account
profile information, including the type of user role assigned (Standard or Q Search | | 9 |
Administrator).
You can expand the Account Preferences section and view or edit the (> Logout
basic settings.
This is also where you log out of the PMC Console. Account Preferences N
f Note: The User Account Profile icon is accessible from any Language
page in the PMC Console. English (US) . ‘
Time Zone
‘ (UTC -04:00) America/Halifax - ‘

Date Format

‘ 12/31/2020 2:35 PM - ‘

Computer Status Summary

Get the most up to date status information on each of the computers in the estate with Privilege Management installed. The status
information includes the total number of computers, connected computers, and disconnected computers. Click the link to view more

information about the computers.

1 For more information, please see:

e "Manage Computers" on page 26
o "Computer Settings" on page 150

Computer Policy Summary

In the Computer Policy Summary section, current metrics on policy status are shown. Select a computer group from the list to display
the status per group.

Client & Adapter Summary

In the Client & Adapter Summary section, view version information for clients and adapters sorted by operating system.

The list displays which client/adapter version is used and by how many computers. Drill down to see more information about each
computer on the Computers page.
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Navigate PM Cloud

PM Cloud provides an easy to navigate interface with some common elements throughout. This section shows the highlights.

Access Features

Access features throughout the Ul using the menu (presented as three compuTERS
dots). When there are actions that can be applied to a selected item, click =
the menu icon. P
QD svow Computers with Dupicate Names o3 m

As a shortcut and to enhance readability, this icon is referred to simply as
menu in the guide.

Search ]

An auto-suggest global search is available that displays results from computer groups, policies, computers, and users.

Access Details Page or Panel

Details pages and panels provide a way to see more information. From the main page for Computers, Computer Groups, Activity
Auditing, and Users, click the link in the first column to access a Details page or panel.

Select Columns to Display £ M
L

Click the Columns icon, and then select the columns to display.

Name
[ status
Group Name
[ foiicy
Policy Status

1 Last Connected ™

Sort Columns

You can sort columns independent of each other by clicking the column name. An Up or Down arrow icon designates the ascending or
descending sorting order.

36 items (0 Selected)

@ Name a Group Name Policy Policy Status
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Filter

Use the filter tool to narrow the scope of information displayed. Click in the S

filter field, and then select a filtering option. L - o
‘
o 1

When you enter a string of text in the field, the results in the grid filter below Bl iriges | folices (-}

automatically update to the records that contain that string.

POLICIES

To remove a filter, click the Xicon.

You can use multiple filters in your search. After your initial filter is applied,
click in the Filter field again, and select a filter. For example, you can filter
policies by name, and then by date created.

a
L
(=]
&
ol
o
B8
<

Filter Using the Date Picker

Filter page results using a data picker available with some of the filters. For
example, select a range of dates when computers or computer groups were
created.

Created Filter

02/01/2022 - 02/04/2022 | Q) | Y

In the calendar, select a single day, a range, or multiple days.

To further reduce the results, modify the dates or add one or more Range Multiple
additional filters.
< February 2022 >
Su Mo Tu We Th Fr Sa
30 31 ° ° e o 5
) 7 8 9 10 11 12
13 14 15 14 17 18 19
20 21 22 23 24 25 26
27 28 i 2 3 4 g

CLEAR SELECT
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Progress and Change Indicators

When PM Cloud is busy performing an action, you see a spinner to indicate that it is processing.

Where actions affect one or more rows, you see a green toaster notification briefly flash to indicate that PM Cloud has processed your
request.

Error Notifications

If PM Cloud cannot complete an action successfully, it does not make any changes and you get a toaster notification on the top right, next
to the search field. PM Cloud does not process a task that it cannot action successfully. The error notification tells you that the action was
not successful. You can clear the errors as required from the page that generated the error.

Export to CSV

You can export all grid data results in the currently filtered result set, not just the results which are displayed on the current page, from the
Download records to CSV icon above the grid.

COMPUTERS

Filter

T v

25 items (0 Selected)
[ ] Name . Status Group Name 0S Domain Created On

Set a Session Timeout

You can set how long users can be in a PM Cloud session before they are automatically logged out.

To set a session timeout:

Privilege Management 1 i ——
Console (5] seyondTrust Conflguratlon |Q searen \ e

> Home > C

On the sidebar menu, click Configuration

. . . AL
. ()
Under Settings, select Security Settings SETTINGS Secuity Settings
. . 7
In the Security Settings pane, enter a value between 15 and 60 lage Mansgement ntalsion Console Timeout Settings @
minutes. (- Log out users after (minutes)
'y Adapter Installation
& Enter  value betuween 15 and 60 minutes
4. CIle saVe Changes. i MMC Snap-In Installation | s
[11] A
g Domain Settings
w Azure AD Settings
SIEM Settings
Authorization Request Settings
Reputation Settings
Security Settings
API Settings
Authentication Provider Settings
About
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Get Started with PM Cloud

This section details the most likely tasks to get started with PM Cloud, including automatically authorizing and assigning computers to
groups.

After you deploy PM Cloud, you can:
o Create policy

« Create groups and assign policy
o Assign computers to these groups

Create Policy

There are various approaches you can take to create policies in PM Cloud. For example, if you are new to PM Cloud, you may want to
create a group, assign it as the Default group, add all your computers to that group, and then assign the Privilege Management QuickStart
policy to that group.

If you are migrating to PM Cloud, you may want to replicate your existing groups and assign the same policy to them, before authorizing
and placing your computers in those groups.

Create Groups and Assign Policy

After you create a policy, you can create a computer group and assign the policy to the group.

Create Groups

On the sidebar menu, click Computer Groups.
2. Click Create Group.

Enter a Group Name. The Description field is optional. At any time, click the menu, and then select Edit Properties to edit the
group name and description.

Click Create Group. Your group is created and appears in the list.
5. After a group is created, you can set it as the default group. Select a group name, and then select Set as Default from the menu.

When computers are added to PM Cloud, they are automatically added to the default group.

Assign Policy

1. Goto Policies.

2. Find the policy, and then select Assign Policy to a Group from the menu.

3. Inthe Assign Policy to a Group panel, select the revision for the policy you want to assign, and then select the group.

4. Click Assign Policy.
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Install Privilege Management

Requirements

For more information about the installation requirements, please see Privilege Management Release Notes
at https.//www.beyondtrust.com/docs/release-notes/privilege-management/index.htm.

You need to install Privilege Management for the target operating system, as well as the PMC adapter.
You can view installation package details by visiting the Configuration page.
The Privilege Management installation packages differ based on your operating system.

Windows

For 32-bit (x86) systems, choose the Win 32 Bit Download Type.
For 64-bit (x64) systems, choose the Win 64 Bit Download Type.

You need to install Privilege Management for Windows with the iC3MODE switch enabled:
Msiexec.exe /i PrivilegeManagementForWindows x.xxx.x.msi IC3MODE=1 /gn /norestart

Optionally, use the /gn switch to run a silent install. Using this switch requires administrative rights.

MacOS

For MacOS computers, choose the MacOS Download Type.
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Install the Windows Adapter

The adapter is responsible for delivering policies and events between the computer and PM Cloud when computers are managed by
Privilege Management.

x Note: The adapter polls for policy updates every 5 minutes, and for pending commands every 60 minutes.

Tip: Setup information is available for the Windows adapter on the Configuration page. On the sidebar menu, click
Configuration > Adapter Installation.

Prerequisites

.NET 4.6.2

Installer Parameters

Before running the installer, copy the values for the following parameters:

« TenantlD: Go to Configuration > Adapter Installation to copy the Tenant ID for the installer script.
« InstallationID: Go to Configuration > Adapter Installation to copy the Installation ID for the installer script.
« InstallationKey: Go to Configuration > Adapter Installation to copy the Installation Key for the installer script.

« ServerURI: This is the URL for PM Cloud. For example, https://<customerhost>-services.pm.beyondtrust.cloud.com, where
customerhost is the DNS name for PM Cloud.

x Note: Do not include a port number or slash character on the end of the ServerURI.

For example, neither https://test.pm.beyondtrustcloud.com/ nor https://test.om.beyondtrustcloud.com:8080/ will work.

o UserAccount (Optional):

o For versions before 21.8, the default account for installing the adapter is iC3Adapter.
o From version 21.8 and up, LocalSystem is the only account name to use.

o GrouplD: A computer must be added to a group as part of the PM Cloud onboarding process. The group determines the policy
applied to a computer. The default grouplD is automatically assigned to a computer during the adapter install if one is not provided.
Computers are then automatically assigned an Authorized status.

For information on how to automatically assign and authorize computer groups, please see "Authorize and Assign Computers
to a Group" on page 27.

Run the Installer

You must install the Windows adapter using the Windows command line.
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To install adapters:

1. Go to Configuration > Adapter Installation to download the Privilege Management adapter installer.

2. Also on the Adapter Installation page, note the Tenant ID, Server URL, Installation Key, and Installation ID. You need these
required parameters for the installer script.

3. Navigate to the location of the adapter installer. By default this is the Adapterinstallers folder.

4. From the command line, enter the install command with the required parameters and press Enter. The adapter installer launches.
Proceed through the installation wizard.

P Example: The line breaks must be removed before you run the script.

msiexec.exe /i "PrivilegeManagementConsoleAdapter x64.msi"
TENANTID="<TenantID GUID>"
INSTALLATIONID="<InstallationID>"
INSTALLATIONKEY="<InstallationKey>"

SERVICEURI="<PMC URL>"

USERACCOUNT=LocalSystem

GROUPID="<PMC GroupID GUID>"

Add the following argument if you don't want the adapter service to start automatically. This option is useful when Privilege Management
for Windows and the adapter are being installed on an image that will be reused to create many individual computers. If the adapter is not
disabled in this scenario, the adapter will immediately join the PM Cloud instance indicated.

x Note: If the adapter starts up and registers with PM Cloud prior to creating the VM image, then all VMs created from this image
will contain the same adapter identifier and will not work properly.

SERVICE STARTUP TYPE=Disabled

You can start the IC3Adapter service manually later in the Services.

P Example:

msiexec.exe /i "PrivilegeManagementConsoleAdapter x64.msi" TENANTID="6b75£647-d3y7-4391-
9278-002af221cc3f" INSTALLATIONID="08A1lCD8F-FAE4-479F-81B4-00751A55EEB8"
INSTALLATIONKEY="ABCDEFGHIJKLMNO" SERVICEURI="https://CUSTOMERHOST-
services.pm.beyondtrustcloud.com"

USERACCOUNT=LocalSystem GROUPID="e531374a-55b9-4516-g156-68£5s32£5e57"

SERVICE STARTUP TYPE=Disabled

CUSTOMERHOST = the hostname. For example, if the hostname were test, the desired input would be:

https://test-services.pm.beyondtrustcloud.com

Upgrade the Windows Adapter

To upgrade to a full system-level DPAPI adapter:

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 15

©2003-2023 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC:7/31/2023
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



PRIVILEGE MANAGEMENT CLOUD

I BeyondTFUSt 23.5 ADMINISTRATION GUIDE

1. Upgrade to the 22.1 adapter, where the adapter continues to run as the IC3 user, but at the system level.
2. Upgrade from 22.1 to a later version of the adapter allows the adapter to run as any system-level user, like LocalSystem.

x Note: For a new adapter install, starting in version 22.1, this 2-step process is not required.

Configure the Windows PMC Adapter

The adapter uses HTTPS when communicating with PM Cloud. If there is a proxy in place that this communication goes through, it must
be configured for the adapter user account, which is separate from the logged-on user account.

The computer must be configured to use proxy settings for the machine rather than the individual user. The following registry key needs to
be edited to make this change:

[HKEY LOCAL MACHINE\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet Settings]

The Data value must read 0. This specifies the machine (1 specifies per user).

Name Type Data
ProxySettingsPerUser REG_DWORD 0

Ensure the iC3Adapter User Has the "User Can Log on as a Service" Right

When you install the adapter, a user account called iC3Adapter is created. The iC3Adapter user is granted the right to Log on as a
Service by the installation process. If you have a Group Policy in place that revokes this permission, ensure the iC3Adapter user is
excluded, as it requires the Log on as a Service right.

For more information, please see the Microsoft Knowledgebase article Add the Log on as a service Right to an Account at
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc794944(v=ws.10).

p Example:

msiexec.exe /i "PrivilegeManagementConsoleAdapter x64.msi" TENANTID="6b75f647-d3y7-4391-
9278-002af221cc3f" INSTALLATIONID="08A1CD8F-FAE4-479F-81B4-00751A55EEB8"
INSTALLATIONKEY="ABCDEFGHIJKLMNO" SERVICEURI="https://CUSTOMERHOST-
services.pm.beyondtrustcloud.com" GROUPID="e531374a-55b9-4516-gl156-68f5s32£5e57"
SERVICE STARTUP TYPE=Disabled

CUSTOMERHOST = the hostname. For example, if the hostname were test, the desired input would be:

https://test-services.pm.beyondtrustcloud.com
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Set Up a Proxy During Adapter Install

Starting in version 23.1, the Windows adapter installer supports setting up a proxy during installation using the following command line
parameters:

PROXYADDRESS, BYPASSONLOCAL, USESYSTEMDEFAULT, and SCRIPTLOCATION

An example command using a proxy configuration parameter looks like the following:

P Example:

msiexec.exe /1*v adapter install.log /i "PrivilegeManagementConsoleAdapter x64.msi"
TENANTID="02fed4a89-aed4b-316c-d026-da8acc80b33f" INSTALLATIONID="0066£094-7£73-4c47-bfca-
e7d4849d1449" INSTALLATIONKEY="angUArsM39Mk/MRD4404Mn8dmOBGVBA6101BBk71jek=""
SERVICEURI="https://tenantid-services.epm.btrusteng.com" GROUPID="bfaclle7-bf82-40c7-
bS5ee-3a0b34a304cd" usesystemdefault="false” PROXYADDRESS="http://<PROXY URL>:<PORT>"

The proxy settings are written to the Avecto.lc3.Client.Host.exe.config file on the computer’s file system.

When using a non-authenticated proxy configuration, you can install an adapter by passing the command line parameters
USESYSTEMDEFAULT="false' PROXYADDRESS="http://<PROXY URL>:<PORT>'

p Example:

<http://system.net >
<defaultProxy enabled="true" useDefaultCredentials="true">

<proxy usesystemdefault="false" proxyaddress="http://<PROXY URL>:<PORT>" />
</defaultProxy>
</system.net>

msiexec.exe /1*v adapter install.log /i "PrivilegeManagementConsoleAdapter x64.msi"
TENANTID="02fed4a89-aed4b-316c-d026-da8acc80b33f" INSTALLATIONID="0066£f094-7f73-4c47-bfca-
e7d4849d1449" INSTALLATIONKEY="angUArsM39Mk/MRD4404Mn8dmOBGVBA6101BBk71jek=""
SERVICEURI="https://tenantid-services.epm.btrusteng.com" GROUPID="bfaclle7-bf82-40c7-
b5ee-3a0b34a304cd" usesystemdefault="true”

scriptLocation="http://pactest/adaptertest.pac”

<http://system.net >
<defaultProxy enabled="true">
<proxy usesystemdefault="true" scriptLocation="http://pactest/adaptertest.pac" />
</defaultProxy>
</system.net>

Remove Proxy Configuration

To remove the proxy address configuration, pass PROXYADDRESS=" as a command line parameter during upgrade.

This removes the proxy address configuration from the Avecto.lc3.Client.Host.exe.config file.
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Install and Upgrade Considerations When Using a Proxy

Keep the following in mind when installing and upgrading the adapter using proxy settings:
« Ifyouinstall an adapter with proxy command line parameters and later upgrade to a newer version without proxy command line
parameters, the older config file proxy settings are retained and persisted.

« Ifyou install an adapter without proxy command line parameters and later upgrade to a newer version with proxy command line
parameters, the newly added proxy configuration are reflected.

« Ifyou install an adapter version with proxy command line parameters and later upgrade to a newer version with a different proxy
configuration, the newly added proxy configuration is used.

« Ifyouinstall or upgrade an adapter with an invalid proxy address, the computer is not registered in PM Cloud.
» Leaving the proxy address field empty does not set the proxy address in the Avecto.lc3.Client.Host.exe.config file.
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Install the Mac Adapter

The adapter is responsible for delivering policies and events between the computer and PM Cloud when computers are managed by
Privilege Management.

x Note: The adapter polls for pending commands every 60 minutes, which can include policy updates.

Tip: Setup information is available for the Mac adapter on the Configuration page. On the sidebar menu, click
Configuration to view the details.

Distribute the Adapter
The Mac adapter can be distributed to the computers using the method of your choice, including Mobile Device Management (MDM), such
as Jamf or AirWatch.

You can also use the Privilege Management for Mac Rapid Deployment Tool to install the adapter. You can download the Rapid
Deployment Tool from the Configuration page.

For more information, please see the Rapid Deployment Tool Guide at https.//www.beyondtrust.com/docs/privilege-
management/documents/windows-mac/pm-mac-rapid-deployment-tool.

Installer Parameters

The installer parameters include the following:

« TenantlD for your chosen method of authentication. This was recorded when PM Cloud was installed.

« InstallationID: Click Configuration > Adapter Installation to copy the Installation ID for the installer script.

« InstallationKey: Click Configuration > Adapter Installation to copy the Installation Key for the installer script.
o ServiceURI: The URL for your PM Cloud portal.

x Note: Do not include a port number or slash character on the end of the ServerURI.

For example, neither https://test.pom.beyondtrustcloud.com/ nor https://test.pom.beyondtrustcloud.com:8080/ will work.

o GrouplD: A computer must be added to a group as part of the PM Cloud onboard process. The group determines the policy
applied to a computer. A grouplD is automatically assigned to a computer during the adapter install if one is not provided.

For information on how to automatically assign and authorize computer groups, please see "Authorize and Assign Computers
to a Group" on page 27.
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Run the Installer

You must install the Mac adapter using Terminal.

To install adapters:

1. Go to Configuration > Adapter Installation to download the Privilege Management adapter installer.

2. Alsoon the Adapter Installation page, note the Tenant ID, Server URL, Installation Key, and Installation ID. You need these
required parameters for the installer script.

3. Navigate to the location of the adapter installer. By default this is the Adapterinstallers folder.
Mount the DMG.

5. From Terminal, run the installer command as shown in the example below with the parameters. The adapter installer launches.
Proceed through the installation wizard.

P Example:

sudo /Volumes/PrivilegeManagementConsoleAdapter/install.sh tenantid="750e85d1-c851-4d56-
8c76-b9566250cfld" installationid="95a10760-2b9%6-4a0e-ab65-ed7a5e8£1649"
installationkey="VGhpcyBzZWNyZXQgaTYzIGJ1ZW4gOmFzZTYOIGVuY29kZWQ="
serviceuri="https://test.ic3.beyondtrust.com" groupid="fcc4022e-12fa-4246-87w8-
0de9al483a68"

i For more information, please see "Authorize and Assign Computers to a Group" on page 27.

Uninstall Privilege Management for Mac

x Note: The uninstall scripts must be run from their default locations.

Uninstall Privilege Management
To uninstall Privilege Management locally on a Mac, run the following command:

sudo /usr/local/libexec/Avecto/Defendpoint/1.0/uninstall.sh

Uninstall the Mac Adapter

To uninstall the Mac adapter, run the following command. After running the uninstall script some related directories remain if they are not
empty, such as /Library/Application Support/Avecto/iC3Adapter.

sudo /usr/local/libexec/Avecto/iC3Adapter/1.0/uninstall ic3 adapter.sh
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Remove the Privilege Management Policy

To remove the policy once you have uninstalled Privilege Management, run the following command:

sudo rm -rf /etc/defendpoint

x Note: Do not remove the Privilege Management policy unless you have already uninstalled Privilege Management.

Add Azure URLs to Allowlist

Add the URL for your Azure region instance to the Allowlist to permit policy download.

Region
East US

Central US

West US

Canada Central

UK South

Germany West Central

North Europe

South Africa North

Central India

South East Asia (Singapore)

East Japan

Australia East

Allowlist URL

https://prdpmpolicyeastus.blob.core.windows.net

https://prdpmpolicy2eastus.blob.core.windows.net

https://prdpmpolicycentralus.blob.core.windows.net

https://prdpmpolicy2centralus.blob.core.windows.net

https://prdpmpolicywestus2.blob.core.windows.net

https://prdpmpolicy2westus2.blob.core.windows.net

https://prdpmpolicycanadacentral.blob.core.windows.net

https://prdpmpolicy2canadacentra.blob.core.windows.net

https://prdpmpolicyuksouth.blob.core.windows.net

https://prdpmpolicy2uksouth.blob.core.windows.net

https://prdpmpolicygermanywestce.blob.core.windows.net

https://prdpmpolicy2germanywestc.blob.core.windows.net

https://prdpmpolicynortheurope.blob.core.windows.net

https://prdpmpolicy2northeurope.blob.core.windows.net

https://prdpmpolicysouthafricano.blob.core.windows.net

https://prdpmpolicy2southafrican.blob.core.windows.net

https://prdpmpolicycentralindia.blob.core.windows.net

https://prdpmpolicy2centralindia.blob.core.windows.net

https://prdpmpolicysoutheastasia.blob.core.windows.net

https://prdpmpolicy2southeastasi.blob.core.windows.net

https://prdpmpolicyjapaneast.blob.core.windows.net

https://prdpmpolicy2japaneast.blob.core.windows.net

https://prdpmpolicyaustraliaeast.blob.core.windows.net

https://prdpmpolicy2australiaeas.blob.core.windows.net
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Configure the Privilege Management MMC PMC snap-in

. Tip: Setup information is available for the MMC snap-in on the Configuration page. On the sidebar menu, click
Configuration to view the details.

You need to install and configure the Privilege Management MMC on the machine you will use to administer PMC policy.

The installation packages differ based on your operating system:

o For 32-bit (x86) systems run PrivilegeManagementPolicyEditor_x86.exe.
o For 64-bit (x64) systems run PrivilegeManagementPolicyEditor_x64.exe.

For compatible versions, please see the Release Notes at https://www.beyondtrust.com/docs/release-notes/privilege-
management/index.htm.

Add and Configure the Privilege Management PMC Snap-in

You need to use the Privilege Management MMC PMC snap-in for the Microsoft Management Console (MMC) to manage policy for
computers managed by PMC.
To load the Privilege Management PMC snap-in for the MMC:

1. Run mmc.exe from the Start menu.

2. Click File > Add/Remove Snap-in and select Privilege Management Settings (PMC). Click Add.

3. Select the Privilege Management Settings (PMC) node and click PMC Connection under Settings.

Note: Ensure you install the Privilege Management Settings (PMC) snap-in, rather than the Privilege Management
Settings snap-in.

The next step is to configure the MMC to connect to PM Cloud.

Setting What to Enter

Connection

Server URL This is the URL for PMC with 443 in the Port field.
This is shown on the Finish tab of the deployment wizard.
For example, https://<customerhost>-services.pm.beyondtrust.cloud.com, where
customerhost is the instance hostname for your Privilege Management Console.

Tenant ID This can be located at Configuration > Settings > MMC Snap-In Installation in the PMC Portal.

Authorization Provider
URL This is the URL for PMC with /oauth appended to it.

For example, https://customerhost-services.pm.beyondtrust.cloud.com, where customerhost
is the instance hostname for your Privilege Management Console.
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Setting What to Enter

Identification

MMC Client ID This can be located at Configuration > Settings > MMC Snap-In Installation in the PMC Portal.
Client Return URI Enter http://defendpoint-mmc.com. This string does not resolve but needs to be as stated.
Amend token resource 1D Check this box. This string needs to be https://api.ic3.avecto.com. This string does not resolve but

needs to be as stated.

i For more information, please see "Configure PMC to Connect to the Policy Editor" on page 24.
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Configure PMC to Connect to the Policy Editor

Configure PMC to allow the Privilege Management MMC snap-in to communicate with the PMC services.

Select Configuration on the sidebar menu.

Under Settings, click MMC Snap-In Installation.

Click the Remote MMC client access toggle to enable the feature. Generate a new GUID and enter it here. Click the Refresh
button to generate a new GUID. Use the same GUID when you configure the MMC. This is the MMC Client ID in the MMC.

Once you have configured PMC, you must configure the Privilege Management MMC snap-in to communicate with it.

i For more information, please see "Configure the Privilege Management MMC PMC snap-in" on page 22.
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Confirm Connection to PMC

You should now confirm that you can access PMC from the Privilege Management MMC snap-in.

1. Click New Policy in the Privilege Management MMC snap-in. = e A e It st

e Management Settings (PMC)
ates (Local Computer)

Welcome  Tools

Certification Authoriie|

Learn More
Learn more about Endpaint Privilege Management

& PMCPolicy
.0 No PMC policy open
Re-open checked out policies
Browse all PMC policies

ste Enrolment Requests PMC Account

You are not signed in

ELREEREERREDREERRER
5

2. Enter your credentials for PMC when prompted, and then click Sign in.

3. When you click Create, you are prompted to enter a name for your policy. When you click PMC Policies, you are taken to a list of
policies in PMC.

Note: If you receive an error connecting to PMC, ensure you have entered the correct options in both PMC and the PMC
Privilege Management MMC snap-in.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 25

©2003-2023 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC:7/31/2023
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



PRIVILEGE MANAGEMENT CLOUD

I BeyondTrUSt 23.5 ADMINISTRATION GUIDE

Manage Computers

After the Privilege Management client software is deployed to a computer, use the Computers page to keep track of the computers
managed by PM Cloud. You can:

« Authorize and assign a computer to a group.

o Deactivate and delete a computer no longer in use.

+ Download logs for a computer to ensure proper communication between the computer and PM Cloud
o Assess computer health

« Change the group a computer is assigned to

« Check the status of the policy deployment. If a computer is not on the latest policy, you can drill down to policy details to determine
next steps.

Overview

When working on the Computers page, there are many Ul features
available so you only view relevant computers.

Privilege M: it —
Bl Console G sovmims C°’“P”tjjs SN}

COMPUTERS

o Use the Status filter to see disconnected or connected computers.
The first time a computer comes online, the computer shows as
Connected. A computer can stop communicating with PM Cloud
when it goes offline for any period (weekends, leave of absence

from work, etc). When the computer is back online the status N

automatically returns to Connected. Drill down to more details to - e .

learn more information about the health of the computer. 0 @ &
« Select from a list of computer filters, like policy status, authorization z : EEEEE Z

state, created on date.

Pge 1 oz b M 25 v itemsperpage Showing ftems 1 ma S

o Choose columns that you want to view in the main display.
» Access computer features on the menu to individually manage a computer

o Use the Show Computers with Duplicate Names to filter all computers with the same host name. Determine the most recently
active computer by the time in the Last Connected column.

i For more information on computer status, please see "Computer Settings" on page 150.

Assign Computers to a Group

Add computers to a computer group to organize computers that will receive the same policy. A computer group must already be created.

During the adapter install, computers are automatically assigned to a group with a status of Authorized.If a group ID is not assigned at
install time the default group is used.

You can change the group assignment if policy requirements change for a computer.

To assign a computer:

1. On the sidebar menu, click Computers.
2. Click the menu for a computer, and then select Edit Group Assignment.
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3. From the dropdown list, select a group, and then click Save Group Assignment.

i For more information on creating a group, please see "Create a Group" on page 30.

Authorize and Assign Computers to a Group

Starting in PM Cloud v. 23.4, Pending Activation is a deprecated computer state. However, there may be scenarios where a computer
might be in this state. In this case, follow the steps here to authorize the computer.

To authorize and assign computers in one step:

1. On the sidebar menu, click Computers.
Select the computers, and then select Authorize at the top of the page.

From the group dropdown list, select a group, and then click Assign. If you have not created any groups yet, you will see No
Group in the dropdown.

4. Ifyou have a Default group, it will be selected by default, otherwise you can select the group from the dropdown list. Click Assign.
A notification briefly flashes green at the bottom of the screen to indicate that PM Cloud has processed your request.

Deactivate Computers

As an administrator, you want to deactivate computers when a user is leaving the company or might be away on leave for some time.
Deactivating a computer removes that computer from PM Cloud analytics and the license count.

Deactivated computers are disconnected from PM Cloud and can no longer communicate with PM Cloud. You must reinstall Privilege
Management client software to reverse a deactivated state.

Only authorized computers can be deactivated.

To deactivate a computer:

Click Computers.

2. Select the menu for a computer, and then select Deactivate
Computer.

3. After a computer is in a deactivated state, you can delete the
computer from PM Cloud. Select the computer menu, and then
select Delete Computer.

4. Uninstall adapter and client software.

You can also set a time period, in days, to delete deactivated computers.

i For more information, please see "Computer Settings" on page 150.
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Assess Computer Status

To ensure computers are up to date and running properly, you can view
details on the computer which include, hardware and operating system
information, policy status, and logging information.

Privilege Management Com pute rs
Console [0 BeyondTrust > Home > Computers > Details

To get a quick at-a-glance view of recent activities on the computer, click
the Activity tab. You can see who accesses the computer, the event time,
and summary information on the action that occurred.

Summary Summary
System Hostname

o8 Group Name

Hardware
Type
Windows
Policy
os
Microsoft Windows 10 Pro
Logs
Domain
Activity
MAC Adaress

12/15/2022 8:04 AM

Lest Connected
01/16/2023 7:05 AM

Authorization Status
Deactivated

Dezctivation Type
Auto

Computer Deactivated
03/02/2023 4:30 AM

ComputerID

Check Policy Status
You can view the policy status on the main Computers page for each computer. If the status is Awaiting Latest Policy, drill down to see
more information about the policy on the Policy tab. The collected metrics include the current policy applied and the version.

If the computer is not receiving updated policies, go through the computer details to determine if there are connection issues with the
computer. The Logs tab, Activity tab, and OS tab might have helpful information to troubleshoot issues.

Download Logs

You can view and download logs to track activities between the computer and PM Cloud. This can be helpful to troubleshoot issues with
the computer. For example, you can see if a computer is successfully receiving incoming commands from PM Cloud.
There are two types of logs:

o Computer: Records all communication between PM Cloud and the computer.

« Command: Records the commands sent to the computer. The log information includes the command sent and whether the
command was received by the computer.

To access the logs:

1. Selecta computer.

2. Select View Computer Details , and then click Logs.

3. Select the Computer Logs tab or Command Logs tab.

4. To gather recent activity or if there are no logs, click Request Logs.
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Update Computer Information

If you are troubleshooting a computer problem or you want to make sure policy status is current, you want to be sure that you are viewing
the most recent information collected for that computer. To do this, select the computer, and then select Update Computer Details from
the menu.

View Computer Analytics

Open a host report to view analytics on the computer activity and includes:

« Applications that have been run
* Running processes

o Users accessing the computer
« Logon activity

The host report can also be accessed from the Events > All report.
To view computer analytics:

1. On the sidebar menu, click Computers.
2. From the menu for a computer, select View Analytics.

Clear a Computer from a Group

Since policies are assigned to groups rather than to individual computers, if you clear a computer from a group, the policy on that
computer is also cleared. The policy assignment to the wider group is not affected.

1. On the sidebar menu, click Computers.

2. Find the computer, and then select Edit Group Assignment from the menu.
3. Click Clear Group Assignment.
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Manage Computer Groups

Use a computer group to organize computers that will be assigned the same policy. For example, create a computer group and add the
computers that will use a high-flexibility workstyle. Assign users like your system administrators to this workstyle.

On the Computer Groups page, you can: -
Consele. Biveros

Computer Groups Q Search o

« Create, edit, and delete groups S
« View policy status
o Set the default group

« Setand edit the policy assigned

Create a Group

x Note: A standard user requires delegated access to the Computer Groups page. For more information, see "Review PM
Cloud Roles" on page 33.

Create a computer group to assign a policy to more than one computer.

On the sidebar menu, click Computer Groups.
2. Click Create Group.

Enter a Group Name. The Description field is optional. At any time, click the menu, and then select Edit Properties to edit the
group name and description.

Click Create Group. Your group is created and appears in the list.
5. After a group is created, you can set it as the default group. Select a group name, and then select Set as Default from the menu.

When computers are added to PM Cloud, they are automatically added to the default group.

i For more information, please see "Create Groups and Assign Policy" on page 12.

View Group Details

You can view details on a group which include, name, group ID, create date, and policy information.

To get a quick at-a-glance view of recent activities on the group , click the Activity tab. You can see who accesses the group, the event
time, and summary information on the action that occurred.
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1. Onthe sidebar menu, click Computer Groups. Bk Computer Groups o "

2. Selectagroup, and then select View Group Details from the
menu. You can also click the name of the group in the grid.

GROUP DETAILS < Properties

Properties Name
—

Users Descripron
Activity Group D

Crezcad
01/0472023 9:09 AM
Policy Name

ATest

ssignes

02/09/2023 7:46 AM

Policy Rev
On Latest

Detauit
false

Check the Policy Assigned Date

If you are investigating a computer with a policy status of Awaiting Policy, check the date and time a policy was assigned to the group on
the Group Details panel. The Assigned Date displays the most recent policy assignment.

The Assigned Date can help you determine when computers are out of compliance. You do not want computers in a Awaiting Policy state
for longer than 1-2 days.

Edit Group Properties

Changing the name or description does not affect the computers that are added to the group, or the policy delivered to those computers.

1. On the sidebar menu, click Computer Groups.
2. Click the group, and then select Edit Group from the menu.
3. Change the Group Name, and Description, and then click Save Group.

Assign a Policy to a Group

Assigning a policy to a group allows you to manage computers in that group with the policy.

On the sidebar menu, click Computer Groups.
Click the group, and then select Edit Policy Assignment from the menu.
In the Edit Policy Assignment panel, select a policy, and then select a revision.

Ll

Click Save Policy Assignment. A prompt briefly appears and flashes green to indicate that PMC has processed your request.

Clear a Policy from a Group

A computer is no longer controlled by policy when the policy is cleared from the group.

1. On the sidebar menu, click Computer Groups.
2. Click the group, and then select Edit Policy Assignment from the menu.
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3. Click Clear Policy Assignment.
4. You are notified how many computers will be affected by the change. To proceed, click Clear Policy Assignment.

Delete a Group

You can only delete groups that do not have any computers assigned to them. Groups can be deleted if they have a policy assigned to
them.

1. On the sidebar menu, click Computer Groups.

2. Click the group, and then select Delete from the menu.

3. You are prompted to confirm the decision. To proceed, click Delete Group.
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Manage User Accounts

As a PM Cloud administrator, you can add users that will be working in the various areas of the application. You can add users based on
roles and responsibilities:

« Security administrators to look after policy
« |IT administrators to look after configuration like SIEM integration or ServiceNow integration

For example, in an international corporate infrastructure, IT administrators might be assigned assets based on region. In this scenario,
organize computers regionally in groups and the assign the IT administrator in that region to that group.

When creating accounts, consider the responsibilities of the user and use the role based access model of PM Cloud to create groups and
assign roles.

Overview

There are two parts to setting up a user account:

o User profile: Add information like email address and general information.
+ User type: Determine the role and responsibilities of a user. There are two user types:

o Administrator: An administrator can access all areas of PM Cloud. An administrator user does not require any
additional setup for roles and resources, as this account can access and manage all areas of the system.

o Standard User: A standard user has delegated access based on the role of the user.
In the role-based access control (RBAC) system, the role assigned to a Corsoe Gperrs Home ase e
user dictates the features the user can access.

Main menu items and icons that appear on the left depend on the role WELCOME 0 PRIVILEGE MANAGEMENT ConsoLE
assigned to a user. For example, if you only assign access to policies for a T———— R
standard user, when logging in the user sees only the Home and Policies
menu items.

Review PM Cloud Roles

Learn more about the access roles available in PM Cloud.

Computer Groups Roles

The following computer group roles can be assigned to a standard user, for either all groups or individually selected groups.
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Role Menu access to Description
Assign Policy to Group Home, Policies, and | User can view policies and computer groups, and assign policies and
Computer Groups revisions to selected computer groups.
Analyze Group Home, Computer User can view data analytics for selected computer groups.
Groups and Analytics

Access to Analytics 1.0 is restricted. A user requires the Analyze Groups
permission for all groups for a user to see Analytics 1.0.

Create Groups Home and Computer | User can create, edit, and view selected group properties.
Groups

Edit Group Home and Computer  User can view and edit selected computer group properties.
Groups

View Group Home and Computer | User can only view selected computer groups. This option is automatically
Groups selected when any of the other options are selected.

Policies Roles

The following policies roles can be assigned to a standard user, for either all policies or individually selected policies.

Role Access to Description
Create Policies Home and User can create, edit, and view selected policies.
Policy
Edit Policy Home and User can view and edit selected policies.
Policy
View Policy Home and User can only view selected policies. This option is automatically selected when the
Policy edit option is selected.

Configuration Settings Access

As an administrator, delegate access to configuration settings so that the user only sees the resources they need access to. A standard
user can be assigned edit and view permissions on each of the configuration areas of PM Cloud.

Assign a standard user the Edit Setting permission when they need to access and change settings for a particular configuration setting.
A standard user can see but not interact with settings when assigned the View Setting permission.

The user will not see the configuration setting if neither edit nor view is selected.

x Note: The About configuration setting cannot be assigned edit permissions. All standard users can see About information but
they cannot change the information on the About page.

Automatic Role Mappings on Upgrade

When upgrading from PM Cloud 22.7 and earlier to version 22.8 and later, existing roles will be mapped as follows.
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22.7 and Earlier Role 22.8 and Later Role and Access

Administrator Administrator

Computer Administrator Group Editor and Viewer, Policy Viewer and Assigner

Policy Administrator Group Viewer, Policy Editor, Policy Viewer, Policy Assigner, Analytics
Policy Editor Group Viewer, Policy Editor and Viewer, Analytics

Standard User Group Viewer, Policy Viewer, Analytics

Automation Client Automation Client

For more granular access, you can manually edit users and assign access to computer group and policy records.

Before Creating User Accounts

Before adding accounts, you need to get the following in place:

o All users that you want to add to PM Cloud must exist in your authorization provider. Currently, Azure B2B and OpenID Connect
are supported providers.

« Add a domain that can receive email notifications from PM Cloud.

L]
1 For more information, please see:

o "Register an Azure Tenant" on page 178
o "Configure OpenlID Connect"on page 161
e "Add a Domain"on page 151

Create a User Account

Once the initial administrator account is created and authorized, you can create additional user accounts in PM Cloud with whichever roles
are needed. You can also create future accounts with the Administrator role by following the same process outlined below.

To create a user account:
On the sidebar menu, click Users.

Click Create User.

Choose whether you want to create the user from a blank user profile or base it on an existing user profile.

L h o=

To use an existing profile, select a user from the list, then proceed to the User Details section. Later, you can review the profile's
Roles and Resources setup, or modify it as needed.

5. Inthe User Profile section, enter general account information, like email address and time zone.

Tip: You can click Create User after this step. If you create a standard user account without assigning any resources, the user
can log in to PM Cloud, but cannot access any resources. A message indicates to contact their administrator to request access
to PM Cloud. It is better to continue with the following steps and grant some access to the new user.
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Click Next: Roles and Resources.
In the Roles and Resources section, select a user type:
« Administrator: The user can access and manage all areas of the system. Click Create User to complete the process.
« Standard User: The user can only access and manage resources that you identify in the next steps.
8. Under Computer Groups, select either All Computer Groups, or select individual groups and roles.

« Ifyou select All Computer Groups, select one or more roles from the Computer Groups Role list. The user will have the
role(s) across all existing and future computer groups. The View Groups role is automatically selected with any of the
other options.

« If you want to select individual groups and roles, check the boxes for the roles to associate with each group selected. You
can shorten the list by selecting the Name filter option, and then typing into the Name box.

9. Under Policies, select either All Policies, or make individual policy and role selections.

« If you select All Policies, select one or more roles from the Policies Role list. The user will have the role(s) across all
existing and future policies. The View Policies role is automatically selected with any of the other options.

« If you want to select individual policies and roles, check the boxes for the roles to associate with each policy selected. You
can shorten the list by selecting the Name filter option, and then typing into the Name box.

10. Under Settings, select the configuration items the user needs access to.
11. Click Create User.

An email notification is sent to the user. The user must click the Get Started button to go to the invitation landing page. After
clicking Accept, the user can log on to PM Cloud using their credentials.

Resend User Invites

An email invitation can be resent to a user that has not accepted their invite to the PM Cloud portal.

On the Users page, select the user, and then select Resend Email Invite.

x Note: There is no limit on how many times an invitation can be sent to a user.
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View User Account Details

You can view information about a user account such as: email address,
create date, and status.

To get a quick at-a-glance view of recent activities for a user, click the
Activity tab. You can see the event time, audit type, and summary
information on the action that occurred.

The information displayed on the User Details page varies depending on
the user role and responsibilities.

Change the properties for a user account such as email address, date
format, and time zone. The changes will take effect the next time you log on

Privilege Management
Console ) BeyondTrust:

AA@GMAIL.COM

USER DETAILS
About User
Assigned Groups
Assigned Folicies
Assigned Settings

Activity

PRIVILEGE MANAGEMENT CLOUD

23.5 ADMINISTRATION GUIDE

Users Q@ o

> Home > Users > Details

About User

Email Address
2a@gmailcom

Date Format
31/12/2020 1435

Time Zone
(UTC -04:00) America/Halifax

Language
English (US)

Created

01/04/2023 9:13 AM

to PM Cloud. You can also change these properties from the user account
menu.

Last Logged In

status
Enabled

Remove Access for a User

Disable a user account when they no longer require access to PM Cloud or if they leave the company.

1. Go to the Users main page.
2. Select the user account, and then select Disable from the menu.

If you need to reinstate the user account, select Enable from the menu to reverse the action.

Edit Roles and Resources for a User Account

As an administrator user, you can edit roles and resources for a user account.

On the sidebar menu, click Users.

Locate the user account you want to edit. Use the filter option to quickly reduce the list size.

Select Edit User from the menu. You can also click the email address of the user in the grid to access the panel.
Click Next: Roles and Resources.

o wDh =

Make the role and resources changes, and then click Save Changes.

Privilege Management

If you remove all access for a standard user account, the user can log in to Consote o Home e o
PM Cloud, but cannot access any resources. A message indicates to
contact their administrator to request access to PM Cloud.

WELCOME TO PRIVILEGE MANAGEMENT CONSOLE
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Policies

On the Policies page, you can see and action current policies.

The Polices page also provides access points to the Policy Editor where you configure the policy.

Overview

On the Policies page, B e varesenent olicies

o Create a policy

POLICIES

v

« View policy details where you can keep track of policy revisions and
drafts

« Assign a policy to a computer group

+ Revert and discard changes to a policy
+ Delete a policy

We recommend using PM Cloud Policy Editor to manage your policies. However, you can use Privilege Management MMC Policy Editor.
Import the policy using the import policy feature in Utilities.

Create a Policy

There are different ways to create and edit a policy:

¢ Use the PM CloudPolicy Editor.
o Use an XML file that contains policy configuration.

Note: A standard user requires delegated access to the Policies page. For more information, see "Review PM Cloud Roles"
on page 33.

Use the Policy Editor

Use a quickstart template for macOS or Windows to get started. You can then customize the template to suit your requirements.

1. Goto Policies.
2. Click Create Policy.

3. Select one of the following:

* QuickStart for Windows: A template with Workstyles, Application Groups, messages, and Custom Tokens already
configured.

« QuickStart for Mac: A template with Workstyles, Application Groups, and messages already configured.

« Server Roles: The Server Roles policy contains Workstyles, Application Groups, and Content Groups to manage different
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server roles such as DHCP, DNS, IIS, and Print Servers.
» Blank: Select to create a policy without any existing framework. There are no preconfigured settings in this template.
4. Enter a name and description.
5. Click Create Policy.

The Policy Editor opens to the Workstyles page. At this point, configure the Workstyle, Application Groups, Application Rules, and other
policy configuration as required for your organization.

i For more information about Quickstart templates, please see "Use Quickstart Templates"” on page 45.

Upload a File to Create Policy

You can upload an XML policy file in PMC when you first create the policy.

To upload an XML file for a new policy:

1. Goto Policies. -
) . = Windows “~  IMPORT POLICY
2. Click Create Policy.
. . . Workstyles (5) v Import an XML file containing the policy configuration.
3. Select a policy template and enter policy details. @ Merge policy
. . Application Groups (10) v
4. Click Create Pollcy. Q overwrite Policy
T . Content G )
5. Select Utilities > Import Policy. e
6. Choose either Merge Policy or Overwrite Policy and click the box Messages () o)
to import your XML policy. You can also drop the file to upload in the & macos “
box.
3% utilities ~

7. Click Upload File.

Licenses (0)

| Import Policy

Edit a Policy

When you edit a policy, the policy is locked. Other policy administrators cannot access the policy to change the properties when the status
is Locked.

1. After you finish all updates to the policy, click Save & Unlock to save a new revision of the policy.
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2. (Optional). On the Save & Unlock dialog box, you can enter

X - SAVE & UNLOCK >
Annotation notes about the policy changes. You can also check
the Assign latest revision to affected groups box to assign the Annotation notes (options)
IateSt reViSion tO groups the po“Cy iS Currently aSSigned tO. If you This policy is currently assigned to one or more groups. Do you want to assign the latest revision?
SeleCt th|S Opt|0n: Assign latest revision to affected groups
o (Optional). Use the filter option to filter by Group Name,
Computers, or Revision. Y frerey -
« To apply the revision to all groups listed, at the top left of the 1 item (1 selected )
list, check the All box next to the Group Name heading. Group Name a Computers Revision
* You can also select Group Names individually, by checking EDL TestGroup e 3 .
the bOX at the |eft Of eaCh gl’OUp. Page ‘\7 of 1 100 ~ items per page 1-10f1items

3. Click Save & Unlock.
4.

On the sidebar menu, click Policies.

5. Click the policy, and then select Edit & Lock Policy (or Edit Policy, if the policy is unlocked). You can also just click on the policy
name.

On the Policy Editor page, go to the policy property you want to change, and edit.
Click Save to save a draft of the policy. Clicking Save allows you to keep the Policy Editor open to continue editing the policy.

Edit a Policy XML File

You can change the properties of a policy using the XML file and a tool of your choice.
To edit a policy XML file:
Go to Policies.

Find the policy, and select Download Latest Revision from the menu.
Change the properties.

> nh o=

After you finish changes, on the Policies page, select the policy, and then select Upload Revision. The updated policy is
recognized as a new revision based on a unique identifier in the XML. Each time the same policy is checked in, the revision of the
policy is incremented.

5. Import the policy. You can merge with the existing or overwrite. If the XML does not pass validation, then the policy is not
uploaded.

6. Onthe Auto Assign Policy to Groups dialog box, select the groups to update with the new policy revision.
7. Select Apply to Groups.

Assign a Policy to a Group

1. GotoPolicies.

2. Find the policy, and then select Assign Policy to a Group from the menu.

3. Inthe Assign Policy to a Group panel, select the revision for the policy you want to assign, and then select the group.

4. Click Assign Policy.
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View Policy Details

On the View Details page for a policy, you can download policy revisions, see the check-in and discarded date and time, see the users
with policy permissions, and review activity auditing on the policy.

Auditing activity includes audit type, the user accessing the policy, and a summary of the activity.

To access policy details:

1. Goto Policies.

2. Click the policy, and then select View Computer Details from the menu.

Policy Revisions and Drafts

You can review the history of revisions and drafts on the policy Revision History page.

1. Click the policy, and then select Revision History from the menu. You can also just click on the policy name.
2. Click the Revisions or Drafts option to view more information about the changes to the policy.

Promote a Policy

If you change a policy and you want to discard those changes, you can promote a previous version of the policy.

To promote a previous version of a policy: P = 9

TESTWIN §

Go to Policies.
POLICY DETAILS <

2. Find the policy, and then select View Policy Details from the
menu.

3. Click Revisions.

Find the revision that you want to use, and then select Promote to
Latest Revision.

On the Promote Policy to Latest Revision dialog box, you can add notes for future reference.

If the policy is already applied to certain groups, you can choose to apply the latest revision now by checking the Yes, auto assign
latest revision to group(s) box.

IMPORTANT!

To auto-assign a policy revision to one or more groups, you must be an administrator user or a standard user with permissions to all
the groups that are affected by the policy. If you have insufficient access permissions, the auto-assign policy feature is not accessible.

7. Click Promote to Latest.

1 For more information on roles and permissions, see "Review PM Cloud Roles" on page 33.
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Delete a Policy

Delete a policy when it is no longer needed.
When deleting a policy:

» The policy must be unlocked. The Delete option is not available when the policy is locked.

« Ifthe policy is assigned to one or more groups, then you can select a different policy and revision. If you do not select another
policy, then groups are no longer controlled by policy.

To delete a policy:

1. Goto Policies.
2. Find the policy, and then select Delete from the menu.
3. Click Delete Policy.

Unlock a Policy
A policy locked by a user can be unlocked. The policy is reverted to the previous version. After unlocking the policy, the user account that
locked the policy can no longer save or check in changes to that policy.
You can follow these steps when a policy is checked out using the MMC snap-in.
You must be an Administrator or Policy Administrator.
To unlock and discard the changes to a policy:
1. Goto Policies.

2. Find the policy, and then select Revert & Discard Changes from the menu.
3. Click Revert & Discard.

Edit Policy Properties

You can change the name and description for a policy.

The policy must be unlocked to change the properties (except if you are the one who locked the policy). When a policy is locked, the Edit
Policy Properties fields are not available.
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1. Goto Policies. . . )
2. Find the policy, and then select Edit Properties. Edit P0||Cy Propert|es >
3. After changing the details, click Save Policy Properties. Policy Name

‘ EDL-TestWin ‘

Policy Description

‘ WindowsTest ‘

SAVE POLICY PROPERTIES DISCARD CHANGES

Test a Policy

Starting in version 23.1, an application rule or application definition can be enabled or disabled. If you are a policy administrator, you can
create a policy and test the configuration on computers. Enable the rule or definition to test the policy. Disable the rule or definition until
you are ready to roll out the policy to your production environment.

Workflow:

o Create your app rule or app definition.

« Setto Disabled.

« When ready for testing, enable the rule or definition.
« Save the change to the policy.

« Push the policy to your computers.

o Access your test computer to verify the policy works.

Available on Windows and macOS policies.

To enable or disable an application rule:

1. Go to Application Rules.

Privilege Management lici
lege. Policies Q searen o

[ + o » ol » 05t

e - |

8 windows

& macos

2. Find the rule, and then select Enabled or Disabled from the menu.

APPLICATION RULES

Worksyes )

To enable or disable the application definition:
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1. Go to the Application Group. B oo vamasement | Policies

Bl Console oo 2 s °

> Home > poicies > 0SLITost

2. Select Enabled or Disabled from the menu. « ] o

e —) APPLICATIONS

Aotz - Medum Fextity ©) V terty

© © S m & I
Authorize udo Commnds- General )

Acthoize Sudo Commnds - HighFeiity
o

Block- Applcatons 23)

vvvvvvvvv Business Appcaions )
Tesing Apps @)
Tesing Touch D (4 [N

Messages (1) v

3 vuives V4« pager o1 » » 100 v itemsper page 1-20120

L]
1 For more information, please see

» "Application Rules" on page 52
o "Application Groups" on page 60
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Use Quickstart Templates

To get started quickly, create a new policy using either the QuickStart For Windows template or the Quickstart For Mac template.

Both QuickStart templates for Windows and Mac policies contain Workstyles, Application Groups, Messages, and Custom Tokens
configured with Privilege Management and Application Control. The QuickStart policy is designed from BeyondTrust’s experiences of
implementing the solution across thousands of customers, and is intended to balance security with user freedom. As every environment is
different, we recommend you thoroughly test this configuration to ensure it complies with the requirements of your organization.

i For more information about creating and managing policy, please see "Policies" on page 38.

Customize the QuickStart Policy

Before deploying the QuickStart policy to your users, you need to make some company-specific customizations to the standard template.
At a minimum you need to:

« Configure the users or groups that can authorize requests that trigger messages.

« Assign users and groups to the high, medium, and low flexibility Workstyles.

« Populate the Block - Blocklisted Apps Application Group 