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BeyondTrust Privilege Management for Windows and Mac pairs powerful least privilege management 

and pragmatic application control capabilities, delivering fast, unmatched preventative endpoint 

security. Grant the right privilege to the right application – not user – only when needed and create a 

single audit trail. Prebuilt policy templates stop attacks involving trusted apps, addressing bad scripts 

and infected email attachments immediately. Application control, allow lists, and exception handling 

provide granular control over what users can install or run, and what applications can execute. 

Operationalize quickly with our QuickStart feature and simplified deployment models, for fast time-to-

value and streamlined compliance.  

Please see the release notes for additional details on these important enhancements. 

Release Highlights 

New Feature: Endpoint Connection Status 

When managing a complex estate, it’s vital to understand the connection status of your endpoints to 

Privilege Management. If an endpoint becomes disconnected from Privilege Management, it cannot 

receive policy updates, and its activity will not be visible in the Analytics or Auditing functionalities. This 

can cause a headache for IT and security teams as well as jeopardize the protection and compliance of 

the organization.  

In release 23.2, we’ve introduced endpoint connection statuses. Now, on the homepage of the Privilege 

Management Console, you’ll see a Computer Status Summary section. This shows the total number of 

computers in your estate, the number of those computers that are connected to Privilege Management, 

and the number that are disconnected. The connection status of each individual computer can be seen 

in the Computers tab along with the number of days disconnected for those computers that are 

disconnected from Privilege Management. In the Computer Settings section of the Settings tab, you can 

customize the number of days that a computer needs to be disconnected from Privilege Management in 

order for its status to change to disconnected.  

With endpoint connection statuses, organizations now have a convenient, real-time way to monitor the 

connection status of all the endpoints in their estates, enabling quick detection of disconnected 

endpoints and a fast path to remediation.  

https://www.beyondtrust.com/docs/release-notes/privilege-management/index.htm


 
 
 

 

 

Figure 1 – The homepage of the Privilege Management Console now includes a Computer Status Summary, where you can see 

how many computers are connected and disconnected within your estate 

 

Figure 2 – The connection status of each computer can be seen in the Computers tab along with the number of days 

disconnected for those computers that are disconnected from Privilege Management   

 



 
 

Beta Feature: Event Details in Analytics v2  

Last year, in release 22.10, we introduced the first stage of Analytics v2, an upgraded beta version of the 

analytics functionality within Privilege Management. In release 23.2, we’re introducing new functionality 

that will enable you to dig deeper into the details of each event captured by Privilege Management.  

Now, when viewing the events list in Analytics v2, you can select an event to view its details. This will 

show all of the information that Privilege Management has captured for that individual event, including 

things like application, publisher, version, hash (SHA-1), and much more. This new feature will give you 

easy access to the fine-grained details of your users’ privileged events, allowing you to monitor your 

estate more closely.  

Analytics v2 is built on entirely new technology, which provides improved scale and performance, so you 

can get the data and insights you need to monitor your estate and improve your least privilege posture 

fast. You can enable the Analytics v2 beta via the Analytics v2 switch in the top right corner of the 

Analytics page. The full release of Analytics v2 is on the roadmap for mid-2023.  

 

 

Figure 3 – You can now see all of the information that Privilege Management captures for each event through the Event Details 

page.  



 
 

New Feature: Computer Duplication Filtering 

When managing a complex organization, the list of computers in your estate can get complicated fast. 

Duplicate computer names make it difficult to find recently created computers. In release 23.2, we’re 

introducing a Show Computers with Duplicate Names switch at the top of the computer list. By default, 

this switch will be set to OFF and duplicate computer names will be removed from the computer list, 

showing you only the computers that were most recently connected in the case of a duplicate. When 

switched ON, you will be able to see all computers, including duplicates.  

This new feature will help to clean up your computer list, filtering out duplicates and allowing you to 

find the computers you need quickly.  

 

Figure 4 – A Show Computers with Duplicate Names switch has now been added to the computers list, filtering out duplicate 

computer names. 

Enhancement: Windows Server Core Support 

With release 23.2, Privilege Management now fully supports Windows Server Core operating system. By 

expanding the list of supported operating systems, organizations will now be able to fully achieve least 

privilege across their Windows server deployments and have the flexibility to run the operating system 

of their choice.   

About BeyondTrust  

BeyondTrust is the worldwide leader in intelligent identity and access security, empowering 

organizations to protect identities, stop threats, and deliver dynamic access to empower and secure a 

work-from-anywhere world. Our integrated products and platform offer the industry's most advanced 

privileged access management (PAM) solution, enabling organizations to quickly shrink their attack 

surface across traditional, cloud, and hybrid environments.  

 

BeyondTrust protects all privileged identities, access, and endpoints across your IT environment from 

security threats, while creating a superior user experience and operational efficiencies.  With a heritage 

of innovation and a staunch commitment to customers, BeyondTrust solutions are easy to deploy, 



 
 
manage, and scale as businesses evolve. We are trusted by 20,000 customers, including 75 of the 

Fortune 100, and a global partner network. Learn more at www.beyondtrust.com. 

http://www.beyondtrust.com/

