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BeyondTrust Privilege Management for Windows and Mac pairs powerful least privilege management
and pragmatic application control capabilities, delivering fast, unmatched preventative endpoint
security. Grant the right privilege to the right application — not user — only when needed and create a
single audit trail. Prebuilt policy templates stop attacks involving trusted apps, addressing bad scripts
and infected email attachments immediately. Application control, allow lists, and exception handling
provide granular control over what users can install or run, and what applications can execute.
Operationalize quickly with our QuickStart feature and simplified deployment models, for fast time-to-

value and streamlined compliance.

Please see the release notes for additional details on these important enhancements.

Release Highlights

Beta Feature: Analytics v2

Understanding your users’ activity is not only important for day-to-day management of your estate but
is also vital to successfully implementing least privilege, achieving compliance, and streamlining forensic
investigations. You need easy, quick access to intuitive analytics and reporting on all the endpoints in
your estate.

In release 22.10, we’re introducing the first stage of Analytics v2, a new, upgraded version of the
analytics functionality within PM Cloud. Analytics v2 is built on entirely new technology, which provides
improved scale and performance, so you can get the data and insights you need to monitor your estate
and improve your least privilege posture fast.

With release 22.10 Analytics v2 allows you to access events and analytics data on a computer group
basis. You can customize your reporting with filters and columns, which can be saved and returned to.

These updates are the first stage in the process of fully releasing Analytics v2, currently on the roadmap
for mid-2023. Analytics empower your organization to understand and react to your users and their
activity. With Analytics v2, we're giving you the tools to do that with even more speed, scale, and

granularity, regardless of the size of your organization.


https://www.beyondtrust.com/docs/release-notes/privilege-management/index.htm
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In Case You Missed It: Release 22.9

In late November, we launched release 22.9 for Privilege Management for Windows and Mac and
Privilege Management Cloud. In case you missed it, here is a brief overview of a few key features in that
release:

e Windows Hello Support for Privilege Management Prompts: Organizations that have enabled
Windows Hello can allow their end users to use their PIN or biometric data when authenticating
in response to a Privilege Management pop-up prompt.

e Agent Protection — Core File and Driver Protection: Admins are now prevented from tampering
with or deleting the core files that are responsible for installation of the Privilege Management
agent on an endpoint.

o Deduplication via Unique Endpoint IDs: Now every endpoint within your estate will
automatically be assigned a unique ID. This new feature simplifies the experience of managing
your estate and eliminates errors that could cause problems for your organization.

Learn more about all of the features in release 22.9 in the What’s New document.

About BeyondTrust

BeyondTrust is the worldwide leader in intelligent identity and access security, empowering
organizations to protect identities, stop threats, and deliver dynamic access to empower and secure a
work-from-anywhere world. Our integrated products and platform offer the industry's most advanced
privileged access management (PAM) solution, enabling organizations to quickly shrink their attack
surface across traditional, cloud, and hybrid environments.

BeyondTrust protects all privileged identities, access, and endpoints across your IT environment from
security threats, while creating a superior user experience and operational efficiencies. With a heritage
of innovation and a staunch commitment to customers, BeyondTrust solutions are easy to deploy,
manage, and scale as businesses evolve. We are trusted by 20,000 customers, including 75 of the
Fortune 100, and a global partner network. Learn more at www.beyondtrust.com.



https://www.beyondtrust.com/docs/archive/privilege-management/windows-and-mac/22-9/pmwm-cloud-whats-new-22-9.pdf
http://www.beyondtrust.com/

