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Privilege Management for Windows & Mac 22.1
New and Updated Features – February 22, 2022
BeyondTrust Privilege Management for Windows & Mac pairs powerful least privilege management and
pragmatic application control capabilities, delivering fast, unmatched preventative endpoint security.
Grant the right privilege to the right application – not user – only when needed and create a single audit
trail. Prebuilt policy templates stop attacks involving trusted apps, addressing bad scripts and infected
email attachments immediately. Application control, allow lists, and exception handling provide granular
control over what users can install or run, and what applications can execute. Operationalize quickly
with our QuickStart feature and simplified deployment models, for fast time-to-value and streamlined
compliance.
Please see the release notes for additional details on these important enhancements.

New Features and Enhancements
New Policy Editor for BeyondInsight
For customers using BeyondInsight, we have upgraded the interface that matches the Cloud experience
with our new Policy Editor. This provides a vastly improved user experience, making policy management
faster, easier, and more intuitive.

New Policy Editor in the BeyondInsight Platform

Updated Management API
This release updates the Management API. The Privilege Management Cloud (PM Cloud) Management
API serves as a method for customers to interact with PM Cloud in their own custom applications, as a
user would through the Portal front-end.
Updates to Policy in this release include:
• Retrieve Policy
• Retrieve Policy Detail
• Update Policy Properties
• Assign Policy to Group
• Remove Policy from Group
• Deploy Policy to List of Computers
• Download Policy Revision
• Delete Policy
• Revert and Discard Policy Changes
Updates to Endpoints in this release include:
• Retrieve User List
• Retrieve Role List
• Retrieve User
• Retrieve Role
• Create User
• Update User
• Disable User
• Resend Email Invite

Azure AD Filtering in BeyondInsight
Now Privilege Management for Windows & Mac customers that use BeyondInsight can use Azure Active
Directory groups to apply filters and rules.

Azure Active Directory Filtering in BeyondInsight

MFA Suppression
The need for an end user to confirm their identity using an MFA token can now be suppressed for a
specified period. This helps with customers who regularly need to perform multiple, repeated elevated
actions to avoid what has been described as "token fatigue."

Updates for OpenID Configurator
Users can now:
1. Use the PM Cloud Portal to migrate from Microsoft B2B authentication to OIDC authentication
2. Use the PM Cloud Portal to change their OIDC information, like Client Adapter which often has
password expiry rules in play

Other Enhancements
•
•
•
•
•

Removal of Log4j
Support for OAuth in Privilege Management for Mac
Allow authorization of Console.app on MacOS
Link from Client & Adaptor Summary to Computers Grid
Web Policy Editor:
o Updated messaging in Web Policy Editor

o Allow users to search for applications within application groups
o Allow advanced agent configurations

About BeyondTrust
BeyondTrust is the worldwide leader in Privileged Access Management (PAM), empowering
organizations to secure and manage their entire universe of privileges. Our integrated products and
platform offer the industry's most advanced PAM solution, enabling organizations to quickly shrink their
attack surface across traditional, cloud, and hybrid environments.
The BeyondTrust Universal Privilege Management approach secures and protects privileges across
passwords, endpoints, and access, giving organizations the visibility and control they need to reduce
risk, achieve compliance, and boost operational performance. Our products enable the right level of
privileges for just the time needed, creating a frictionless experience for users that enhances
productivity.
With a heritage of innovation and a staunch commitment to customers, BeyondTrust solutions are easy
to deploy, manage, and scale as businesses evolve. We are trusted by 20,000 customers, including 70
percent of the Fortune 500, and a global partner network. Learn more at www.beyondtrust.com.

