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New and Updated Features — August 19, 2021

BeyondTrust Privilege Management for Windows & Mac (PMWM) is a preventative endpoint security
solution that removes excessive admin rights, applies modern application control, enables passwordless
administration, and gives users just enough privileges to do their jobs and be productive. Available on-
premises or Saas, the solution blocks malware and ransomware and protects against both external and
internal threats. Utilizing QuickStart policies, organizations receive rapid time-to-value.

This release provides updates to the ServiceNow and SIEM integration, plus more usability

enhancements.
Please see the release notes for additional details on these important enhancements.

New Feature Highlights — Privilege Management Cloud (PM Cloud)

Enhanced approval options for ServiceNow Integration

Following the recent new integration with ServiceNow, this update introduces new options for

service desk staff to restrict access to user requested applications. If the request is being approved, the
ServiceNow ticket now lets you choose a time limit in hours or days, for how long the user is allowed to
use the application before the approval automatically expires. Once approved, access limits begin from
the first time the user opens the application.

Enhanced audit event options for SIEM Integrations

Expanding on the SIEM integration that was recently released, users now have the option to send
Activity Audit data from the console to a configured S3 bucket to get data into the SIEM tool.

Exporting event data in ECS format makes it much easier for customers to get audit event data into their
Elastic platform.

General Policy Management Improvements

e Easily Revert back to a previous policy revision if you made changes that you want to discard.
e Efficiently assign new revisions of a policy, with a new workflow that is currently in use, to an
endpoint, allowing time saving and reduction in errors.


https://www.beyondtrust.com/docs/release-notes/privilege-management/index.htm
https://www.beyondtrust.com/blog/entry/beyondtrust-introduces-servicenow-integration-with-privilege-management-for-windows-mac

)] BeyondTrust

About BeyondTrust

BeyondTrust is the worldwide leader in Privileged Access Management (PAM), empowering
organizations to secure and manage their entire universe of privileges. Our integrated products and
platform offer the industry's most advanced PAM solution, enabling organizations to quickly shrink their
attack surface across traditional, cloud, and hybrid environments.

The BeyondTrust Universal Privilege Management approach secures and protects privileges across
passwords, endpoints, and access, giving organizations the visibility and control they need to reduce
risk, achieve compliance, and boost operational performance. Our products enable the right level of
privileges for just the time needed, creating a frictionless experience for users that enhances
productivity.

With a heritage of innovation and a staunch commitment to customers, BeyondTrust solutions are easy
to deploy, manage, and scale as businesses evolve. We are trusted by 20,000 customers, including 70
percent of the Fortune 500, and a global partner network. Learn more at www.beyondtrust.com.
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