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Privilege Management for Windows ePO Extension Installation

Privilege Management for Windows combines privilege management and application control technology in a single, lightweight
agent. This scalable solution allows global organizations to eliminate admin rights across the entire business.

Actionable intelligence is provided by an enterprise class reporting solution with endpoint analysis, dashboards, and trend data for
auditing and compliance.

This guide assumes that you have set up your ePO server and you now need to install the Privilege Management ePO Extension.

This guide shows you how to install the Priviiege Management ePO Extension, create a client task to deploy Privilege Management
for Windows to your endpoints, configure your ePO server for Privilege Management for Windows tasks, and install BeyondTrust

Privilege Management Reports.

If you are upgrading an existing BeyondTrust Privilege Management ePO Extension, please see "Install the Privilege
Management ePO Extension" on page 5.

4
TC: 4/12/2021

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs
©2003-2021 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or depository
institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



PRIVILEGE MANAGEMENT FOR WINDOWS

lEI BeyondTrust EPO EXTENSION 21.1 INSTALLATION GUIDE

Install the Privilege Management ePO Extension

The Privilege Management ePO Extension allows you to use McAfee ePolicy Orchestrator to manage your endpoinf(s).

The Privilege Management ePO Extension is a ZIP file and includes the build number in its name. The ZIP file includes the Policy
Editor and BeyondTrust Privilege Management Reporting, if you choose to configure it.

To install the Privilege Management ePO Extension extension:

1. Log in to McAfee ePolicy Orchestrator and navigate to Menu >

E U McAfee systemTree  Policy Catalog ~ Dashboards  Queries & Reports  Securi
Software > Extensions.

[pearch

Extensions

Policy Catalog Reporting Systems Policy

Server Tasks Dashboards System Tree Policy Catalog
System Tree rity Resources Tag Catalog Policy Assignments
Master Repository Systems Policy Assignment Rules
Audit Log Policy History
Threat Event Log Policy Comparison
Client Tasks Automation
Client Task Catalog Endpoint Upgrade Assi..  Server Task Log
Client Task Assignments ~ Getting Started Server Tasks
Client Task Comparison  Product Deploymes Automatic Responses
Software Catalog Issues
Master Reposito
Distributed Reposit®fies
Extensions
Ticensing
Third Party User Management Configuration
BeyondTrust Response ... Users Server Settings
BeyondTrust PM Repor...  Contacts Personal Settings

Permission Sets Registered Servers
Agent Handlers
Certificate Manager

Registered Executables

2. Click Install Extension in the top-left corner. The Install Extension dialog box appears.

3. Enter or browse to the location of the Privilege Management server extension package Defendpoint_x_x_x_xx.zip and click
OK.

4. On the Install Extension summary screen, click OK in the bottom-right corner to proceed with the installation.

The BeyondTrust Privilege Management ePO Extension is now installed on your ePO server.

Configure ePO User Permission Sets

There are four permission sets in ePO by default. You can view these at Menu > User Management > Permission Sets, on the left
menu. Installing the Privilege Management ePO Extension grants some privilege management permissions to the following default
ePO permissions sets:

. Executive Reviewer: Privilege Management Policy Permission: View and Change Settings

This enables the user to access the policy catalog, but not to view or change the policy. The user requires Run permission for
BeyondTrust Privilege Management under BeyondTrust Privilege Management to view policy.

« Global Reviewer: Privilege Management Policy Permission: View Settings

This enables the user to access the policy catalog, but not to view or change the policy. The user requires Run permission for
BeyondTrust Privilege Management under BeyondTrust Privilege Management to view policy.

o Group Admin: No Privilege Management permissions.
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« Group Reviewer: No Privilege Management permissions.

Note: Users need to be members of the permission sets required for Privilege Management. Please refer to McAfee
documentation for how to add users to permission sefts.

Alternatively, you can create your own permission sets in ePO by selecting New Permission Set. After this is selected, you can name
the permission set and assign users. Once you click Save, you can apply permissions.

Note: If a user needs to view or change BeyondTrust policies, they require the Run permission for BeyondTrust
Privilege Management permission under BeyondTrust Privilege Management and the View settings or View and
change settings permission under BeyondTrust Privilege Management Policy.

Configure Additional Permissions

Other user permissions you, as an admin, may wish to consider granting include those below, in order to:

« Modify deployment of the Privilege Management endpoint client
o Access the System Tree tab
« Editthe groups and systems within the System Tree
- Wake and deploy agents
« Assign policies or client tasks to a group
« Create client tasks with the software or with the Software Catalog
To edit the permissions, navigate to Menu > User Management > Permission Sets and click the appropriate permission setin the

menu on the left. Alternatively, you may create a new permission set by clicking the New Permission Set button. A list of settings you
may edit appears in the right panel. Click Edit on the appropriate setting to edit it. Once finished, click Save.

McAfee Agent: Policy and McAfee Agent: Tasks

A user may need McAfee Agent permissions if they need to view or
change client deployment tasks of Privilege Management for Windows or
Privilege Management for Mac. Permission Sets

User Management

Edit Permission Set for Group Admin: McAfee Agent

McAfee Agent : Policy No permissions
Wiew settings
#®) View and change settings

McAfee Agent : Tasks No permissions
Wiew settings
#) View and change settings
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Systems
A user may need the Systems permission so they can access the o
System Tree tab, wake up agents, edit the groups and systems in the B

System Tree, and deploy agents.

System Tree

A user may need the System Tree access permission if they need
access to certain groups (assigning policies or client tasks to a group, for
example).

User Management

Permission Sets

Edit Permission Set for Group Admin: System Tree access
O My Organization

[ Lost and Found

[ pav

[ omar

[ Graham

Hienc

Software and Software Catalog

A user may need the Software and Software Catalog permissions if they oo teneaement
need to create client tasks with software. Permission Sets

Edit Permission Set for Group Admin: Software

Master Repository No permissions
View packages
Add, remove. and change packages; perform pull tasks

O]

Distributed Repositories No permissions
View repositories
(®) Add, remove, and change repositaries; perform replicstion tasks

User Management
Permission Sets
Edit Permission Set for Group Admin: Software Catalog

Software Catalog (8) No Permissions
view list of available products

You must be an administrator to check in, remove, or refresh avsilable products.
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Upgrade Privilege Management for Windows

Recommended Steps

« Step 1: Upgrade Application Groups to Match Publisher Name BeyondTrust Corporation
» Step 2: Upgrade the Privilege Management ePO Extension

« Step 3: Upgrade Privilege Management Reporting (ifin use)

« Step 4: Upgrade Privilege Managementfor WindowsClients

« Step 5: Delete Old Application Definitions (Upgrade from 5.4)

IMPORTANT!

As of release 5.5, all releases of this product are signed with BeyondTrust Corporation, rather than Avecto, as the software
publisher name. If prior to 5.5 you used the QuickStart Policy Template as a starting point, it is likely that your configuration
includes Application Groups which target our own applications based on a publisher match to Avecto. An upgrade to 5.5 or
beyond requires you to update your configuration so that it continues to match the versions of the applications and tools that you
use. We recommend you add a copy of any existing application definitions that target Avecto and update those copies to target
BeyondTrust Corporation instead; the presence of both sets of application definitions ensures they continue to match both new
and existing versions during the implementation of 5.5. It is critical that you roll out your configuration changes before you update
your Privilege Management for Windows software to version 5.5 or later.

Step 1: Upgrade Application Groups to Match Publisher Name BeyondTrust Corporation

This section applies to upgrades to Version 5.5.

1. Locate all Avecto matches:

- In the policy tree, navigate to Utilities > Application Search.
« Type Avecto into the Search applications box to filter.
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U McAfee System Tree Master Repository Policy Catalog Registered Servers Queries & Reports Server Tasks Server Task Log BeyondTrust Response Generator

Policy

Policy Catalog

Privilege reg ication Search

~ Windows The list below shows all your Application Groups Search
> Workstyles (4) Block - Blocklisted Apps.

Privilege Management for Windows Installation Package

Product Name contains "Privilege Management for Windows", Publisher exactly matches "B&yondTrust Corporation”

> Application Groups (10)

Content Groups (0}
> Messages (7)
> Custom Tokens (1)
> 0S X
Licenses (0)
~ Utilities
Application Search (54)
Import BeyondTrust Policy
Export BeyondTrust Policy
Template Policies
Manage Audit Scripts
Manage Rule Scripts
Show Hidden Groups
Advanced Agent Settings
Regenerate UUIDs

About

2. Create a copy of all definitions in each Application Group found that contain a publisher match on Avecto:

« Make a note of the name of the application definition which contains a publisher match on Avecto, and click on its
Application Group name in Application Search. This takes you to the Application Group.

« Select the application definition and click Duplicate.

U HcAfee System Tree Master Repository Policy Catalog Registered Servers Queries & Reports Server Tasks Server Task Log BeyondTrust Response Generator

Policy

Policy Catalog

Privilege reg ication Group (Block - isted Apps) Show Filter
~ Windows [] | Description v | Type File Name/Code Base Product Name

> Workstyles (4) Privilege for Windows Package Installer Package = Privilege Management for Windows

 Application Groups (10)
Add Admin - All Users (Business Apps
Add Admin - All Users (Windows Funci,
Add Admin - High Flexibility (12)
Add Admin - Low Flexibility (0)
Add Admin - Medium Flexibility (0)
Allowlisted Functions & Apps (10)
Block - Blocklisted Apps (1)
Passive - High Business Apps (0)
Passive - Low Business Apps (0)
Passive - Medium Business Apps (0)
Content Groups (0)
> Messages (7)
> Custom Tokens (1)
> 05X
Licenses (0)

> Utilities

« » By
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. Tip: Rename one of the copies to OLD, so it’s easy to tell which to delete after the new application definitions take effect.
OLD can be deleted once the 5.5 upgrade is complete.

3. Update the new application definitions to match publisher BeyondTrust Corporation.
4. Testthe updated configuration against the new 5.5 applications.
At this point, you can continue with upgrading the remaining components.

The product code for Privilege Management for Windows version 5 was updated from version 4. This means that the Privilege
Management ePO Extension must be upgraded before the Privilege Management for Windows version 5 clients are installed.

x Note: ePO will not recognize Privilege Management for Windows if you upgrade the Privilege Management for Windows
clients before the Privilege Management ePO extension. In addition, ePO Threat events will be rejected if this order is not
followed, although they can be recovered once the upgrade to the Privilege Management ePO Extension has been
completed.

Version 5 of the Privilege Management ePO Extension is compatible with older Privilege Management for Windows clients.
The recommended order to upgrade BeyondTrust Privilege Management for Windows software is:
« Upgrade the Privilege Management ePO Extension

« Upgrade Privilege Management Reporting (if in use)
« Upgrade Privilege Management Clients

Note: If you have a requirement to upgrade BeyondTrust software in a different order from that listed above, please
contact your BeyondTrust representative.

Step 2: Upgrade the Privilege Management ePO Extension

When you are upgrading, the newer version of the Privilege Management ePO Extension recognizes the existing Privilege
Management ePO Extension installation and prompts you to upgrade it. We recommend upgrading, as removing the installed
Privilege Management ePO Extension deletes your settings.

To upgrade the Privilege Management ePO Extension, you need to use ePO to install the latest extension from Software

> Extensions. When you upload the new Privilege Management ePO Extension, ePO prompts you that this newer version of the ePO
Extension will replace the previous extension. Click OK to upgrade the Privilege Management ePO Extension. You do not need to
restart ePO for the upgrade to take effect. Existing registered servers, client tasks, and server tasks are not affected.

Step 3: Upgrade Privilege Management Reporting (if in use)

To upgrade the Reporting database, you need to be on the server where the database is installed.

Please use the following process to upgrade the Privilege Management Reporting database and event parser:

1. Stop the McAfee ePolicy Orchestrator Event Parser Service. Check that all events have finished being processed. Any
events that are received after these tables are empty are queued on the ePO server until the service is restarted at the end of
this process.

Query the following tables first to check that they are empty:
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. dbo.Staging

« dbo.Staging_ServiceStart
. Stop

« dbo.Staging_UserLogon

Subsequently, query the following tables:

« dbo.StagingTemp

« dbo.StagingTemp_ServiceStart
« dbo.StagingTemp_ServiceStop
. dbo.StagingTemp_UserLogon

Once the tables are all empty all remaining events have been processed.

2. Disable the Copy from Staging task. The easiest way to do this is to use SQL Server Management Server and navigate to
Reporting database > Service Broker > Queues.

3. Right-click on the PGScheduledJobQueue and click Disable Queue.

Disable any of the ePO server tasks that rely on the Reporting database while you are upgrading it. For example, the Staging
Server Task and Purge Server Task. These tasks will fail, as the database will be offline for a period of time.

5. Open SQL Server Reporting Configuration Manager and connect to the database. Navigate to the Reporting link and use
the dropdown to delete the top level folder.

6. Run the Privilege Management for Windows database installer to upgrade the database. Ensure you point the installer to the
existing database server and Privilege Management for Windows database name when prompted.

Enable any server tasks that you previously disabled, as they rely on the Reporting database.

Enable the Copy From Staging task. The easiest way to do this is to use SQL Server Management Server and navigate to
Reporting database > Service Broker > Queues.

9. Right-click on PGScheduledJobQueue and click Enable Queue.
10. Startthe McAfee ePolicy Orchestrator Event Parser Service service. Any incoming events can now be processed.

11. You need to log off and on again to the ePO server to ensure the new database version is recognized. However, an
ePO server restartis not required.

x Note: If you installed Reporting from version 5.4 or later, the default name for the database is BeyondTrustReporting. If
you installed a previous version of Reporting, the default name is AvectoReporting (v5.1 - 5.3), or AvectoPrivilegeGuard
for older versions. Alternatively, you may have chosen a different database name.

x Note: If you see an error message that states "Please stop CopyFromStaging from running before upgrading the
database," make sure that no new events are being processed by querying the above tables and try again.

This upgrade path can be applied to both standalone Reporting configurations and to configurations spread over multiple machines.

Step 4: Upgrade Privilege Management for Windows Clients

You can upload a newer version of the Privilege Management for Windows client to ePO and deploy it as required.
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Depending on the type of installation, a restart of the endpoint may be required. When installing in silent mode, a reboot occurs
automatically.

The Privilege Management ePO Extension maintains backwards compatibility with the Privilege Management for Windows client.
You can use a later version of the Privilege Management ePO Extension with an earlier version of the Privilege Management for
Windows client. However, not all features in the Privilege Management ePO Extension are supported with earlier versions of the
client.

For more information, please see the Privilege Management for Windows Administration Guide, at
https://www.beyondtrust.com/docs/privilege-management/windows/index.htm.

Step 5: Delete Old Application Definitions (Upgrade from 5.4)

Once all machines are running version 5.5, it is safe to delete the OLD application definitions created in Step 1 and to deploy that
configuration.

Upgrade the Reporting Database Using SQL Scripts

Use these instructions to upgrade the Privilege Management Reporting database where you cannot use the installer or need to do a
manual installation, for example, PMC in Azure. SQL scripts are provided to manage these upgrades.

To upgrade a Privilege Management Reporting database using SQL scripts:

1. The SQL scripts are provided as part of the Reporting installers. Alternatively, you can contact BeyondTrust Technical Support
for them.

x Note: There is a README file provided in this directory to assist you.

2. Run the following SQL query to find the current version of the database. This returns the version of the database.

select * from DatabaseVersion

x Note: This SQL query works for Privilege Management Reporting databases 4.5 and later.

3. Execute the upgrade script where the name is the next version number and carry on applying these until the desired version
is reached.

Example: If your current database version is 4.3.16 and you want to upgrade to version 5.0.0, execute the following
scripts in order:

1. Script_4.5.0_Updates.sql
2. Script_5.0.0_Updates.sql

Please check the SQL log for any errors and contact BeyondTrust Technical Support if necessary.
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Privilege Management for Windows Deployment

Use the following steps to import the Privilege Management client for ePO into the ePO server and create a client task to deploy it to
your endpoints:

« Import the Privilege Management for Windows package into ePO.

« Ifusing McAfee Endpoint Security (ENS), configure Privilege Management for Windows with McAfee Endpoint Security.

« Create and assign a client task to deploy Privilege Management.

« Assign and run the client task to deploy the agent.

« Verify the Privilege Management for Windows deployment.

i For more information, please see the following:

« '"Import Privilege Management for Windows Package into ePO" on page 13

« "Privilege Management for Windows with McAfee Endpoint Security (ENS)" on page 14
« "Create and Assign a Client Task to Deploy Privilege Management" on page 14

« "Assign and Run the Client Task to Deploy the Agent" on page 15

« "Verify the Privilege Management for Windows Deployment" on page 16

Import Privilege Management for Windows Package into ePO

If you use McAfee ePolicy Orchestrator to deploy Privilege Management for Windows to your endpoints, you need the Privilege
Management zip file package for your operating system.

The client package is a zip file that takes the form which includes both 32-bit and 64-bit versions of Privilege Management client for
Windows.

To install the Defendpoint package:

1 . LOg in tO ePOIicy orCheStrator and naVigate tO Menu > SOftware E U McAfee SystemTree  Policy Catalog ~ Dashboards  Queries & Reports  Securit]
> Master Repository.

[earch

Extensions
Policy Catalog Reporting Systems Policy
Server Tasks Dashboards System Tree Policy Catalog
System Tree ity Resources Tag Catalog Policy Assignments
Master Repasitory Systems Policy Assignment Rules
Audit Log Policy History

Threat Event Log Policy Comparisan

Client Tasks Automation
Client Task Catalog Endpoint Upgrade Asge.  Server Task Log
Client Task Assignments  Getting Started Server Tasks
Client Task Comparison  Product Deploymei Automatic Responses
Software Catalog Issues
Master Repository
Distributed Repositories
Extensions

Licensing

2. Click Check In Package at the top-left of the screen. The Check In Package wizard appears.
3. Leave Package Type as the default Product or Update (.ZIP) selection and click Browse.
4. Navigate to and select the Privilege Management for Windows package that you want to use on your local machine.
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5. Click Open and then click Next at the bottom-right of the screen.

6. Leave the Current selection as the Branch option and click Save at the bottom-right of the screen to save the client package
to the master repository.

The Privilege Management for Windows package is displayed in the Packages in Master Repository list.

Privilege Management for Windows with McAfee Endpoint Security (ENS)

If you are using McAfee Endpoint Security (ENS), you need to do an additional task. Follow the steps below to configure Privilege
Management for Windows with McAfee Endpoint Security. If you're not using ENS, you can skip this section.

1. Navigate to Policy Catalog and select McAfee Endpoint Security from the Product dropdown menu.

2. In the Self Protection section, if the Enable Self Protection box is Policy Catalog 2 system(s) currently have policy "My Default”,
checked: Evdpiet securty Comman Py Catagry > Optana > Hy et
Hide Advanced

« Check the three boxes shown for Files and folders,
. Self Protection [l Enable Self protaction
Registry and Processes. T e it sty e e b b ity

K] Files and folders
Acti

o Type DEFENDPOINTSERVICE.EXE into the Exclude
these processes text box and click Save. 4

ction
[Block and report]w

Exclude thesa processes:

DEFENDPOINTSERVIC| | +

Create and Assign a Client Task to Deploy Privilege Management

Privilege Management for Windows is deployed to client computers using ePolicy Orchestrator client tasks. Client tasks are
assigned to groups within the System Tree. This section guides you through the creation of a client task for Privilege Management
for Windows, and the assignment of the client task to the group in the System Tree.

If you previously installed the Privilege Management client with a switch, you must ensure that when you upgrade the Privilege
Management client you use with the same switch. If you do not use the same switch, the new installation parameters will apply
(including any added switches) and any functionality relating to previous installation switches will be lost. Privilege Management
client switches can be setin the Command Line field in Products and Components.

To create a client task for Privilege Management for Windows package:

1. Login to ePolicy Orchestrator and navigate to Menu > Client Tasks > Client Task Catalog. [
2. Select McAfee Agent > Product Deployment from the left pane and click New Task on the top-left of the page.
3. Select Product Deployment from the Task Types dropdown menu and click OK.

4. Enter the following options:

Field \ Description
Task Name Name the task Privilege Management x.x.xxx, where x represents the full version of Privilege
Management you're deploying.
Description This is an optional field you can use if required.
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Field \ Description

Target platforms This is the operating system of your endpoints. Check the Mac box.

Note: The Privilege Management for Windows package includes both 32-bit and 64-bit
versions of the client. The correct version is automatically installed based on the
characteristics of the target client computer.

Products and components Select BeyondTrust Privilege Management for Windows x.x.xxx from the dropdown menu.
Confirm Action is set to Install, Language is set as English, and Branch is set to Current. Set any
switches in the Command Line field that you want to install Privilege Management for Windows
with.

Postpone Deployment Use this option to allow your users to postpone the deployment of Privilege Management on their
machines.

5. Click Save to finish creating the client task.

The client task is displayed in the Product Deployment list, and is now ready for assignment to a group or client computer in the
System Tree prior to running it.

Assign and Run the Client Task to Deploy the Agent

The McAfee Agent must be installed on your endpoints prior to installing Privilege Management for Windows.

1. Navigate to the System Tree > Systems tab and select the spsremee [ —
endpoint or group containing your endpoints. You may need to
drill down to the location using the tree on the left.

es | Assigned Client Tssks | Group Detsils

Agent Deployment

2. Click Actions on the bottom of the screen and select Agent > P
Run Client Task Now. o

Custom Quick find:

<] [none v Clear

~ | Managed state Tags 1 address

Managed Workstation 192.168.7

Update How
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3. Leave the Product as McAfee Agent.
Select Product Deployment from the Task Type. System Tree /

5. Selectyour Privilege Management for Windows client from the
Task Name list. This is the name of the client task that you
created to deploy Privilege Management for Windows .

6. Your list of endpoints is shown in the bottom panel. Click Run
Task Now.

7. The Running Client Task Status page appears. The Status bar
may not show completed until the client computer has been restarted.

Once you have deployed the Privilege Management for Windows package, the endpoints automatically send a manifest of product
information to the ePO server. This information is stored as a property of the client computer in the System Tree on the Products tab.

Verify the Privilege Management for Windows Deployment

You can verify the Privilege Management for Windows deployment from the server and client.

x Note: You may not be able to verify deployments if your endpoints are pending a restart.

Server Verification

To verify that the Privilege Management for Windows package has been successfully deployed:

1. Login to ePolicy Orchestrator and navigate to Systems
> System Tree. The System Tree is also available as a shortcut
in ePO on the top-menu bar.

LIMcAfee  systemTree  PolicyCatalog  Dashboards  Queries &Reports  Securif

System Tree

Client Task Catalog Reporting Systems Policy
Palicy Catalog Dashboards System Tree Policy Catalog
Master Repasitary Security Resources Tag Catalog Policy Assignments
Extensions Queries & Reports Systems Policy Assignment Rules
Audit Log Policy History
Threat Event Log Policy Comparison
Client Tasks Software Automation
Client Task Catalog Endpoint Upgrade Assi...  Server Task Log
Client Task Assignments ~ Getting Started Server Tasks
Client Task Comparison  Product Deployment Automatic Responses
Software Catalog Issues
Master Repository
Distributed Repositories
Extensions
Licensing
2. The Systems tab is the default view. Click the row of the client

computer you want to check.

3. Click the Products tab and then select BeyondTrust Privilege Management from the product list. Here you can check the
status of the deployment and deployed files.
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x Note: In certain cases there may be a delay in the client connecting back to the ePO server. Click Wake Up Agents, check
the Force complete policy and task update box, and click OK to force the connection.

Client Verification

To verify that the Privilege Management clientis connected to the ePO server:

1. From the client computer, right-click on the McAfee icon in the ) Mcafee Agent Moritor - o x
system tray and select the McAfee Agent Status Monitor. The - Agere taus
L seeweesnovung et o0 Ser Frove

Agent Status dialog box appears. If the McAfee agent doesn't

appear in the task bar, you can run it manually. To do this, open a [ - e send Evere

. . Framework 111345 Info Rgent received FOLIGT package from —
Wlndows command prompt and change the dlrectory tg the Franeuok . OS2 11349 o fAgmtiscomecngto O sener g o
installation folder of the McAfee Agent. By default, this is Fnenctk .. S/ORNT 111348 o ResteEves sty o

C:\Program Files\McAfee\Agent. Run the following command
from the Windows command prompt.

Agent Settings

Save Corterts to Desktop

Close:

cmdagent.exe -s

2. Click Check New Policies. This allows you to check the communication between your endpoint and the ePO server.

x Note: Sometimes there is a delay in the client connecting to the ePO server. Click Check New Policies and select
Enforce Policies to force a policy update. If you see the endpoint receiving policies from the ePO server, then the
connection is successful.

17
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Privilege Management and ePO Events and Reporting

There are two types of reporting for Privilege Management for Windows in ePO:

- McAfee ePO Reporting, threat events only.
« Privilege Management Reporting, threat and report events.

Threat events are McAfee specific and are the default reporting option. Threat events are used by the Dashboards and Queries and
Reports pages.

Report events contain additional information to threat events and can be viewed in the BeyondTrust Reporting page as well as the
Queries and Reports pages.

BeyondTrust Privilege Management Reporting is an optional reporting suite that is integrated into ePO. If you are not using
BeyondTrust Privilege Management Reporting you do not need to complete the steps in this section. BeyondTrust Reporting
reports on report events.

BeyondTrust Privilege Management Reporting is available in two places in the ePO Server interface:
o Queries and Reports page

o The Queries and Reports page can display report events provided that you have configured a Database Server
registered server.

. BeyondTrust Reporting page

o The BeyondTrust Privilege Management Reporting page requires the Privilege Management database to be
installed. In addition, you need to configure both the BeyondTrust Staging and BeyondTrust Reporting registered
servers. You can use this page to access detailed dashboards and drill-through reports.

To use BeyondTrust Privilege Management Reporting, events are inserted into the Privilege Management database from the ePO

database. You can also insert applications directly into your Application Groups in your Privilege Management for Windows policy
using BeyondTrust Privilege Management Reporting.

BeyondTrust Privilege Management Reporting integrates with Intel Security Threat Intelligence Exchange (TIE), so it has additional
support for application reputation using Data Exchange Layer (DXL) and VirusTotal.

x Note: Times on reports are shown using the time zone of the ePO server. All events are stored in the database in UTC.

i For more information, please see the following:

« "Configure BeyondTrust Reporting in ePO" on page 20

« "Configure the Database Server Registered Server" on page 28

« "Configure the BeyondTrust Reporting Registered Server" on page 26

« "Configure the BeyondTrust Privilege Management Reporting Staging Registered Server" on page 27

McAfee ePO Reports

No additional configuration is required to use McAfee ePO Reporting.
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ePO Reporting is available by default and allows you to build complex queries to analyze your data. ePO Reporting uses threat
events on the Queries and Dashboards page and the Dashboards page.

ePO Reporting can also report on report events in the Queries and Dashboards page if BeyondTrust Reporting is configured.

There are four Dashboards and twelve default Queries and Reports available by default for BeyondTrust Privilege Management for
Windows. You can configure dashboards, charts, and tabular reports on the Dashboards and Queries and Reports pages. These
can incorporate data from other ePO server products in ePO.

All the events are stored in the ePO database.
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Configure BeyondTrust Reporting in ePO
BeyondTrust Reporting is an optional Reporting suite that is integrated into ePO.
BeyondTrust Reporting is available in two places in the ePO server interface:

o Queries and Reports page
. BeyondTrust Privilege Management Reporting page

BeyondTrust Privilege Management Reporting integrates with Intel Security Threat Intelligence Exchange (TIE), so it has additional
support for application reputation using Data Exchange Layer (DXL) and VirusTotal.

x Note: Times on reports are shown using the time zone of the ePO server. All events are stored in the database in UTC.

Set up a New SQL Server Instance for BeyondTrust Privilege Management Reporting

For BeyondTrust Privilege Management Reporting functionality, you can either use the same installation of SQL Server as the ePO
server or you can use a different SQL installation. A new database is created for BeyondTrust Privilege Management Reporting by
the BeyondTrust Database installation.

The following SQL server versions are supported:

« SQL 2012 Standard or Enterprise
« SQL 2014 Standard or Enterprise
- SQL 2016 Standard or Enterprise
o Azure SQL Server

x Note: Express SQL versions may be used for evaluation and demonstration purposes.

i Please refer to the SQL documentation to create a new installation of SQL server, if required.

Create the Required Database User Accounts

You can either use a system administration account for the registered servers required for BeyondTrust Privilege Management
Reporting or you can use the default user accounts that are configured as part of the Privilege Management database installation.
This section describes using the least privilege default user accounts that are configured by the Privilege Management database
installer.

If you plan to use a system administration account for the BeyondTrust reporting registered servers, you do not need to complete the
steps in this section.

We recommend that you use the accounts that the Privilege Management database installer configures. These are:

« ReportReader user
« EventParser user
o DataAdmin user
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In addition to the users that the Privilege Management database installer configures, you need to choose the user that you'll use to
install the Privilege Management database. This is known as the DatabaseCreator user.

This account must be able to execute installers on the machine with administrative privileges. Alternatively, you can use a
SQL account for the DatabaseCreator user. This can be configured in the installer when you run it.

The DatabaseCreator user also needs SQL sysadmin permissions.

To grant the sysadmin permission for the DatabaseCreator user:
1. Open SQL Server Management Studio and connect to the SQL instance that you're going to use for the BeyondTrust Privilege
Management Reporting installation.
Navigate to the Security > Logins folder.
3. You mustadd your user to this folder if it hasn't previously been used to authenticate with SQL Server. To do this:

« Right-click on the Logins folder and click New Login.

« Click Search to the right of the Login name option. If you know the domain and user name you need to add you can
type it here, and then click Check Name. If you're not sure about the user's details you can click Advanced to browse
to the user you want to use. Click OK and OK again to finish adding the user.

In the Logins folder, right-click on the user to use as the DatabaseCreator and select Properties.
Click Server Roles from the left menu and check the sysadmin box.
6. Click OK to add the sysadmin privilege to the user.

Note: If Windows Authentication is specified for the SQL connection, and you're not using an admin account, the user
must have Alter Any Login and Create Any Database permissions on the SQL server instance, in order for the
Reporting Services Instance User to be created. If you receive error 15247, verify these permissions have been granted.

ReportReader User

The ReportReader user is a Windows or SQL account that is used by the Privilege Management ePO Extension to read report events
from the Privilege Management database. The registered server BeyondTrust Privilege Management Reporting uses this account,
so you should make a note of it.

If this is a Windows account, you need to grant the following permission:

« Requires the Allow Log on Locally permission to the server hosting SSRS. This is granted automatically if the accountis in
the Administrators user group.

Some domain groups have this permission set. It's up to you how you configure this account as long as it has the Allow log on
Locally permission granted through group membership or as an exception.

EventParser User

The EventParser user is used by the Privilege Management ePO Extension to read data from the ePO database and write it to the
Privilege Management Reporting database. The registered server BeyondTrust Staging uses this account, so you should make a
note of it.

This account needs to be able to authenticate on the database machine. If the two databases are on different machines, then this
account needs to be on a shared domain.
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DataAdmin User

The DataAdmin user is a Windows or SQL account that is used by the Privilege Management ePO Extension to write to the Privilege
Management for Windows database. The registered server BeyondTrust Purge uses this account by default.

If this is a Windows account, you need to grant the following permission:

« Requires the Allow Log on Locally permission to the server hosting SSRS. This is granted automatically if the accountis in
the Administrators group.

Some domain groups have this permission set. It's up to you how you configure this account as long as it has the Allow log on

Locally permission granted through group membership or as an exception.

Install the Privilege Management Reporting Database

To install Privilege Management Reporting database, run the Privilege Management Reporting Database installation package with
the Database Creator user that you set up when you created the required user accounts.
« Ifyou are running the installer on the same machine as the database, use Privilege ManagementReportingDatabase.msi.

« Ifyou are running the installer on a client machine, use Privilege ManagementReportingDatabase.exe. This includes the
SQL Native Client Redistributable package.

x Note: The Privilege Management Reporting Database installer assigns specific privileges to the user accounts that you
created previously.

Run the installation package and click Next to continue. The License Agreement dialog box appears.

2. To acceptthe agreement, select | accept the terms in the license agreement and click Next. The Database Server dialog
box appears.

3. Setthe Database server to use for Privilege Management audit data as (local) if you are using the same machine for your
database server and you didn't create an instance. If you did create an instance, you need to add it here, for example
(local)\BeyondTrustReporting, where the instance is BeyondTrustReporting. The database servers are available from the
dropdown menu.

Type a new name in the Name of database catalog for Privilege Management audit data field.

Select to either use the Windows credentials of the current user or #2 BeyondTrust Privilege Management Reporting Database 5.4.47 - InstaliShield Wizard X
you can use SQL server authentication. If you choose SQL server Database Server
authentication you need to enter the Login ID and Password Select the datsbase server and authentication method @
before you can proceed.

Database server to use for Privilege Management audit data:

|(Im3|}\EPOSERVER| V‘ | Browse. .. ‘

MName of database catalog for Priviege Management audit data:
IBeyondTrusﬂReporﬁng Browse...

Database Creator account {used only to configure the datat during this install 1):

(®) Windows authentication credentials of current user

(0) sQL Server authentication, using this Login ID and password:

lognD: |

Passwoard: |

Installshield

<Back [ MNext> || Cancel
6. Click Next. The Configure Event Parser Database User dialog box appears.
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7. Ifyou are using the default Privilege Management Reporting database users for BeyondTrust Reporting, check the Configure
a user in the database for the event parser service box. Select your EventParser user. In this example we are using a
Windows user that we've previously created.

8. Click Browse and naVigate to the EventParser user that you ‘E BeyondTrust Privilege Management Reporting Database 5.4.47 - InstallShield Wizard 3
Created . Configure Event Parser Database User
Configure a user for the Event Parser instance

Optionally, you can now configure an existing Windows user account to be used by the Event
Parser. If you have already created and configured an Event Parser user then you do not need
to do this.

This user will be given write access to parts of the Privilege Management database so that
events can be added to the database.

Configure a user in the database for the event parser service

(®) Configure a datsbase login for an existing Windows user

O Configure a database login for the Local System account {not recommended for
production use)

Account: IEF‘OS\"R 12-TEST\EventParser Browse...

Installshield

x Note: Once you have selected a local or domain machine, ensure you select a user that you know exists in that location;
otherwise, the installation will fail.

9. Click Next. The Configure Reporting Services Database User dialog box appears.

10. Ifyou are using the default Reporting users for Privilege Management Reporting, check the Create or configure a user in the
database to read data for the reports box. Select to either use an existing Windows user or create a new SQL server user. In
this example we use a Windows user that we previously created.

11. C||Ck Browse to naVigate to the ReportReader user that YOU ﬁ BeyondTrust Privilege Management Reporting Database 5.4.47 - InstallShield Wizard X
Created . Configure Reporting Services Database User
Create or configure a user for the reporting services instance

Optionally, you can now create a Report Reader user in the database, or configure an existing
Windows user account to perform this role. If you have already created and configured a
Report Reader user then you do not need to do this.

You will specify this Report Reader account when you run the Privilege Management Reporting
Pack installer.

Create or configure 3 user in the database to read data for the reports
(®) Configure a database login for an existing Windows user
(O) Create and configure a SQL Server Authentication user

Account: [EpQ-SYR12-TEST ReportReader| Browse...

Password: [

InstallShield

<gack [ Next> || cancel

x Note: Once you have selected a local or domain machine, ensure you select a user that you know exists in that location;
otherwise, the installation will fail.
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12 C“Ck NeXt- The configure Data Admln Database User d|a|09 # BeyondTrust Privilege Management Reporting Database 5.4.47 - InstallShield Wizard X
box appears.

Create or configure a user for purging data from the reporting services instance

Configure Data Admin Database User @

Optionally, you can now create a Data Admin user in the database, or configure an existing
Windows user account to perform this role. If you have already created and configured a Data
Admin user then you do not need to do this.

If you choose, you can spedify this Data Admin account when you run the Privilege
Management Reporting Pack installer, which wil enable data to be purged from the database.

Create or configure a Data Admin user in the database
(®) Configure a database login for an existing Windows User

(O Create and configure a SQL Server Authentication User

Account: [Ep0-SYR12-TEST \DataAdmin Browse. ..
Password: [
InstallShield
| <pack [ mext> || concel |

13. Ifyou are using the default Reporting users for Privilege Management Reporting, check the Create or configure a Data
Admin user in the database box. Select to either use an existing Windows user or create a new SQL server user. In this
example we use a Windows user that we previously created.

14. Click Browse to navigate to the DataAdmin user that you created.

x Note: Ensure you select a user that you know exists on the domain or local machine that you've selected; otherwise, the
installation will fail.

15. Click Next and then Install to finish the installation. You have now installed the Privilege Management Reporting database.

i For more information, please see "Create the Required Database User Accounts"on page 20.

Configure Permissions for the EventParser User

You must grant the View database state permission on the Reporting database for the EventParser user that you created during the
database installation. This permission is already granted on the ePO database by the installer.
Open SQL Server Management Studio and connect to your Reporting database.

2. Right-click on the Reporting database, select Properties from the Reporting database, and click Permissions on the left
menu.

3. Selectthe EventParser user from the Users or roles section.
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4. Check the Grant box for the View database state permission.

| Database Properties - BeyandTrustReportin - [m] x
p ey porting
Selectapage T Scipt ~ ) Hep
K General
& Fies
& Flegroups Server name: [ WIN-261RGENLCGT ]
& Optiens View server permissions
Miew SErvVer permissions
% Change Tracking
% Pemissions Database pame [BeyondTrustReporting ]
F Exended Propettes
* lioma Users ar s
¥ Transaction Log Shipping Neme Type
£ Query Stors & puble Database role
& WIN4GIRGENLCG \Datakdmin User
& | WIN4GTRGBNLCG 1\EventParser User "
& WINAETRGENLCG 1\ReportReader User
Connection
it Pemissions for WIN-461RGENLCG \EventParser:
Connection Bxplict | Effective
Pemission Grartor Grant Wih Grant Deny ~
¥ View connection properties. Take ownership O O O
Unmask O O O
Update O O m}
View any column & O O O
Progress View any estumn m O O O
Ready View database state = : O O
View defintion 0O O O
v

Create Registered Servers for your Deployment

There are three registered servers you can configure in the Privilege Management ePO Extension for Reporting. What you need to
configure will depend on your setup.

Compulsory: BeyondTrust Privilege Management Reporting
You need to configure this registered server if you are using Privilege Management Reporting.
Server tasks that use the Reporting registered server:

« BeyondTrust Privilege Management Reporting Pre-Caching to move events from the ePO database to the Reporting
database.

. BeyondTrust Privilege Management Reputation Update to update the reputation.

This registered server uses the ReportReader account that was configured by the Privilege Management database installer.
Alternatively, you can use a system administration account.

For information on how to set up your BeyondTrust Reporting registered server, please see "Configure the BeyondTrust
Reporting Registered Server" on page 26.

Optional: BeyondTrust Reporting Staging

This registered server allows you to use the EventParser user to move events to the staging table.

Server tasks that user the Reporting registered server:

. BeyondTrust Privilege Management Reporting Event Staging. If it's not configured, it uses the BeyondTrust Reporting
registered server.

This registered server uses the EventParser user account that was configured by the Privilege Management database installer.
Alternatively, you can use a system administration account.
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For information on how to set up your BeyondTrust Reporting registered server, please see "Configure the BeyondTrust
Privilege Management Reporting Staging Registered Server"on page 27.

Optional: BeyondTrust Admin

This registered server allows you to use the DataAdmin user to manage the purging of data.
Server tasks that user the Reporting registered server:

. BeyondTrust Reporting Purge. Ifit's not configured, it uses the BeyondTrust staging registered server if that has been
configured; if not, it uses the Reporting registered server user instead.

This registered server uses the DataAdmin account that was configured by the Privilege Management database installer.
Alternatively, you can use a system administration account.

For information on how to set up your BeyondTrust Reporting registered server, please see "Configure the BeyondTrust
Admin Registered Server" on page 27.

Configure the BeyondTrust Reporting Registered Server

1. Login to ePolicy Orchestrator, navigate to Menu > Configuration > Registered Servers, and select New Server.

2. On the next page, select BeyondTrustPrivilege Management
Reporting from the Server type dropdown menu and enter an
appropriate name (BeyondTrust Reporting ER Server, for

The IP of the machine of your SQL
instance, name of your Privilege
Management Reparting database,
and the instance name for SQL, if
applicable.

examp|e)_ Clle Next_ Registered Server Builder 1 Dascripti
{ Reporting Database Server 192.168.70.238 =
Database Name BeyondTrustReporting =
Database Instance Name Default
\- ®) Instance name |EPOSERVER )
Authentication Type ®)Windows ()5QL A
This is the domain name,
Domain Name EPO-5VR12-TEST username, and password for
the ReportReader user. The
T port needs to be 1433 for
Fortt s B SQL Server.
User Name ReportReader E |
Password
srasEnEn = J
(““ LR ] You can use these
options if required for
S5L option Never use 551 your infrastructure.
\.
Test Connection Test Connection
x Note: This screen shot shows example data.
3. Complete the configuration page with the server details. The Port Number should be setto 1433.
4. Click Test Connection. On successful connection, click Save.
SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 26

©2003-2021 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or depository TC: 4/12/2021
institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



PRIVILEGE MANAGEMENT FOR WINDOWS

lEI BeyondTrust EPO EXTENSION 21.1 INSTALLATION GUIDE

Configure the BeyondTrust Privilege Management Reporting Staging Registered Server

x Note: Ifthis is an upgrade, and you do not have a registered server for BeyondTrust Privilege Management Reporting
Staging, the server tasks attempt to use the Reporting registered server. Please see "Configure the BeyondTrust
Reporting Registered Server"on page 26. This is for backwards compatibility and additional permissions are required.

x Note: The screen shot shows example data.

1. Log in to ePolicy Orchestrator, navigate to Menu > Configuration
The IP of the machine of your SQL

> Registered Servers, and click New Server. instance. name of your Privilege
L. Management Reporting database, and

2. On the next page, select BeyondTrust Privilege Management Ceetered e Butder o .| thenstance name for SL if appicable.

Reporting Staging from the Server type dropdown menu and (o . N

. - e e Lo 192.168.70.238

enter an appropriate name (BeyondTrust Staging Server, for

example). Click Next. patabaze tame BeyandTrustReporting
3. Complete the configuration page and click Test Connection. On RS oefaule

successful connection, click Save. \. 2 Iretonce rome LEPOSERVER Y,

Authentication Type ® Windoves (()SQL

This is the domain
name, username, and
password for the
EventParser user. The

Domain Name EPO-SVR12-TEST

Port Number 1433
port needs to be 1433
for SQL Server.
User Name EventParser
Password
cessscane ®
\_ J
(l.l NTLMv2
se % 1 You can use these
options if required for
SSL option Never use S5L | vourinfrastructure.
1

Test Connection

Configure the BeyondTrust Admin Registered Server

1. Login to ePolicy Orchestrator, navigate to Menu > Configuration > Registered Servers, and click New Server.

2. On the next page, select BeyondTrust Privilege Management Reporting Admin from the Server type dropdown menu and
enter an appropriate name (BeyondTrust Admin Purge Server, for example). Click Next.
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This screen shot shows example data.

Registered Server Builder

The IP of the machine of your SQL
instance, name of your Privilege
Management Reparting database,
and the instance name for SQL, if
applicable.

e

Reporting Database Server 192.168.68.228 =
Database Name BeyondTrustReporting =
Database Instance Name Default
\ ®) Instance name |EPOSERVER /
N
Authentication Type ‘@ Windows ()5QL
This is the domain name,
Domain Name EPO-SVR12-TEST username, and password for
the DataAdmin user. The
Port Number TPEER | port needs to be 1433 for
SQL Server.
— T
User Name DataAdmin =
Password
=
S/
(Use NTLMv2
You can use these
options if required for
SSL option Never use SSL your infrastructure.
~

Test Connection

Test Connection

3. Complete the configuration page and click Test Connection. On successful connection, click Save.

Configure the Database Server Registered Server

A Database server registered server allows you to query Privilege Management events in the Privilege Management database using

the Queries and Reports capability in ePO.

x Note: This screen shot shows example data.

Log in to ePolicy Orchestrator, navigate to Menu > Configuration > Registered Servers, and click New Server.

2. On the next page, select Database Server from the Server type
dropdown menu and enter an appropriate name (Privilege
Management Database Server, for example). Click Next.

Registered Server Builder

1 Description

Database Type:

BeyondTrust Privilege Management Reporting ™| Select ‘BeyondTrust Privilege

Management Reporting’ for the

Database server instance:

Database server port:

Current Default databasa for DB SVR. Database Type. The current default
database type: database is shown. Check the box
to make this the default database
Set database as default: [ wake this (Privilege Management Database Server) th
C—— This is the host name, database
server instance, port number, and
Host name or 1P address: 192.168.70.238 database name for the Privilege

Management Reporting database.
The port needs to be 1433 for SQL

EPOSERVER
Server.

1433
BeyondTrustReporting

tion with database

Try to use SSL You can use this option if required
for your infrastructure.

Report Reader w

Enter the credentials for a user that
can connect to the database and
User passvor 4 [sessesen

Confirm password: [sssssses ®)

3. Complete the configuration page and click Test Connection. On successful connection, click Save.
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View BeyondTrust Privilege Management Reporting

Once you have configured the registered servers, you can click
BeyondTrust Privilege Management Reporting from the top menu bar B s
in ePO to check that it has been configured correctly. The screen looks

similar to the one depicted here. 0o 129
08 ol
o T I

No data is available initially, as you need to configure and run the BeyondTrust Privilege Management Reporting Event Staging
server tasks to get the events from the ePO database and insert them into the Privilege Management Reporting database.

The next step is to configure the server tasks to populate the data.

i For more information, please see "Create Automated Tasks Using ePO Server Tasks" on page 30.
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Create Automated Tasks Using ePO Server Tasks

You use ePO server tasks to create an automated schedule of tasks that you want your ePO server to perform. The following ePO
server tasks are used for Privilege Management for Windows:

« Create the BeyondTrust Privilege Management Reporting Event Staging Server Task: Required to move events from the
ePO database to the Reporting database for BeyondTrust Privilege Management Reporting.

. Create the BeyondTrust Privilege Management Reporting Purge Server Task: Optional, but recommended to maintain
your database.

« Create the BeyondTrust Privilege Management Reputation Update Server Task: Optional to update the reputation from
VirusTotal and/or TIE.

« Create the Purge Threat Event Log Server Task: Optional to purge the ePO threat event log.

i For more information, please see the following:
« "Create the Privilege Management Reporting Event Staging Server Task" on page 30

« "Create the Privilege Management Reporting Purge Server Task" on page 31
« "Create the Privilege Management Reporting Reputation Update Server Task" on page 32
« "Create the Purge Threat Event Log Server Task" on page 32

There is an additional server task that you can create if you have a business need to purge the events from the BeyondTrust table in
the ePO database only.

We recommend you use the built-in ePO server task called Purge Rolled up Data rather than this server task. This will remove all the
events from the BeyondTrust table in the ePO database and the Privilege Management Reporting database.

Create the Privilege Management Reporting Event Staging Server Task

The Reporting Event Staging server task takes report events from the ePO database and inserts them into the BeyondTrust Privilege
Management Reporting database. You need to create this task to view BeyondTrust reports.

1. Navigate to Menu > Automation > Server Tasks and select New E] LI MCAfee  systemiree  PolicyCatslog  Dashbosrds  Queries & Repor
Task.

Recent Pages

[earch

Policy Catalog

Server Tasks Reporting Systems Policy

Queries & Reports Dashboards System Tree Policy Catalog

BeyondTrust PM Reporting Security Resources Tag Catalog Policy Assignment

BeyondTrust Response G... Queries & Reports Systems Policy Assignment
Audit Log Policy History
Threat Event Log Policy Comparisor
Client Tasks Software Automation
Client Task Catalog Endpoint Upgrade Asst. Server Task Log
Client Task Assignments  Getting Started server Tasks

2. Enter an appropriate name (BeyondTrust Event Staging, for example), leave the Schedule status as Enabled, and click
Next.

3. Select BeyondTrust Privilege Management Reporting Event Staging from the Actions dropdown menu and click Next.
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4. Adjustthe times to check for events to suit your environment and

click Next. We recommend the values depicted in the screenshot. Server Tasks

Server Task Builder 1 Description

What actions do you want the task to take?

~ 1. Actions: | BeyondTrust Privilege Management Reporting Event Staging

Time in minutes to check for staging events. 55
MNote this must not exceed the regular scheduled period for this task.
Time in seconds to sleep when there are no events 60
Time in milliseconds to pause between reading each event |0

Time in minutes between polling the queue lengths 5

erbose logging O

On the Schedule page, set the Schedule type to your preference.
Select the Start date and End date if required. By default, No end date is selected.

Adjust the time that you want the schedule to run. This is the time of the machine running the ePO server. Click Next. You are
presented with a summary of the server task.

8. Select Save to finish creating the server task.

Create the Privilege Management Reporting Purge Server Task

You can purge Reporting database events that are older than a defined period in order to manage the size of your database.

1. Navigate to Menu > Automation > Server Tasks and select New E] LI McCAfee  systemiree  PoliyCaslog  Dashbosrds  Queries & Repor

Task.

Recent Pages Eearch

Palicy Catalog

Server Tasks Reporting Systems Policy

Queries & Reports Dashboards Systemn Tree Policy Catalog

BeyondTrust PM Reporting Security Resources Tag Catalog Policy Assignment

BeyondTrust Response G... Queries & Reports Systems Policy Assignment
Audit Log Policy History
Threat Event Log Policy Comparisor
Client Tasks Software Automation
Client Task Catalog Endpoint Upgrade Asst. server Task Log

Client Task Assignments ~ Getting Started

2. Enter an appropriate name (BeyondTrust Purge, for example), leave Schedule status as Enabled, and click Next.
3. Select BeyondTrust Privilege Management Reporting Purge from the Actions dropdown menu.
4. Choose the number of months to purge events older than. Server Task Builder 1 Description

What actions do you want the task to take?

~ 1. Actions: | BeyondTrust Privilege Management Reporting Purge ~

Purge BeyondTrust Reporting events older than | & maonths

On the Schedule page set the Schedule type to your preference.
Select the Start date and End date, if required. By default, No end date is selected.

Adjust the time that you want the schedule to run. This is the time of the machine running the ePO server. Click Next. You are
presented with a summary of the server task.

8. Click Save to finish creating the server task.
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Create the Privilege Management Reporting Reputation Update Server Task

You can update the reputation, provided thatitis configured using this server task.

1 . Na\”gate to Menu > AUtomatlon > server TaSKS and C“Ck New E] U McAfee systemTree  Policy Catalog  Dashboards  Queries & Reports  Securif

Task.

learch
BeyondTrust
Policy Catalog Reporting
Registered Servers
System Tree
Server Settings Queries & Re|
Audit Log

Threat Event Log

Client Tasks
Client Task Catalog
Client Task Assignments

Client Task Comparison

Systems
System Tree
Tag Catalog

Systems

Software
Endpoint Upgrade Assi...
Geiting Started

Product Deployment
Software Catalog
Master Repository
Distributed Repositories
Extensions

Licensing

Policy

Policy Catalog

Palicy Assignments
Policy Assignment Rules
Policy History

Policy Comparison

Server Task Log
server Tasks
Automatic Responses

Issues

Enter an appropriate name, such as BeyondTrust Reputation Update, leave Schedule status as Enabled, and click Next.

Select BeyondTrust Privilege Management Reputation Update from the Actions dropdown menu.

Check the boxes adjacent to the reputations you want to update. You can then select from Add Reputation to entries with no
reputation or Update Reputation for entries with old reputation. If you select the latter option, you can choose the number of

days. Click Next.
On the Schedule page set the Schedule type to your preference.
Select the Start date and End date, if required. By default, No end date is selected.

7. Adjustthe time that you want the schedule to run. This is the time of the machine running the ePO server. Click Next. You are

presented with a summary of the server task.

8. Click Save to finish creating the server task.

Create the Purge Threat Event Log Server Task

You can purge threat events from the event log using this server task. Before you use this server task you need to create a query for it

to use.

Create the Purge Threat Event Log Query

Click Queries and Reports and click New Query.

From the left side, click BeyondTrust Privilege Management and click Next.
Select List > Table from the left side and click Next.

Click Next on the Select Columns page.

On the Filter page click BeyondTrust Event ID.

Select Greater than or equals and enter 100 for the Value.

Click the plus symbol (+) and change the filter to and.

Select Less than or equals and enter 400 for the Value.

© ® N o ok 0=

On the same Filter page, click Start Time.
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10. Selectls not within the last and configure the time period to say e e Y j =
how many days/months/years of data you want to keep. rrrrra— aa
¢ snastartime a

11. Click Save and give the query a name, such as ePO Purge Threat Event.
Create the ePO Purge Threat Event Server Task

1. Select Menu > Automation > Server Tasks and select New El I McAfee SystemTree  Policy Catalog  Dashboards  Queries & Reports  Securi
Task.

[pearch
BeyondTrust

Policy Catalog Reporting Systems Policy

Registered Servers System Tree Policy Catalog

System Tree Tag Catalog Policy Assignments
Server Settings Queries & Re Systems Policy Assignment Rules

Audit Log Policy History

Threat Event Log.

Policy Comparison

Client Tasks Software

Client Task Catalog Endpoint Upgrade Assi... _Server Task Log

Client Task Assignments  Getting Started Server Tasks

Client Task Comparison  Product Deployment Automatic Responses
Software Catalog Issues

Master Repository
Distributed Repositories
Extensions

Licensing

Enter an appropriate name (Purge Threat Event Log, for example), leave Schedule status as Enabled, and click Next.
Select Purge Threat Event Log from the Actions dropdown menu.

Select from Purge records older than or Purge by query and
choose your criteria.

¥ | 1. Actions: [Purge Threat Event Log

O Purge records older than: 1 Days
(® Purge by query: [P0 Threat Event Purge

On the Schedule page set the Schedule type to your preference.
Select the Start date and End date, if required. By default, No end date is selected.

Adjust the time that you want the schedule to run. This is the time of the machine running the ePO server. Click Next. You are
presented with a summary of the server task.

8. Click Save to finish creating the server task.

Run an Automated Task Outside the Scheduled Time

You can run the server tasks you have created from the Server Tasks p——
page in ePO. This lists all the server tasks. You can run a task by clicking — o | Sowssesesons
the Run link on the right side of the row: b K . o N o

st
A Event Staging Task - BeyondTrust Events Enabled User Daily 5/16/191:00AM  5/15/19 1:00 AM
Enabled System  Dally 5/16/15 1159 AN 5/15/19 1:59 AW
&

nabled User paily 5/16/19 1:57 AM 5/15/19 1:57 AM
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Assign Permissions for Privilege Management Users

Privileges Assigned by Installer

The following privileges are assigned to the user accounts by the Privilege Management Reporting Database Installer.

User Account Privileges Assigned by the Installer

EventParser Write access to certain database tables
Membership of local Event Log Readers group

ReportReader Read and Execute on the appropriate database objects

DataAdmin Read and Execute on the appropriate database objects

Privilege Management Permissions

Permissions that can be configured for each Privilege Management for Windows permission set are:

« Privilege Management

« Privilege Management Policy

« Policy Assignment Rule

« Policy Management
To configure user permissions for Privilege Management for Windows in the ePO Server:
Set Owner

Users who administer Privilege Management Reports or Workstyles need to be members of the permission sets that you configure.

In McAfee ePolicy Orchestrator, navigate to Menu > Policy > Policy Catalog.

2. Selectthe policy row of the policy you wish to configure (do not T B *
click Edit - click the row of the policy). A Policy Details tab opens :
to the right, with a clickable Owner link.

AAAA

3. Click the Owner link. The Policy Ownership page opens.
Check the boxes of the users you wish to make owners of the policy.
Click Save.

Configure Permissions
1. In McAfee ePolicy Orchestrator, navigate to Menu > User Management > Permission Sets.
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jser Management

v
Permission Sets

2. Selectthe permission set that you want to configure from the left
side.

Privilege Management

Locate BeyondTrust Privilege Management in the list and click Edit on the right side.

2. Ifusersin this group are to administe Privilege Management Reporting only:

Select Run permission for BeyondTrust Privilege Management and click Save on the bottom-right.

3. Ifusersin this group are to administer the Privilege Management ePO Response Generator only:

Select Run permission for BeyondTrust Response Generator and click Save on the bottom-right.

4. Ifusersin this group are to administer both Privilege Management Reporting and the Privilege Management ePO Response
Generator:

Select Run permissions for BeyondTrust Privilege Management and for Response Generator, and click Save on the
bottom-right.

5. Ifyou don'twantusers in this group to be able to administer Privilege Management Reports or the Privilege Management ePO
Response Generator:

Select No permissions and click Save on the bottom-right.

Privilege Management Policy

Locate BeyondTrust Privilege Management Policy in the list and click Edit on the right-hand side.
2. Ifusersin this group are to edit Privilege Management policy and Workstyles:

Select View and change task settings and click Save on the bottom-right.

3. Ifusersin this group are to read but not edit the Privilege Management policy and Workstyles:

Select View settings and click Save on the bottom-right.

4. Ifyou don'twantusers in this group to be able to read or edit Privilege Management policy and Workstyles:

Select No permissions and click Save on the bottom-right.
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Policy Assignment Rule

Locate Policy Assignment Rule in the list and click Edit on the right side.
2. Ifusersin this group will be administering policy rules:

Select View and Edit Rules in the list and click Save on the bottom-right.

3. Ifusersin this group will be viewing but not administering policy rules:

Select View Rules in the list and click Save on the bottom-right.

4. Ifyou don'twant users in this group to be able to view or administer policy rules:

Select No permissions and click Save on the bottom-right.

You have now added the permissions you require to administer Privilege Management Workstyles and the Privilege Management
ePO Response Generator.

Policy Management

This allows you to define which users can make policy changes independently, including the ability to approve or reject policy
change requests.

1. Locate Policy Management in the list and click Edit on the right side.
2. Ifusersin this group are not to have permission to make policy changes independently:

Select No Permission - Users with this permission must submit policy changes for approval and click Save on the
bottom-right.

3. Ifusersin this group are to be able to make policy changes independently and can approve or reject policy requests:

Select Approver Permission - Users with this permission can make policy changes independently. This includes the
ability to approve or reject policy change requests and click Save on the bottom-right.
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Performance Tuning on the ePO Server

The default configuration of an ePO Server allows two concurrent tasks that share a single processor core. For larger systems, this
may have a performance implication. Your ePO Server can be configured to make better use of the processor cores for scheduled
tasks.

1. Navigate to Menu > Server Settings > Scheduler Tasks.

2. Click Edit.

3. From Total maximum tasks, select Absolute maximum calculation.

This ensures you are not restricted to using only a single core for calculations.

f Note: Your ePO Server must be restarted for these changes to take effect.
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