
 

 

 

WHAT’S NEW DOCUMENTATION 

BeyondTrust Password Safe 7.2 

New and Updated Features – December 2020 

BeyondTrust Password Safe combines privileged password and session 

management to discover, manage, and audit all privileged credential activity. Scan, 

identify, and profile all assets for automated onboarding, ensuring no credentials are left 

unmanaged. Control privileged user accounts, applications, SSH keys, cloud admin 

accounts, RPA accounts, and more. Utilize adaptive access control for automated 

evaluation of just-in-time context for authorization access requests. Monitor and record 

live sessions in real time and pause or terminate suspicious sessions. Enable a 

searchable audit trail for compliance and forensics, and achieve complete control and 

accountability over privileged accounts. 

See the release notes for details. 

 

Feature Highlights  

Password Safe Now Available As-a-Service 

We are pleased to announce that with Password Safe 7.2, we are expanding our Cloud 

deployment options to include Software as a Service (SaaS). Our fully featured Password 

Safe solution is now available both on-premises (physical or virtual appliance) and 

Cloud (SaaS or IaaS). Password Safe Cloud is not a new product; it is a new deployment 

model that builds on the existing Password Safe solution you are familiar with. 

Deploying Password Safe Cloud reduces the burden of managing underlying 

infrastructure such as the appliances and the backend database, saving time and 

management effort. Password Safe Cloud enables you to get up and running quickly and 

begin to realize benefits in days, accelerating time-to-value. With a SaaS delivery of 

Password Safe, you can leverage enterprise-class scalability to meet the needs and 

budgets of organizations of all sizes. 

Password Safe Cloud provides customers with an alternative deployment option that 

removes many obstacles in the implementation of a PAM solution: 

• Meet High Availability requirements in a cost-effective way: With 

Password Safe Cloud, implementing Active-Active like functionality requires only 

a fraction of the investment that otherwise would be required with an on-prem or 

https://www.beyondtrust.com/docs/release-notes/beyondinsight-password-safe/index.htm
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IaaS option. For example, infrastructure such as an external database, the 

resources needed to manage it and maintain it and the costly SQL Server 

Enterprise license are no longer your responsibility, hence incur no extra costs. 

• New technology for enhanced performance: The Resource Broker 

component encompasses the existing methods of authentication against an Active 

Directory or LDAP environment, automated password management, session 

proxy, and discovery of accounts to be managed. The Resource Broker is installed 

on a customer-provisioned Windows Server through a simple installer. 

Customers can deploy any number of Resource Brokers as needed; they are not 

separately licensed, giving you the flexibility necessary in today’s world. The 

Resource Broker is introduced to assist in extending Active-Active like 

functionality is a simple, lightweight way. 

Platform Support: Salesforce  

Customers want the ability to secure and manage administrative credentials for 

Salesforce in Password Safe. Version 7.2 adds support for managing these credentials 

out-of-the-box. This builds on our support for cloud platforms that already include 

Amazon, Azure, Workday, and Office 365. 

Enhanced Integration with BeyondTrust Secure Remote Access 

In Password Safe 7.2, we have enhanced the API registration process to better integrate 

with the ECM (Endpoint Credential Manager) when multi-factor authentication is in 

use. Customers can now disable MFA when accessing user accounts through API. This 

feature enables a more seamless integration experience between Password Safe and the 

SRA appliances without impacting the security of the user interface for Password Safe. 

Enhanced Password and Session Activity Report  

Administrators and auditors want more detailed information available from out-of-the-

box reports. Why a user checks out a session or password is critical information to 

understand. In version 7.2 we have added the status to the Password and Session 

Activity report to show the activity justification. This allows for a deeper understanding 

and scrutiny of why users need access.   



 

 

 

 

About BeyondTrust  

BeyondTrust is the worldwide leader in Privileged Access Management (PAM), empowering 

organizations to secure and manage their entire universe of privileges.  Our integrated products 

and platform offer the industry's most advanced PAM solution, enabling organizations to 

quickly shrink their attack surface across traditional, cloud, and hybrid environments. 

The BeyondTrust Universal Privilege Management approach secures and protects privileges 

across passwords, endpoints, and access, giving organizations the visibility and control they 

need to reduce risk, achieve compliance, and boost operational performance.  Our products 

enable the right level of privileges for just the time needed, creating a frictionless experience for 

users, enhancing productivity. 

With a heritage of innovation and a staunch commitment to customers, BeyondTrust solutions 

are easy to deploy, manage, and scale as businesses evolve. We are trusted by 20,000 customers, 

including 70 percent of the Fortune 500, and a global partner network. Learn more at 

www.beyondtrust.com. 

 

http://www.beyondtrust.com/

