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BeyondTrust Password Safe enables complete visibility and control of privileged credentials and secrets 
in a single solution. Password Safe provides automated discovery and onboarding, management, 
auditing, and monitoring for any privileged credential across on-prem and cloud environments. The 
solution simplifies audit and compliance, giving enterprises visibility of privileged activity across the 
network. Password Safe empowers DevOps teams with the confidence to develop and deploy cloud 
solutions and secure secrets at the speed of DevOps. And Workforce Passwords brings visibility, control, 
and audit support for employee business passwords across the enterprise.  

With Password Safe, you can:  
• Achieve complete visibility and control over privileged accounts and now manage employee 

business passwords with add-on Workforce Passwords.  
• Scan, identify, and profile all assets for automated onboarding, ensuring no credentials are left 

unmanaged. 
• Store secrets used for DevOps, including certificates, API keys, tokens, JSON and XML files, etc., 

in a secure and audited vault. 
• Empower employees with the Workforce Passwords add-on product for Password Safe 23.2 

which features a browser plugin and a secure and audited vault to store employee business 
passwords. 

• Monitor and record live sessions in real-time and pause or terminate suspicious sessions. 
• Use adaptive access control for automated evaluation of just-in-time context for authorization 

access requests. 
 
Please see the release notes for additional details on these important enhancements.  

Release Highlights – Password Safe 23.2 

Workforce Passwords 

As our customers' enterprise applications continue to expand, so do the access credentials for 
employees. Now enterprises can strengthen their security posture by leveraging Workforce Passwords 
as a secure credential storage method. Non-privileged users now can use Password Safe to quickly store 
business application credentials they need for their daily work, using familiar experiences like folder 
storage and browser plugins. 

Workforce Passwords requires that a customer currently owns Password Safe, either deployed on-
premises or in the cloud. Continued use of Workforce Passwords requires a per-user license. 

https://www.beyondtrust.com/docs/release-notes/beyondinsight-password-safe/index.htm


 
 
Benefits of Workforce Passwords include:  

• Secure personal folders to store credentials for each employee  
• Chromium-based (Chrome/Edge) web browser extension for credential injection, used to log 

into enterprise applications 
• Full auditing and reporting support 

Smart Rules for Application Onboarding 

Applications can be managed by Password Safe to help streamline user experiences by providing direct 
access to a remote application. With the 23.2 release, Password Safe now provides the ability to 
leverage Smart Rules to simplify the process of assigning applications to Managed Systems and 
Managed Accounts. 

SAP HANA DB Credential Management 

Password Safe provides customers with the ability to discover identities across a vast set of platforms, 
both on premises and in the cloud. With the release of 23.2, Password Safe extends our discovery to 
include SAP HANA DB. Customers can now leverage Smart Rules to scan their HANA DB instances and 
discover, onboard, and manage credentials, including rotation of credentials for the identities. 

Ansible Integration - (Ansible Tower) 

Users of Secrets Safe can now benefit from a new integration with Ansible, one of the most prominent 
Infrastructure and Configuration Management tools used by developers today. The integration provides 
an easy-to-use method for Password Safe consumers to secure and manage their Ansible-related secrets 
for automated CI/CD and DevOps workflows. The Ansible integration is delivered in the form of a 
Lookup Plugin that customers can use within their playbooks. 

Oracle Platform Update 

Password rotations on Oracle platforms now supports optionally unlocking the account when a 
password is rotated. This preserves and enhances existing workflows while maintaining the security of 
regular password rotation for service accounts. 
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Report Scheduling in Password Safe Deployed in the Cloud 

Customers with cloud deployments of Password Safe 23.2 now can schedule reports. Report scheduling 
aids admins in keeping up to date on their auditing needs in a more autonomous manner. Reports can 
be scheduled on a defined recurring basis, helping administrators remain vigilant by generating access 
reports on a regular cadence for Security Specialists to review and audit. Ad-hoc reporting is not 
deprecated and is available for end users who require it. 

Smart Rule Ease of Use Updates 

You can use Smart Rules to add assets, systems, and accounts into Password Safe management. The 
selection filters that you configure for the Smart Rule determine the assets that are added as managed 
systems and managed accounts. Password Safe 23.2 makes it easier to track and understand the results 
of Smart Rules in practice. This release features enhanced auditing of Smart Rule creation and edits to 
Smart Rules, and updated navigation between the Smart Rule configuration form and the Smart Rule 
results grid to allow for quicker feedback on how changes to Smart Rule criteria affects the items in the 
Smart Rule grid. 

Support for Microsoft SQL Server 2022 

Customers can configure BeyondInsight 23.2 with MS SQL Server 2022 as its external database. SQL 
Server 2022 builds on previous releases to grow SQL Server as a platform that provides choices of on-
premises or cloud environments, and operating system. 

 

About BeyondTrust  
BeyondTrust is the worldwide leader in intelligent identity and access security, enabling organizations to 
protect identities, stop threats, and deliver dynamic access. We offer the only platform with both 
intelligent identity threat detection and a privilege control plane that delivers zero-trust based least 
privilege to shrink your attack surface and eliminate security blind spots.   
  
BeyondTrust protects identities, access, and endpoints across your organization, while creating a 
superior customer experience and operational efficiencies.  We are leading the charge in innovating 
identity-first security and are trusted by 20,000 customers, including 75 of the Fortune 100, plus a global 
ecosystem of partners. Learn more at www.beyondtrust.com. 

http://www.beyondtrust.com/
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