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BeyondInsight and Password Safe Authentication Guide

BeyondInsight and Password Safe support BeyondInsight user account authentication, as well as multi-factor authentication, smart card
authentication, and third-party authentication for web tools supporting the SAML 2.0 standard. Various authentication methods, such as
smart card authentication, two-factor authentication using a RADIUS server, Ping Identity, Okta, and Active Directory Federation Services
(AD FS) are detailed in this guide.

BeyondInsight provides authentication for user accounts found in the BeyondInsight database. You can create BeyondlInsight local
accounts and groups, and you can add Active Directory, Azure Active Directory, and LDAP users and groups into BeyondInsight. You can
apply Beyondlnsight authentication to any of these accounts, using the procedures outlined in this guide.

4
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Create and Configure Groups in Beyondinsight

BeyondInsight offers a role-based delegation model so that you can explicitly assign permissions to groups on specific product features
based on their role. Users are provisioned based on the permissions of their assigned groups. A user must always belong to at least one
group in BeyondInsight that has permissions assigned to be able to log in to BeyondInsight and Password Safe.

Note: By default, an Administrators group is created. The permissions assigned to the Administrators group cannot be
changed. The user account you created when you configured BeyondInsight is a member of the group.

You can create BeyondInsight local groups, as well as add Active Directory,

Azure Active Directory, and LDAP groups into BeyondInsight. . . .
Y 9roup yonamsig Beyondinsight ~ Configuration

lbl BeyondTrust > Role Based Access > User Management

USER MANAGEMENT @

Groups Users

Filter by

v

o Create New Group &

ﬁ Create a New Group...
Users Description

o Add an Active Directory Group...

13 Using this one
@ Add an Azure Active Directory Group... o Users who car
A\ Add an LDAP Group... 0 Users who car
@ Add a SailPoint Role... ins 0 Users who car

You can filter the groups displayed in the grid by type of group, name of the group, group description, and the date the group was last
synchronized.

L) 1

Tip: By default, the first 100 groups are displayed per page. You = U © @ roup policy Crestor Ouners Members in s gre

can change this by selecting a different number from the ltems ° Br-Xe) \BIDeme

per page dropdown at the bottom of the grid. o

D [+ X©) \Domain Guests All domain guests
Page 1 of 1 Items per page
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Create a BeyondInsight Local Group

To create a local group in BeyondInsight, follow the below steps:

1. Navigate to Configuration > Role Based Access > User Management.
2. From the Groups tab, click Create New Group.

3. Select Create a New Group. Beyondinsight =~ Configuration

) BeyondTrust > Role Based Access > User Management

USER MANAGEMENT @

Groups Users

Filter by

v

0 Create New Group &

* Create a New Group...
Users Description

° Add an Active Directory Group...

13 Using this one
@ Add an Azure Active Directory Group... 0 Users who car
4w Add an LDAP Group... 0 Users who car
@ Add a SailPoint Role... ins 0 Users who car
. Enter a Group Name and Description for the group.
5. The group is set to Active by default. Check the box to deactivate it, Create New Grou p )
if you prefer to activate it later.
6. Click Create Group. Active
Group Name
New Test Group >}
Description
New Test Group L]
CREATE GROUP DISCARD
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7. Assign users to the group:

o Under Group Details, select Users.

o From the Show dropdown list, select Users not assigned.

« Filter the list of users displayed in the grid by Type, -
Username, Name, Email, and Domain, if desired.

e [1 Jors b M 25 v | rems perpage Shoving ems 1.25 01 1064

« Select the users you wish to add to the group, and then click Assign User above the grid.

x Note: By default, new groups are not assigned any permissions. You must assign permissions on features and smart groups
after creating a new group. For more information on permissions and how to assign them, please see "Assign Permissions to
Groups in BeyondInsight" on page 29.

x Note: When a local user logs in to BeyondInsight for the first time using SAML authentication, BeyondInsight provisions their
account by mapping it to the groups assigned to their account.

For releases prior to 21.3, and for upgrades to the 21.3 release, if the user account's group membership has changed (in the
SAML claims provided) upon subsequent logins, BeyondInsight does not deprovision the user by removing them from the
groups that were initially mapped to their account. Instead, BeyondInsight maps the user to any newly assigned groups, in
addition to the groups their account is already mapped to.

You can configure Beyondinsight to synchronize group membership each time a local user logs in using SAML, as follows:

1. Navigate to Configuration > Authentication Management > Authentication Options.
2. Under SAML Logon for Local Users, toggle the Enable Group Resync option to enable it.

For new installs of release 21.3 and later releases, this option is enabled by default.

Adding Active Directory, Azure Active Directory, and LDAP groups into BeyondInsight is documented in subsequent chapters. Before you
can add directory groups into BeyondInsight you must first create credentials that have permissions to query the directories.

For more information on creating and editing directory credentials, please see "Create and Edit Directory Credentials" on page

8.
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Create and Edit Directory Credentials

A directory credential is required for querying Active Directory (AD), Azure AD, and LDAP. Itis also required for adding AD, Azure AD, and
LDAP groups and users in BeyondInsight. Follow the steps below for creating each type of directory credential.

f Note: Before you can create an Azure AD credential, you must first register and configure permissions for an application in the
Azure AD tenant where the user credentials reside. For more information, please see "Register and Configure an Application
in Azure Active Directory"” on page 13.

To create a directory credential in BeyondInsight:

1. Navigate to Configuration > Role Based Access > Directory Credentials.
2. Click Create New Directory Credential.
3. Follow the steps in the applicable section below, based on the type of directory you are creating.
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Create an Active Directory Credential

1. Select Active Directory for the Directory Type.
Provide a name for the credential.

Enter the name of the domain where the directory and user credentials
reside.

4. Enable the Use SSL option to use a secure connection when accessing the
directory.

x Note: If Use SSL is enabled, SSL authentication must also be
enabled in the BeyondInsight configuration tool.

4. Enter the credentials for the account that has permissions to query the
directory.

5. Enable the Use Group Resolution option to use this credential for
resolving groups from the directory.

x Note: Only one credential can be set for group resolution per
domain or server.

6. Click Test Credential to ensure the credential can successfully
authenticate with the domain or domain controller before saving the
credential.

7. Click CreateCredential.

New Directory Credential >

Directory Type
@ Active Directory

O Lpap

(O Azure Active Directory

Credentials

Title

Domain

(] usessL

Username

Password

Password

‘ | SHOW ‘

Confirm Password

‘ | SHOW ‘

E] Use Group Resolution (Optional) (7]

TEST CREDENTIAL

CREATE CREDENTIAL

DISCARD
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Create an LDAP Credential

1. Select LDAP for the Directory Type.
Provide a name for the credential. New Directory Credential >

Enter the name of the LDAP server where the directory and user
credentials reside.

4. Enable the Use SSL option to use a secure connection when O Active Directory
accessing the directory.
g v @ LDAP

x Note: If Use SSL is enabled, SSL authentication must also be O Azure Active Directory
enabled in the BeyondInsight configuration tool.

Directory Type

Credentials
5. Enter the credentials for the account that has permissions to query the T
directory. e
6. Enable the Use Group Resolution option to use this credential for
resolving groups from the directory.
LDAP Server
x Note: Only one credential can be set for group resolution per
LDAP server.
Port
7. Click Test Credential to ensure the credential can successfully (=] 389
authenticate with the domain or domain controller before saving the
credential. [J usessL
8. Click Create Credential.
Password
Bind DN
Password
SHOW
Confirm Password
SHOW
(J use Group Resolution (Optional) @
TEST CREDENTIAL
CREATE CREDENTIAL DISCARD
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Create an Azure Active Directory Credential

1. Select Azure Active Directory for the Directory Type.
Provide a name for the credential.

Paste the Client ID, Tenant ID, and Client Secret that you copied
when registering the application in your Azure AD tenant.

4. Enable the Use Group Resolution option to use this credential for
resolving groups from the directory.

f Note: Only one credential is supported per Azure AD tenant.

5. Click Test Credential to ensure the credential can successfully
authenticate with the domain or domain controller before saving the
credential.

6. Click Save Credential.

New Directory Credential >

Directory Type
QO Active Directory

O Loapr

(@ Azure Active Directory

Credentials

Title

Client 1D

TenantID

Client Secret

SHOW
TEST CREDENTIAL
CREATE CREDENTIAL DISCARD
Edit a Directory Credential
1. From the Directory Credentials grid, click the vertical ellipsis for the credential, and then select Edit.
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2. Make the changes required.

Edit Directory Credential >
x Note: For AD or LDAP credentials, if you change the Domain or .
LDAP Server, enable or disable the Use SSL option, or update Credentials
the Username or Bind DN, you must change the password. Click .
Change Password to display fields to enter and confirm the new Title
password. Active Directory [}
Domain

3. Click Test Credential to ensure the edited credential can
successfully authenticate with the domain or domain controller o
before saving the credential.

4. Click Save Credential. E] Use SSL

Username

administrator Q

CHANGE PASSWORD

E] Use Group Resolution (Optional) @

TEST CREDENTIAL

UPDATE CREDENTIAL DISCARD CHANGES

x Note: To use Azure AD credentials for logging into BeyondInsight, the accounts must use SAML authentication.

For more information on configuring Azure AD SAML with Beyondinsight, please see "Configure Azure Active Directory SAML
with Beyondinsight SAML" on page 63.
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Register and Configure an Application in Azure Active Directory

Before you can create Azure Active Directory (AD) credentials and add Azure AD groups and users into BeyondInsight, you must first
register and configure an application in the Azure AD tenant where the user accounts reside. The below steps walk through creating a
registered application in Azure AD, creating a client secret for the registered app, and configuring API permissions for the registered app.

13
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Create a Registered Application in Azure AD

Sign into Azure and connect to the Azure AD tenant where the credentials you wish to add into BeyondInsight reside. Then follow these

steps:
1. Onthe left menu, select App registrations.
2. Click + New Registration.
3. Under Name, enter a unique application name. p S i A _
4. Under Supported account types, select Accounts in this e Fepne
: . . Register an application X
organizational directory only.
. . :eg;‘sz{‘:::ppyuu're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise
5. Click Register. ”

* Name

The user-facing display name for this application (this can be changed later).

= -

Supported account types

Who can use this application or access this API?
(®) Accounts in this organizational directory only (SRA_QA only - Single tenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

(O rersonal Microsoft accounts only

Help me choose.

By proceeding, you agree to the Microsoft Platform Policies ¢!

Create a Client Secret for the Registered App

1. Select the newly created app from the list of App Registrations (if not already visible).
2. Select Certificates & secrets from the left menu. e —
T Add a client secret x
. - - wtl | Certificates & secrets 2
3. Click + New Client Secret. . -
4. Provide a Description and appropriate Expiry. If you select 1 or 2
years, the directory credential must be refreshed in BeyondInsight
with a new client secret on the anniversary of its creation.
5. Click Add.
]
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6. Copy the client secret and store it in a safe place. It is required when ooy | 5 ¢ ®0 0 p B Lus
creating directory credentials for Azure AD in BeyondInsight. ekt | Cortifcates & secrets »

O Gt

f Note: This is the only time this client secret value is displayed.

Assign API Permissions to the Registered Application
Select the newly created app from the list of App Registrations
Select APl Permissions from the left menu.
Click + Add a permission. [ 20 2o oz S s)

Request API permissions x;
permissions  #

Click Microsoft Graph.

Click Application Permissions.

O e D cothasiacs

I o

Search for User.Read.All and check the box in the search results.

7. Search for Group.Read.All and check the box in the search results.

ermissions 2

8. Click Add permissions.

]« Oneren
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9. Search for Domain.Read.All and check the box in the search
results.

10. Click Add permissions.

. B
11. Click Grant Admin Consent for <directory name> to give |05 800 r —— 3]
consent to the app to have those permissions you just added. o Mbael| 4P| perissons # -
12. Click Yes to confirm.
| o6 800 ]

Now that your registered app is created, has a client secret, and has API
permissions assigned, select Overview from the left menu and copy the
Application (client) ID and the Directory (tenant) ID. Store these ina

safe place as these are required when creating directory credentials for

Azure AD in Beyondinsight.

i For more information on directory credentials, please see "Create and Edit Directory Credentials" on page 8.
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Map Directory Credentials to a Domain

Domain management allows you to map a default primary directory credential and an optional fallback credential as preferred binding
credentials used for account resolution against domains in your environment when logging in to BeyondInsight.

Note: If credentials are not mapped, or both mapped credentials fail, Beyondinsight attempts login following the legacy
process of not using mapped credentials.

Follow these steps to add or edit primary and secondary credentials for a domain:

1. Navigate to Configuration > Role Based Access > Domain Management.
2. Click Create New Domain to create a new one.
DOMAINS < New Domain
3. Provide the name of the domain or LDAP server. e Domain name o Lo server
4. Select the type of platform. ° } o‘ ]
i Create New Domain i Platform
5. SelectaPrimary Credential from the dropdown. Showing 3 Domois O aebieroy
6. Select a Fallback Credential from the dropdown. ° T Ouww
H H ° m redentials
7. Click Create Domain. Credential
0 m Primary Credential
° m llback e | ’
) il .
° i

8. To edit credentials for an existing domain, select the domain from the left pane, make your edits, and then click Save Domain.

] o

Tip: Primary and fallback credentials can include Password Safe
managed accounts.

Beyondinsight | Configuration (=)

When domain management is configured for a domain and user selects the B | e
domain when logging into BeyondInsight, the specified primary and fallback
credentials are used to resolve their account. The credentials used for
authentication are shown in the Login Details for the specific login activity
on the Configuration > General > User Audits page.

cscceccocsoas o[
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Add an Active Directory Group

Active Directory (AD) group members can log in to the management console and perform tasks based on the permissions assigned to the
group. The group can authenticate against either a domain or domain controller. Upon logging into BeyondInsight, users can select a

domain from the Log in to list on the Login page.

WLE

Tip: The Log in to list is only displayed on the Login page when there are either AD or LDAP user groups created in the

the Show list of domains/LDAP servers on login page setting from Configuration > System > Site Options page.

Beyondinsight console. The Log in to list is displayed by default, but may be disabled / enabled by an admin user by toggling

x Note: AD users must log in to the management console at least once to receive email notifications.

Create an Active Directory Group in BeyondInsight, as follows:

1. Navigate to Configuration > Role Based Access > User Management.
2. From the Groups tab, click Create New Group.

3. Select Add an Active Directory Group. Beyondmsight Conﬁgu ration

) BeyondTrust > Role Based Access > User Mana

USER MANAGEMENT @

Groups Users

Filter by

gement

‘ T

o Create New Group =

o Add an Active Directory Group... 13

@ Add an Azure Active Directory Group... 0
aus Add an LDAP Group... 0
@ Add a sailPoint Role... ins 0
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4. Select a credential from the list.

Active Directory Group Search >
x Note: If you require a new credential, click Create New Credential
Credential to create one. The new credential is added to the list
of available credentials. v
Create New Credential...
5. Ifthe Domain field is not automatically populated, enter the name of Domain
a domain or domain controller.
6. After you enter the domain or domain controller credential @
information, click Search Active Directory. A list of security groups )
in the selected domain is displayed. Filter by Group Name
* o
SEARCH ACTIVE DIRECTORY CANCEL
x Note: The default filter is an asterisk (*), which is a wild card filter that returns all groups. For performance reasons, a
maximum of 250 groups from Active Directory is retrieved.
7. Setafilter on the groups to refine the list, and then click Search Active Directory.
P Example: Sample filters:
o a*returns all group names that start with "a"
o *dreturns all group names that end with "d"
o *sql* returns all groups that contain "sql" in the name
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8. Selecta group, and then click Add Group.
Active Directory Group Search >

Credential

‘ v ‘

Create New Credential...

Daomain
| o
Filter by Group Name
* o ‘
SEARCH ACTIVE DIRECTORY
Search Results
~

v testgroup934

testgroup713

ADD GROUP CANCEL

9. The group is added and set to Active but not provisioned or synchronized with AD. Synchronization with AD to retrieve users
begins immediately.

10. Once the group has been synced with AD, you can view the users GROUP: i s z@ e
assigned to the group by selecting Users from the Group Details [ o Y
pane. ¢ o

wibutes

’ Tip: Use the filters above the grid to narrow down the list of users
displayed in the grid by Type, Username, Name, Email, or gt
Domain, or to show users not assigned to the group.

page |1 | oft 25 v | tems perpage Showing tems 17017

x Note: By default, new groups are not assigned any permissions. You must assign permissions on features and Smart Groups
after creating a new group. For more information on permissions and how to assign them, please see "Assign Permissions to
Groups in BeyondInsight" on page 29.

For more information on creating and editing directory credentials, please see "Create and Edit Directory Credentials" on page

8.
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Propagate Domain Changes to Group Members

Domain changes can be propagated to all users in a group by enabling the
Propagate this change to all group members option for the group. By Edit | . >
default, this is set to OFF. When enabled, changes to the preferred domain !

controller at the group level are applied to all group members. View Group details...

When creating a new group, we advise turning this setting on by editing the
new group details. This ensures that all users in the new group get a Active

preferred domain controller from the initial setup of the group.
Name
—— = W -

Description

Credential

‘ v ‘

Create New Credential...

Domain / Domain controller

‘ Any domain controller v

A This change will replace existing user settings.

Propagate this change to all group members

Sync Schedule @

Sync Schedule Options

‘ Global v

Save Changes Discard Changes
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Add an Azure Active Directory Group

Azure Active Directory (AD) group members can log in to the management console using SAML authentication and perform tasks

based

on the permissions assigned to the group. Upon logging into BeyondInsight, users can select a domain from the Log in to list on the

Login page.

WLE

Tip: The Log in to list is only displayed on the Login page when there are either AD or LDAP user groups created in the

the Show list of domains/LDAP servers on login page setting from Configuration > System > Site Options page.

Beyondinsight console. The Log in to list is displayed by default, but may be disabled / enabled by an admin user by toggling

x Note: AD users must log in to the management console at least once to receive email notifications.

Create an Azure Active Directory Group in BeyondInsight, as follows:

1. Navigate to Configuration > Role Based Access > User Management.
2. From the Groups tab, click Create New Group.

3. Select Add an Azure Active Directory Group. Beyondmsight Conﬁgu ration

) BeyondTrust > Role Based Access > User Mana

USER MANAGEMENT @

Groups Users

Filter by

gement

‘ T

o Create New Group =

o Add an Active Directory Group... 13

@ Add an Azure Active Directory Group... 0

aus Add an LDAP Group... 0

@ Add a sailPoint Role... ins 0
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4. Select a credential from the list.

Note: If you require a new credential, click Create a New
Credential to create a new credential. The new credential is
added to the list of available credentials.

5. Click Search Azure Active Directory. A list of security groups
displays.

Azure Active Directory Group >
Search
Credential

Create New Credential...

Filter by Group Name

* o

SEARCH AZURE ACTIVE DIRECTORY CANCEL

Note: For performance reasons, a maximum of 250 groups from Azure AD s retrieved. The default filter is an asterisk (*),
which is a wildcard filter that returns all groups. Use the group filter to refine the list.

6. Setafilter on the groups that are to be retrieved, and then click Search Azure Active Directory.

p Example: Sample filters:
e a*returns all group names that start with a.

o *dreturns all group names that end with d.
« *sql*returns all groups that contain sql in the name.

7. Selecta group, and then click Add Group.

Search Results

Functional Accounts

Group used fo siore Functions! Accownts for QA testing

PS_Qa
v PasswordSafe QA

Ma :1“5&;1 ACCoOUnts

axsword Safe Managed Accounts

MsamIGRP

Rret EEL gron

Automation

For Automagion users

Adrmir

8. The group is added and set to Active but not provisioned or synchronized with Azure AD. Synchronization with Azure AD to

retrieve users begins immediately.
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9. Once the group has been synced with Azure AD, you can view the
users assigned to the group, as well as unassigned users, by
selecting Users from the Group Details section and then using the
filters.

page |1 |ort 25 v | iems perpage Showing tems 12012

x Note: By default, new groups are not assigned any permissions. You must assign permissions on features and Smart Groups
after creating a new group. For more information on permissions and how to assign them, please see "Assign Permissions to
Groups in Beyondinsight" on page 29.

x Note: To use Azure Active Directory credentials for logging into BeyondInsight, the accounts must use SAML authentication.
For more information on configuring Azure AD SAML with BeyondInsight, please see "Configure Azure Active Directory SAML
with BeyondInsight SAML" on page 63.

For more information on creating and editing directory credentials, please see "Create and Edit Directory Credentials" on page

8.
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Add an LDAP Group

LDAP group members can log in to the management console and perform tasks based on the permissions assigned to the group. The
group can authenticate against either a domain or domain controller. Upon logging in to BeyondlInsight, users can select a domain or
LDAP server from the Log in to list on the Login page.

WLE

Tip: The Log in to list is only displayed on the Login page when there are either AD or LDAP user groups created in the
Beyondinsight console. The Log in to list is displayed by default, but may be disabled / enabled by an admin user by toggling
the Show list of domains/LDAP servers on login page setting from Configuration > System > Site Options page.

x Note: LDAP users must log in to the management console at least once to receive email notifications.

Create an LDAP Group in BeyondInsight, as follows:

1. Navigate to Configuration > Role Based Access > User Management.
2. From the Groups tab, click Create New Group.

3. Select Add an LDAP Group from the list. Beyondmsight Conﬁgu ration

) BeyondTrust > Role Based Access > User Management

USER MANAGEMENT @

Groups Users

Filter by

‘ T

o Create New Group =

w Create a New Group...
Users Description

o Add an Active Directory Group...

13 Using this one

4 Add an Azure Active Directory Group... 0 (e wim &

4 Add an LDAP Group... 0 Users who car

@ Add a SailPoint Rale... ins 0 Users who car
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4. Select a credential from the list.

LDAP Group Search >
f Note: If you require a new credential, click Create a New )
Credential to create a new one. The new credential is added to Credential
the list of available credentials. -

Create New Credential...

5. Click Fetch to load the list of Domain Controllers, and then select
one.

6. Tofilter the group search, enter keywords in the group filter or use a
wild card, and then click Search LDAP.

Server

Domain / Domain controller

v FETCH

Filter by Group Name

*

SEARCH LDAP CANCEL

p Example: Sample filters:
e a*returns all group names that start with a.

o *dreturns all group names that end with d.
« *sql*returns all groups that contain sql in the name.
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7. Selecta group, and then click Continue to Add Group.
LDAP Group Search

SEARCH LDAP

Search Results

OracleDBSecurityAdmins

elete enterprise dom

OracleDBCreators
Users who can register databases in this realm,
including creating the database

OracleNetAdmins
& Users who can register Network Service Alias in this
Oracle Context.

OracleDefaultDomain

OracleContextAdmins

Users who can administer all entities in this Oracle
rantavt

CONTINUE TO ADD GROUP CANCEL
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8. Selectthe Group Membership Attribute and Account Naming
Attribute.

9. Enter a Base Distinguished Name, if not automatically populated.
10. Click Add Group.

LDAP Group Search

Active

Mams

OracleNetAdmins

Users who can register Network Service Alias in t

Group Membership attribute

uniqueMember -

Account Naming attribute

uid -

Base Distinguished Name

dc= s dc=i ]

ADD GROUP CANCEL

11. The group is added and set to Active but is not provisioned or synchronized with LDAP. Synchronization with LDAP to retrieve
users begins immediately.

12.  Once the group has been synced with LDAP, you can view the GROUP: e — co o
users assigned to the group, as well as unassigned users, by M\ | S5 o s
selecting Users from the Group Details section, and then using the roup el < [ vsers

filters. S

pege[1 | ort 25 v | tems perpage Showing tems 112012

x Note: By default, new groups are not assigned any permissions. You must assign permissions on features and smart groups
after creating a new group. For more information on permissions and how to assign them, please see "Assign Permissions to
Groups in BeyondInsight" on page 29.

For more information on creating and editing directory credentials, please see "Create and Edit Directory Credentials" on page
8.
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Assign Permissions to Groups in Beyondinsight

The following permissions may be assigned to user groups in BeyondInsight for each feature and Smart Group.

Permission Description

No Access Users cannot access the selected feature or Smart Group. In most cases, the feature is not visible to
the users.

Read Only Users can view selected areas, but cannot change information.

Full Control Users can view and change information for the selected feature.

Permissions for a BeyondInsight user must be assigned cumulatively and at the group level. You must assign permissions on features and
Smart Groups after creating a new group in order for users in that group to be able to access features in the product. For example, if you
want a BeyondInsight administrator to manage discovery scans only, then you must assign full control for the following features:

« Management Console Access

+ Asset Management

e Reports Management

+ Scan - Job Management

« Scan Management

Note: In addition to the group permissions noted, for the group to be provisioned, there must be at least one enabled Smart
Group for the group. This sets the scope for the features.
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Assign Features Permissions

Note: The features listed are based upon your BeyondInsight license. Only features relevant to your licensed installation are
listed.

Navigate to Configuration > Role Based Access > User Management > Users.

Click the vertical ellipsis button for the group, and then select View Group Details.

Under Group Details, click Features.

Filter the list of features displayed in the grid using the Show and Filter by dropdown lists.

o wn =

Select the features you wish to assign permissions to, and then click Assign Permissions above the grid.
6. Select Assign Permissions Read Only, Assign Permissions Full Control, or Disable Permissions.

The following table provides information on the features permissions you can assign to your groups.

Feature Provides Permissions To:
Analytics & Reporting Log in to the console and access Analytics & Reporting to generate and subscribe to reports.
Appliance (U-Series) Access Grant access to manage the U-Series Appliance as a BeyondInsight user.
Asset Management Create Smart Rules.

Edit and delete buttons on the Asset Details window.
Create Active Directory queries.

Create address groups.

Attribute Management Add, rename, and delete attributes when managing user groups.

Credential Management Add and change credentials when running scans and deploying policies.

Directory Credential Grant access to the configuration area where directory credentials are managed. This feature must
Management be enabled to support access to directory queries as well.

Directory Query Management Grant access to the configuration area where directory queries are managed.

}( Note: Access to Directory Credential Management must also be granted.

Domain Management Grants the user permission to configure mappings of bind credentials to domains for account
resolution.

Endpoint Privilege Management | Grant access to the Endpoint Privilege Management features, excluding Policy Editor and Reporting.

Endpoint Privilege Management Grant access to the Endpoint Privilege Management Policy Editor feature.
Policy Editor

Endpoint Privilege Management | Grant access to the Endpoint Privilege Management Reporting feature.
Reporting

Endpoint Privilege Management Grant access to the Endpoint Privilege Management for Unix & Linux features.
for Unix & Linux

File Integrity Monitoring Work with File Integrity rules.

License Reporting View the Licensing folder in Analytics & Reporting (MSP reports, Privilege Management for
Windows, Privilege Management for Mac true-up reports, and Assets Scanned report).
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Feature
Management Console Access

Manual Range Entry

Option Management

Options - Connectors
Options - Scan Options

Password Safe Account
Management

Password Safe Admin Session

Password Safe Admin Session
Reviewer

Password Safe Global API
Quarantine

Password Safe Bulk Password
Change

Password Safe Agent
Management

Password Safe Configuration
Management

Password Safe Domain
Management

Password Safe Policy
Management

Password Safe Role
Management

Password Safe System
Management

Password Safe Ticket System
Management

Reports Management

Scan - Job Management

BEYONDINSIGHT AND PASSWORD SAFE 23.2
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Provides Permissions
Access the BeyondInsight management console.

Allow the user to manually enter ranges for scans and deployments rather than being restricted to
smart groups. The specified ranges must be within the selected smart group.

Change the application options settings (for example, account lockout and account password
settings).

Access the configuration area where connectors are managed.
Access the configuration area where scan options are managed.
Grant read or write permissions to the following features on the Managed Accounts page and
through the public API:
« Bulk delete accounts
o Add accounts to a Quick Group
+ Remove accounts from a Quick Group
« Add, edit, and delete accounts
Password Safe web portal admin sessions.

Grant a user admin session reviewer permissions only.

Access to the Quarantine APls.

Change more than one password at a time.

Grant a user administrator permissions to the Configuration > Privileged Access Management
Agents page.

Grant a user administrator permissions to the Configuration > Privileged Access Management
page.
Check the Read and Write boxes to permit users to manage domains.

Grant a user administrator permissions to the Configuration > Privileged Access Management
Policies page.

Allows a user to manage roles, provided they have the following permissions: Password Safe Role
Management and User Account Management.

Read and write managed systems through the public API.

This feature is not presently used.

Run scans, create reports, and create report categories.

Activate Scan and Start Scan buttons.

Activate Abort, Resume, Pause, and Delete on the Job Details page.
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Feature Provides Permissions

Scan - Report Delivery

Scan Management

Secrets Safe
Session Monitoring

Smart Rule Management —
Asset

Smart Rule Management —
Managed Account

Smart Rule Management —
Managed System

Allow a user to set report delivery options when running a scan:

o Export Type
« Notify when complete
o Email report to
¢ Include scan metrics in email (only available for All Audits Scan)
Delete, edit, duplicate, and rename reports on the Manage Report Templates page.

Activate New Report and New Report Category.
Activate the Update button on the Edit Scan Settings view.

Provides access to Secrets Safe for all members of the selected group.
Use the session monitoring features.

Grants permission to view, create, and edit asset Smart Rules; editing is limited to Smart Rules that
are enabled for groups the user is a member of.

K Note: Newly created Smart Rules created by a non-administrator are automatically
enabled with read permissions for all groups that the user is a member of, and with full
permissions for all groups that the user is a member of AND has the Asset Management
permissions for. For more information, see Use Smart Rules to Organize Assets in the
Beyondinsight User Guide.

Grants permission to view, create, and edit managed account Smart Rules; editing is limited to smart
rules that are enabled for groups the user is a member of.

}( Note: Newly created Smart Rules created by a non-administrator are automatically
enabled with read permissions for all groups that the user is a member of, and with full
permissions for all groups that the user is a member of AND has the Asset Management
permissions for. For more information, see Use Smart Rules to Organize Assets in the
Beyondinsight User Guide.

Grants permission to view, create, and edit managed system Smart Rules; editing is limited to smart
rules that are enabled for groups the user is a member of.

K Note: Newly created Smart Rules created by a non-administrator are automatically
enabled with read permissions for all groups that the user is a member of, and with full
permissions for all groups that the user is a member of AND has the Asset Management
permissions for. For more information, see Use Smart Rules to Organize Assets in the
Beyondinsight User Guide.
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Feature Provides Permissions To:

Smart Rule Management —
Policy User

Ticket System
Ticket System Management

User Accounts Management

User Audits

U-Series Appliance
Administrator

U-Series Appliance Backups

U-Series Appliance High
Availability

U-Series Appliance Login

U-Series Appliance Manage
RDP

U-Series Appliance Patching

Grants permission to view, create, and edit policy user Smart Rules; editing is limited to smart rules
that are enabled for groups the user is a member of.

x Note: Newly created Smart Rules created by a non-administrator are automatically
enabled with read permissions for all groups that the user is a member of, and with full
permissions for all groups that the user is a member of AND has the Asset Management
permissions for. For more information, see Use Smart Rules to Organize Assets in the
BeyondInsight User Guide.

View and use the ticket system.
Mark a ticket as inactive. The ticket no longer exists when Inactive is selected.

Add, delete, or change user groups and user accounts.

A minimum of read access to Directory Credential Management must also be granted to enable
creation of AD and LDAP Groups.

View audit details for management console users on the User Audits page.

Provides access to manage all aspects of the U-Series Appliance.

Provides access to manage the Backup and Restore options of the U-Series Appliance.

Provides access to manage the High Availability features of the U-Series Appliance.

Provides access to manage the U-Series Appliance as a BeyondInsight user.

Provides access to manage Remote Desktop Protocol to the U-Series Appliance.

Provides access to manage updates to the U-Series Appliance.

For more information, please see the Managed Accounts section in the Beyondinsight and Password Safe API Guide at
https://www.beyondtrust.com/docs/beyondinsight-password-safe/ps/api/password-safe/managed-accounts.htm.

Features Permissions Required for Configuration Options

Configuration Option

Feature and Permission

Active Directory Queries
Address Groups
Attributes

Connectors

Password Safe Connections

Endpoint Privilege Management

Asset Management - Full Control.

Asset Management - Full Control.

Asset Management - Full Control.

Asset Management and Management Console Access - Full Control.
Member of the built-in BeyondInsight Administrators group.

Management Console Access and Endpoint Privilege Management - Full Control.

Module
Scan Options Scan Management - Full Control.
Services Member of the built-in BeyondInsight Administrators group.
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Configuration Option Feature and Permission
User Audits User Audits - Full Control.
User Management Everyone can access.
Users without the Full Control permission to User Account Management feature can edit only their
user record.
Workgroups User Accounts Management - Full Control.
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Assign Smart Groups Permissions

Navigate to Configuration > Role Based Access > User Management > Users.

Click the vertical ellipsis button for the group, and then select View Group Details.

Under Group Details, select Smart Groups.

Filter the list of Smart Groups displayed in the grid using the Show and Filter by dropdown lists.

Select the Smart Groups you wish to assign permissions to, and then click Assign Permissions above the grid.

o gk~ b=

Select Assign Permissions Read Only, Assign Permissions Full Control, or Disable Permissions.
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Configure RADIUS Two-Factor Authentication for
Beyondinsight and Password Safe

You can configure two-factor authentication using a RADIUS server to log in to the BeyondInsight management console, Analytics &
Reporting, and Password Safe.

In BeyondInsight, you must first configure the alias to represent the RADIUS server instance, and then select two-factor authentication
settings for the user.

After you set up RADIUS two-factor authentication, users must log in to BeyondlInsight or Password Safe using the configured two-factor
authentication method.

Configure the RADIUS Server

To configure the RADIUS server instance for two-factor authentication in BeyondInsight, follow the below steps.

1. Navigate to Configuration > Authentication Management > Radius two-factor authentication.
2. Click Create New RADIUS Alias.
3. Setthe following:

Alias: Provide a name used to represent the RADIUS server instance. This is displayed in the RADIUS server grid and
must be unique.

Filter: Select a filter that will be used to determine if this RADIUS server instance should be used. If you select one of the
domain filters, you must enter a Value.

Value: If one of the domain filters is selected, enter a value that will identify the domain. Enter a domain or comma-
separated list of domains, depending on the setting selected for the filter.

Host: Enter the DNS name or the IP address for your RADIUS server.

Resource Zone: Select a Resource Zone to send RADIUS requests through. Traffic proxies through the Resource Broker
and on to the on-prem RADIUS server.

Authentication Mechanism: Select PAP, or MSCHAPvV2 if applicable. MSCHAPV2 is supported only if the Duo proxy is
configured to use a RADIUS client.

Authentication Port: Enter the listening port that is configured on your RADIUS server to receive authentication requests.
The default port is 1812.

Authentication Request Timeout: Enter the time in seconds that you want BeyondInsight to wait for a response from the
RADIUS server before the request times out. The default value is ten seconds.

Shared Secret: Enter the shared secret that is configured on your RADIUS server.

Initial Request: Provide the value passed to the RADIUS server on the first authentication request. Select from the
following: Forward User Name (default), Forward User Name and Password, Forward User Name and Token.

Prompt: Provide the first message that displays to the user when they log in to the application. This setting is available
only when Forward User Name and Token is selected as the initial request value.

Transmit NAS Identifiers: Enable this option if it is applicable to your environment. When this option is enabled, NAS
identifiers are transmitted to permit access. In some cases, a RADIUS server does not permit access if NAS identifiers are
not transmitted. BeyondInsight transmits its NAS IP Address and its NAS Identifier.

4. Click Create New RADIUS Alias.
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Note: If a Resource Zone is selected, traffic is routed over a Resource Broker. If no Resource Zone is selected, traffic is routed
directly from the cloud.

Configure RADIUS Two-Factor Authentication Using Duo
This section is a high-level overview on the configuration required for BeyondInsight and Password Safe to work with a RADIUS
infrastructure using Duo.

BeyondlInsight and Password Safe can work with the following Duo configurations:

« RADIUS Auto
+ RADIUS Challenge
+ RADIUS Duo only

Configure Two-Factor for RADIUS Auto and RADIUS Challenge Configurations
Using Duo

Follow the steps outlined above in "Configure the RADIUS Server" on page .
36, using the following settings: Beyondinsight

lbl BeyondTrust

Configuration 7

> Authentication Management > RADIUS

o For AIias, enter Duo. RADIUS < CREATE NEW RADIUS ALIAS
. . . Search You can configure two-factor authentication using a RADIUS server. You must first configure
« For Authentication Mechanism, select PAP. o ;:S‘:ar:::il;r;per::::uheRADIuSserverms(ancehere.mense\ecuwo-la:(oraumenncalmn
ags Create NewRADUS Alias @ |
» ForInitial Request, select Forward User Name and Password. st ar
Al
Dbuo o
Domain contains -
Demo o
10.101.10.23 o
MSCHAPYZ -
Authenticaton porc
a8 s
Authenticaton request tmeout i seconds
e o
Shared secret
AAAAA
Il request
Forward username and password -
Transmit NAS identifiers
Create New RADIUS Alias
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Configure Two-Factor for a RADIUS Duo-only Configuration

Follow the steps outlined above in "Configure the RADIUS Server" on page

36, using the following settings: Beyondinsight  Configuration i
— [EI BeyondTrust > Authentication Management > RADIUS
o For AIias, enter Duo. RADIUS < CREATE NEW RADIUS ALIAS
. . . Search You can configure two-factor authentication using a RADIUS server. You must first configure
o For Authentication Mechar"sm, select PAP. a ;::“ar:las':orr‘:‘zr:z:lmeRAD\USservermsrarvcehere,(hensele(((Wo—!a(mraulhentlcauon
ags reate NewRADIUS Aliss @ 5.
« ForInitial Request, select Forward User Name and Token. B i
« Forlnitial Prompt, enter a message to display on the
buo o
BeyondInsight login page to provide guidance to users on the
information to enter. In this case, the user must enter the RADIUS Domain conains -
COde. Value
e .
g

Authentication request timeout n secont ds

Inital request

Forward username and token -

Prompt

Enter RADIUS code: °

Transmit NAS identifiers

Create New RADIUS Alias | Discard Changes

P Example: Duo-Only Login Page
Duo two-factor login for user1. Enter a passcode or select one

After RADIUS two-factor authentication is configured, the login of the following options: 1. Duo Push to XXX-XXX-6313 2.

page for the end user varies, depending on the configured Phone call 1o XXX-XXX-6313 3. SMS passcodes to XXX-XXX-
- 6313 (next code starts with: 2) Passcode or option (1-3):

The screenshot shows a login page configured for Duo-only | |
authentication. The user can enter a passcode to log in or select a
device to send a code to. The user then enters the code on the
login page.

Configure Alternate Directory Attribute for RADIUS

To configure an alternate directory attribute for Active Directory and LDAP users for RADIUS authentication, follow the below steps.

x Note: This setting is optional.

1. In Beyondinsight, navigate to Configuration > Authentication Management > Authentication Options.
2. Under RADIUS Two-Factor Authentication, set the following:

« Alternate directory attribute: Enter the Active Directory or LDAP attribute that is matched on the RADIUS server to
identify the user account. This can be any attribute in Active Directory or LDAP. The default value is extensionName.
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« Enable for new directory accounts: Click the toggle to enable this attribute for new accounts when they are discovered.

3. Click Update RADIUS Two-Factor Authentication Options.

Apply RADIUS Two-Factor Authentication to User Accounts

The type of two-factor authentication can be set on a user account when a new user is created or when editing an existing user account.
You can enable RADIUS two-factor authentication for all new users from Authentication Options > RADIUS Two-Factor
Authentication settings, as indicated in the above section.

1. In Beyondinsight, navigate to Configuration > Role Based Access > User Management > Users.

2. Tocreate a new user, click Create New User. To edit an existing user, click the vertical ellipsis for the account and select Edit
User Details.
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3. Atthe bottom of the user account settings, select RADIUS from the Two Factor
Authentication list. Create New User >

Identification

First Name

Last Name

Email

Username

New Password

‘ ‘ Show |

Confirm New Password

‘ ‘ Show |

Contact Information

Work Phone

Home Phone

Mobile Phone

User Status

Activation Date

o o|

Expiration Date

E o|

User Active
[ Account Locked
[ Account Quarantined

Authentication Options @

[ override Smart Card User Principal Name

[0 Dpisable Forms Login

Two-Factor Authentication

‘ RADIUS - |

Map Two-Factor User

‘ As Logged In v |
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Configure SecureAuth with Password Safe using RADIUS

Use the following procedures to configure SecureAuth two-factor authentication with Password Safe and RADIUS.

1. Install the SecureAuth app on a mobile device and click the bar code to scan.
2. Inthe Beyondinsight Console, perform the following:

o Configure RADIUS, ensuring UDP port 1812 is open for the SecureAuth instance.

« Create a group with role access for managed accounts.

o Create a user. The user must also be a user in the SecureAuth system.

« Enable two-factor authentication for the user. Map the user to the account name in SecureAuth.

Test the Configuration

Log in to the Password Safe web portal using the user account that you created.

Enter 1 to receive the passcode in a text message.

Retrieve the passcode from your mobile device.

Enter the passcode on the Password Safe web portal login page, and then click Login.

ok N~

Test other login methods.

x Note: For the push method (4), increase the timeout to 30 seconds.
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Configure TOTP Two-Factor Authentication for Beyondinsight
and Password Safe

BeyondTrust supports two-factor authentication options using a time-based one-time password (TOTP). TOTP integrates with two-factor
authentication apps. The end user must install one of these apps, such as Google Authenticator or Microsoft Authenticator, to register
their device. As part of the configuration process, the user must register this two-factor app with BeyondTrust. The below sections detail
how to configure TOTP two-factor authentication settings, apply TOTP authentication to user accounts in Beyondinsight, and how to
register their authenticator app device with BeyondTrust.

Configure TOTP Two-Factor Authentication Settings

1. In Beyondinsight, navigate to Configuration > Authentication Management > Authentication Options.

2. Under TOTP Two-Factor Authentication, set the following:
TOTP TWO-FACTOR

« Skew Intervals: Considers how many prior tokens are valid and accepted. You AUTHENTICATION
can increase this value from the default if a lag is anticipated in the ) ) o ‘
. . . Configure optional Active Directory settings for TOTP
synchronization between the server and client. authentication.
« Enable for new directory accounts Skew ntervals
« Enable for new local accounts e
EEFNE;M“LMG(LU The skaﬂfér\tt:wa‘\s c‘ngswder any nsslbk\e syn;an\zagnn
3. Click Update TOTP Two-Factor Authentication Options. o o e el s seconay e

Enable for new directory accounts.

Enable for new local accounts

Update TOTP Two-Factor Authentication Options

Set TOTP Two-Factor Authentication on User Accounts

The type of two-factor authentication can be set on a user account when a new user is created or when editing an existing user account.
You can enable TOTP two-factor authentication for all new users from Authentication Options > TOTP Two-Factor Authentication
settings, as indicated in the above section.

1. In Beyondinsight, navigate to Configuration > Role Based Access > User Management > Users.

2. Tocreate a new user, click Create New User. To edit an existing user, click the vertical ellipsis for the account and select Edit
User Details.
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3. Atthe bottom of the user account settings, select TOTP from the Two-Factor
Authentication list. Create New User >

Identification

First Name

Last Name

Email

Username

New Password

‘ | Show ‘

Confirm New Password

‘ | Show ‘

Contact Information

Work Phone

Home Phone

Mobile Phone

User Status

Activation Date

= o

Expiration Date

L o

User Active
[ Account Locked
[ Account Quarantined

Authentication Options @

[0 override Smart Card User Principal Name

[ Disable Forms Login

Two-Factor Authentication

‘ TOTP -
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Register an Authenticator Application Device

The first time a new user logs in, they must register their device with an authenticator app, as follows.

1. Download an authenticator app.

2. Scan the QR code or manually enter the alphanumeric code into the authenticator app. lal BeyondTrust
Once the code is detected, the app generates a 6-digit authenticator code.

3. Enterthe code into the Authenticator Code field, and then click Continue. This TWO FACTOR AUTHENTICATION
activates the user's device.

Your administrater requires this account to have two factor
. H . . authentication.
Click Continue, and then enter login credentials.
Sean this QR code or manually enter the alphanumeric code from an

5. Enter 6-d|g|t code again. authenticator application.
6. Click Submit.

ZPNU FJ25 C2V7 5AV] ||DR WTJW TeU4 LS3C

Now enter the security code from the authenticator app.

CONTINUE CANCEL
Lengusge
0 English (United States) e o o 0 @

Copyright © 1999-2022 BeyondTrust Corporation. All Rights Reserved,

x Note: The authenticator app generates a new code roughly every 30 seconds.

Unregister an Authenticator Application Device

Administrators can unregister a device by removing it from a user account. Users can remove a device from their own account only.

Steps for Administrators

1. Navigate to Configuration > Role Based Access > User Management > User

2. Find the user and click the vertical ellipsis for the user.

3. Select Edit User Details.

4. Scroll to the bottom of the user's details, and under Two-Factor Authentication, click Remove Device.
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Steps for Users

1. Click the Profile and preferences icon in the top right corner of the BeyondInsight
console. ———— ® Logour

2. Click Account Settings. Account Settings
Preferences
Theme
BeyondTrust Brand Colors v
Language

English (United States) v

3. Select Two-Factor Authentication. )
Bey°"gi:i§x ‘ Account Settings
4. Click Replace Authenticator App.
MY ACCOUNT Two-Factor Authentication

Change Password
@ To-Factor Authen:

5. Toregister the app again, click Reconfigure Authenticator App.

e —

x Note: Users may not enable both RADIUS and TOTP. Only one two-factor authentication type may be selected.

45
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Configure Smart Card Authentication for Beyondinsight and
Password Safe

Smart cards can be used for authentication when logging into BeyondInsight and Password Safe. Your network must already be
configured to use smart card technology to use this feature.

This section is written with the understanding that you have a working knowledge of PKI, certificate-based authentication, and IIS.

In BeyondInsight, you must first enable smart card two-factor authentication configuration settings, and then enable the Override Smart
Card User Principal Name authentication option for the user accounts, as detailed below.

Enable Smart Card Two-Factor Authentication Settings

Navigate to Configuration > Authentication Management > Smart Card two-factor authentication.
2. Click the toggle to Enable Smart Cards.

Click the toggle to enable the Allow UPN Override On User option. This enables a BeyondInsight user with a smart card that has
a different Subject Alternative Name to log into Beyondinsight and maps the smart card to the user.

4. Click Update Smart Card Authentication.
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Enable Override Smart Card User Authentication Option on User
Accounts

You must enable the Override Smart Card User Principal Name setting for the user accounts
that use smart cards to authenticate. The User Principal Name is also required. This can be Edit User >
set in the properties of a user account, under Authentication Options, when creating a new View User Details...

user or editing an existing user. This authentication option allows a BeyondInsight user with a et Name

smart card that has a different Subject Alternative Name to log into BeyondInsight, and maps | |
the smart card to the user.

Last Name

Email

Username

| tpatel |

[ Account Quarantined

Credential

| M |

Create New Credential...

Domain / Domain controller

| Any domain controller -

Authentication Options 9

Override Smart Card User Principal Name

User Principal Name

Disable Forms Login

Two-Factor Authentication

TOTP v

Two-factor Authentication is currently active for this
account. Remove the device to deactivate TOTP.

m’ Remove Device

Update User

Disable Forms Login

In environments where SAML, smart card, or claims-aware is configured, we recommend enabling the Disable Forms Login
authentication option to disallow users from using the standard login form in BeyondInsight.

To disable forms login for existing users, enable this option directly on a user account as follows:

1. Click the vertical ellipsis for the user account, and then click Edit User Details.
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2. Under Authentication Options, toggle Disable Forms Login to enable the option. Edit User >

View User Details...
Note: Please contact support for assistance if you need to bulk- Firet Name
apply this setting to existing accounts. | |

Last Name

Email

Username

[ Account Quarantined

Credential

| M |

Create New Credential...

Domain / Domain controller

| Any domain controller -

Authentication Options @

[ override Smart Card User Principal Name

Disable Forms Login

Two-Factor Authentication
TOTP v

Two-factor Authentication is currently active for this
account. Remove the device to deactivate TOTP.

'm' Remove Device

Update User

To configure login forms to automatically be disabled for newly created users:

1. Navigate to Configuration > Authentication Management > Authentication

Options. FORMS LOGIN OPTIONS
Disable Forms Login should only be used in
environments where SAML, Smart Card or Claims-aware
is configured. Turning this option on will disallow users

from using the standard login form in Beyondinsight.

2. Under Forms Login Options, enable one or both options as applicable:

« Disable Forms Login for new directory accounts

« Disable Forms Login for new local accounts
Disable Forms Login for new directory accounts

Disable Forms Login for new local accounts

Update Forms Login Options
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Verify the Beyondinsight Server Certificate
During the BeyondInsight installation, self-signed certificates are created . e
& File Action View Favorites Window Help

for client and server authentication. These certificates are placed in your rREGEEEL =
Personal > Certificates store and show as Issued By eEyeEmsCA. 1 Comsoteror ets - ety EiionDae_ nands

4@ ;mf-:a!es (Local Compute gEEyEEmsCMEM eEyeEmsCA 4/18/2026 Server Al
4 [ Personal efyeEmsSenver eEyeEmsCA 4/18/2026 Server Al
To authenticate using smart cards, the server where BeyondIinsight is bgf'uiiﬂi;imm et e etts ot
. . g . . el 3 nterprise Trust hA] jient. ondTrust lalwarelnfo WebAdmi... lient.
running also requires a certificate issued and signed by a certificate P 3 et ottt e peen S, @S e
authority (CA). Verify that your BeyondInsight server has the correct e e
certificates issued before continuing. b o vaont]
=i
b [ Trusted Devices
b (] Web Hosting

Verify the Web Server Certificate 8 vmimoten

During the BeyondInsight installation, a self-signed web server certificate is created. This certificate must be replaced with a CA-issued
certificate.

To verify you have a CA-signed certificate issued to the web server:

1. OpenliS.
2. Select your web server. File View Help

Comections
TR

4 Eﬁ HOMEMS01 (HOME\admin.insight) |
.|} Application Pools
A,E Sites
4 & Default Web Site
i -[7] aspnet_client
[ Clarity
H? eBye.RetinaC5.5erver
1.? eEye.RetinaC5SClaimsAware
¥ eEye.RetinalC5550

LE

lgf EventService

1 PolicyService

LE)

/P RetinaC55C

H';i‘ RetinaC5Webgate

lgf Retinalnsight
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—_— e

3. Select Server Certificates. il |
View Apj;
View Site
Change.
Version

Get New

s = =] ® " Compon
w o= [g.l‘ 9 Help

Output Request Server
Caching Filtering Certificates

| Request and manage certificates fo

4. Verify you have a CA-issued certificate. If you do not see one listed,
request one from your certificate authority.

rrrre— .
S st Page
.95 HOMEMS! (HOMB\admiminsight)
2 hoplcston Poct Fitee - 7 Go - G Show Al | Group by Mo Grouping
“ f?."“m.mmﬁ Hame - uedTo Tssued By Epintion Date Conicane Hach.
1 et chent HOVENSON dye BMSCA ASRRBTIESIAM  ECOCAZEBSFTOCIABSTS

@ o ekpeémacient ebyeEmaca, ATEARBTIIGEM SIHSACECEOZRIZ
b 3 styehennacs simes cEyetmeSercer eEyeemsCh ARG SOERTRTIEOATNATS!
b3 ebyeeimaCSClimstmare heme HOMECAZ-CA OO0 ITARKISC
v @ RERELER BEEETON S R CAT U SEEIN
b Guantsenice SEAAUATBIOCCT
b 7 poscysence
b ¥ RS
b ¥ RetimaCSebgete
b P Retinsinsight

Update Default Web Site Bindings with CA-Issued Certificate

Once you have a CA-issued certificate in place, you must edit the bindings of the Default Web Site, replacing the self-signed certificate.

1. OpenliS.
2. Expand Sites, and then select Default Web Site.

3. Right-click Default Web Site, and then select Edit Bindings.
o v HOMEMSD1 » Sites » Default Web Site  »

File View Help

_e,v W28 @ Default Web Site
?ﬂ Start Page . -
: - - ¥
4-93 HOMEMSO1 (HOME\zdmin.insight) AL =
@ Application Pools ASPNET
A.E Sites = "
@ o 8 &
b ag @ Explore MNET NET NET Ern
|'> é‘ | Edit Permissions... \Authorizat.,. Compilation Pages
b e Iis
l‘> e @ Add Application...
b el i1 Add Virtual Directory.. @ SEL& \@
4 E ‘ Edit Bindings... | Authentic... Authorizat.. Compress
4 P Rules
[ Manage Website 3
|‘> R Management
bR %3 Refresh
K Remove
Configurat...
Rename Editor
1:7;‘. Switch te Content View
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4. Select https, and then click Edit s e

Type  Host Name Port  IP Address Binding Informa... Add...
hitty 80 -
5. Select the issued domain certificate in the SSL certificate list, and _
then click OK.
Type: 1P address: Port:
|http5 | |AH Unassigned v‘ ‘443 |
Host name:
[ ] Require Server Name Indication
SS5L certificate:
BeyondTrust Web W | Select... | | View... |
Mot selected
HOMEMS01
dTru: [ o || cama |
eEyeEmsClient ‘
eEyeEmsServer
Update SSL Certificate in BeyondInsight Configuration Tool
The next step is to change the domain issued certificate in the BeyondInsight Configuration tool.
1. Open theBeyondInsight Configuration tool. The default path is: ] Beyondinsight Configuration =3 x
C:\Program Files (x86)\eEye Digital Security\Retina BeyondInsight
CS\REMEMConfig.exe. 4 SMTP Settings =] Test Commectien
. zm m:ﬁm s : Create Database
2. Scroll to Web Service. SMTP Server Usomame Lpggate Datzbene
SMTP Server Password CEM—“——H'“; ;“‘::“ e "
3. From the SSL Certificate menu, select the Domain Issued e Foe SO
certificate. ey AT | e
. 4 Web Service Sats
4. Click Apply. ::YSSLNM Swme Benchmarks
4 Web Site Iinformation My: eEyeEmsClent Disable Licht Wtebacks
Web Site My: WIN-OPKA4L3CNED Generate Ceficate msi
Host Name M), Generate Certficate Zp
‘:C"::SDL?" My: Matware nfo Web Admin Chert _ leelesoae
Legacy Virtual Directory SEye RelinaCs Sever =| Gt Pemssions
Legacy Access URL hitps-//rn-uvm20b/eEye RetinaCS._Serve Client Authentication: Enabled
Session Timeout 10 ManagemeriConsole Enabled
HTTP Timeout 360 ~| Event Service: Enabled
S55L Certificate Password Safe Ul Enabled
Option select an SSL certificate to utilize for the web service. Configure HSM Credentials
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Log In to BeyondInsight and Password Safe Using a Smart Card

With the correct certificates now applied, you can now open the

. . Windows Security =
BeyondInsight Console or go to https://<servername>/RetinaCSSC,
where you are prompted to select your certificate and enter your pin. You Smart Card
are logged in using a secure encrypted connection. Please enter your authentication PIN,
PIN
[PIN

Click here for more information

oK | Cancel

Configure Two-Factor Authentication Settings for User Accounts

Two-factor authentication can be configured for Local, Active Directory, and LDAP user accounts as follows:

Navigate to Configuration > Role Based Access > User Management > Users.
Click the vertical ellipsis for the user account, and then select Edit User Details.
On the Edit User page, select RADIUS from the Two Factor Authentication list.

W N s

From the Map Two Factor User list, select one of the options listed. The user type selected maps to a user on the RADIUS
server. The options displayed in the list change depending on the user logging in.

+ Local Beyondinsight Users options:

o As Logged in: Use the BeyondInsight user account login.
o Manually Specified: Enter the username the user enters when logging in.

o Active Directory and LDAP Users options:

o SAM Account Name: This is the default value.
o Manually Specified: This is the username the user enters when logging in.

o Alternate Directory Attribute: This is the Active Directory or LDAP attribute that you set above when configuring
the RADIUS server.

o Distinguished Name: This is a combination of common name and domain component.

o User Principal Name: This is a combination of user account name (prefix) and DNS domain name (suffix), joined
using the @ symbol.

x Note: The information for Active Directory and LDAP user
settings is retrieved from the corresponding setting in the
directory for the user account logging in.

4. Click Update User.
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Configure a Claims-Aware Website in Beyondinsight

You can configure a claims-aware website to bypass the current BeyondInsight login page and authenticate against any configured
Federated Service that uses SAML to issue claims.

The claims-aware website is configured to redirect to a defined Federation Service through the web.config. Upon receiving the required
set of claims, the user is redirected to the existing BeyondInsight website. At that point, it is determined if the user has the appropriate
group membership to log in, given the claims associated with them.

If users attempting to access BeyondInsight have group claims matching a group defined in Beyondinsight, and the group has the Full
Control permission to the Management Console Access feature, the user bypasses the BeyondInsight login screen. If the user is new
to Beyondlnsight, they are created in the system using the same claims information. The user is also added to all groups they are not
already a member of that match in BeyondInsight, and as defined in the group claim information.

If the user is not a member of at least one group defined in Beyondinsight or that group does not have the Full Control permission to the
Management Console Access feature, they are redirected to the BeyondInsight login page.

Create a Beyondinsight Group

Create a BeyondInsight group and ensure the group is assigned the Full Control permission to the Management Console Access
feature.

Add Relying Party Trust

After BeyondInsight is installed, metadata is created for the claims-aware website. Use the metadata to configure the relying party trust on
the Federation Services instance.

The metadata is located in the following directory:
<Install path>\eEye Digital Security\Retina CS\WebSiteClaimsAware\FederationMetadata\2007-06\
When selecting a Data Source in the Add Relying Party Trust Wizard,

select the FederationMetadata.xml generated during the install. oo e oma
Steps Selact obtan d: this relying party.
@ Welcome fe) &=
@ Select Data Source. :T_ N
@ Configure Mutifactor its federation metadata onine or on a local network.
Authentication Now?
Federation metadata address (host name or URL):
@ Choose Issuance
Auhonzation Rules
@ Readyto Add Trust Bxample: fs.contoso com or hitps.//www contoso com/app
@ Fsh © Import data about the relying pary from a file
Use this th
i metadata to a fle. from . This wizard wil not
valdate the source of the fie.
location:
O Enter data about the relying party manually
Use ths put thy
SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 53
©2003-2023 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC:10/18/2023

depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



BEYONDINSIGHT AND PASSWORD SAFE 23.2

I BeyondTrust AUTHENTICATION GUIDE

Set Up Claim Rules

Edit Rule - BlLogonGroupMembership1 <
/7( Note: Claims rules can be defined in a number of different ways. _ £ » L m?jp o a v

The example provided is simply one way of pushing claims to e T o pam s s
Beyondinsight. As long as the claims rules are configured to Claim e name:
include at least one claim of outgoing type Group (with Group [BlLogonGroupMembershp |
claim matching exactly what is in BeyondInsight) and a single e S e
outgoing claim of type Name, then Beyondinsight has enough SRS
, , . ; [ADFS\BILogonGroup | [ prowse.. |
information to potentially grant access to the site to the user.

Qutgoing claim type:

IGmup vl

Unspecffied

Outgoing claim value:

AD FS Users|

Supported Federation Service Claim Types

Outgoing Claim Type ?;;ﬂoing Claim I\Dn:t;;zing to Beyondinsight User
http://schemas.xmlsoap.org/claims/Group Required Group membership
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name Required User name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname Optional Surname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname Optional First name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress Optional Email address

Claims-Aware SAML

The following procedure demonstrates how to set up a claims-aware website using the Windows Identity Foundation (WIF) SDK.

Start the Windows Identity Foundation Federation Utility.

2. Onthe Welcome page, browse to and select the web.config file for Beyondinsight Claims Aware site. The application URI
automatically populates.
3. Click Next.
4. SelectUsing an existing STS.
5. Enter Root URL of Claims Issuer or STS. & Use an exsling STS
: ) . The selected application's corfiguration willbe modfied to trust and acoept the claims issued by an existing
6. Select Test location. FederationMetadata.xml is downloaded. SISEPERE NS SR in e Sepas s e st
. STS WS-Federation metadata document location
7. Click Next.
Jrttos://adfsaccount adatum com Browse... Test location...
8. Selecta STS signing certificate option, and then click Next. (Bxarmple: itps //fabricam 200706
9. Select an encryption option, and then click Next.
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10. Select the appropriate claims, and then click Next.
11. Review the settings on the Summary page, and then click Finish.

Disable Forms Login

In environments where SAML, smart card, or claims-aware is configured, we recommend enabling the Disable Forms Login
authentication option to disallow users from using the standard login form in BeyondInsight.

To disable forms login for existing users, enable this option directly on a user account as follows:

1. Click the vertical ellipsis for the user account, and then click Edit User Details.
2. Under Authentication Options, toggle Disable Forms Login to enable the option. Edit User >

View User Details...
f Note: Please contact support for assistance if you need to bulk- First Name
apply this setting to existing accounts. | |

Last Name

Email

Username

O Account Quarantined

Credential

| M |

Create New Credential...

Domain / Domain controller

| Any domain controller -

Authentication Options 9

[ override Smart Card User Principal Name

Disable Forms Login

Two-Factor Authentication

TOTP v

Twao-factor Authentication is currently active for this
account. Remove the device to deactivate TOTP.

m’ Remove Device

Update User

To configure login forms to automatically be disabled for newly created users:
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1. Navigate to Configuration > Authentication Management > Authentication

Options. FORMS LOGIN OPTIONS

2. Under Forms Login Options, enable one or both options as applicable: Disable Forms Login should only be used in

environments where SAML, Smart Card or Claims-aware

. Disable Forms Login fOI" new directory accounts is configured. Turning this option on will disallow users

from using the standard login form in Beyondinsight.

« Disable Forms Login for new local accounts

Disable Farms Login for new directory accounts

Disable Forms Login for new local accounts

Update Forms Login Options
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Set Up SAML With a Generic Security Provider in
BeyondInsight

The following steps show how to set up Beyondinsight with a generic security provider.

Configure SAML in the Beyondinsight Console

To configure SAML in the BeyondInsight console, take follow the steps:

Navigate to Configuration > Authentication Management > SAML Configuration.

2. From the SAML Identity Providers pane, click Create New SAML
Identity Provider.

3. Provide a name for the new SAML identity provider (IdP).

Complete the Identity Provider Settings as follows:

Check the Default Identity Provider option if you have
more than one IdP for the same service provider (SP), and
would like this IdP to be used as default for SP initiated
logins. This is useful in the case where a user accesses the
SAML site access URL without providing an IdP. Also, when
a user clicks the Use SAML Authentication link from the
BeyondInsight login page, they are redirected to the default
IdP's site for authentication.

Identifier: Enter the name of the identity provider entry,
normally supplied by the provider.

Single Sign-on Service URL: Provide the SSO URL, from
the provider.

SSO URL Protocol Binding: Select either HTTP Redirect
or HTTP Post as the type.

Single Logout Service URL: Enter the SLO URL, from the
provider.

SLO URL Protocol Binding: Select either HTTP Redirect
or HTTP Post as the type.

Encryption and Signing Configuration: Check applicable
boxes to enable options, as required by your service
provider.

Signature Method: Select the method, as is required by
your IdP, from the dropdown.

Current Identity Provider Certificate: Upload the identity
provider certificate.

User Mapping: Select the type of user account from the
dropdown. This indicates how user claims from the SAML
provider are mapped in the BeyondInsight User database.

o None: This is the legacy type of mapping, which is
not based on type of user.

SAML IDENTITY PROVIDERS
Search

Q
Create New SAML Identity Provider @)

Showing all 3 SAML identiy Providers
Apple o
Banana o

New SAML Identity Provider (Default)

Create New SAML Identity Provider
Name

Apple-1 °

Identity Provider Settings

O Default Identity Provider @

Identfier
i i the unique dentrer for the uinyour sam provder setings

Apple-1 o
Single Sign-on Service URL

https://waw.applet.com °

550 URL Protocol Binding

@ HTTP Redirect (O HTTP POST

@ Usesingle Log Off

Single Logout Service URL

Encryption And Signing Configuration

O sign Authentication Request O want Logout Request Signed

O sign Logout Request O override Pending Authentication

Request

O sign Logout Response
(O noisable Audience Restriction Check

(O Want SAML Response Signed
[ noisable In Response To Check

Want Assertion Signed
O noisable Inbound Logout

(O Went Assertion Encrypted
(O oisable Outbound Logout

O Want Logout Response Signed

Signature Method

Current Identity Provider Certificate

Drag and drop or click
toselecta file to uploadl.

Accepted File Types: CER, PEM, CRT, KEY,
cerT

Maximum File Size: 100 KB

User Mapping

None -l e

Service Provider Settings

Entity ID
https2/ JeEye RetinaCSSAML

[T —
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o Local: Select this option for local user account claims. BeyondInsight maps the user and group name.

o Azure Active Directory: Select this option for Azure Active Directory user account claims. When selected,
BeyondInsight maps the ObjectID attribute to the AppUser and UserGroup attributes for the user.

o Active Directory: Select this option for Active Directory user account claims. If the claims are configured to pass
the SID of the user and group, BeyondInsight maps the SID for the user and group, which is preferred over
mapping domain name and group name attributes.

5. Click Save SAML Identity Provider.
6. The following Service Provider Settings are auto-generated by BeyondInsight:

o Entity ID: This is the fully qualified domain name, followed by the file name: https://<serverURL>/eEye.RetinaCSSAML/.
This is used for audience restriction.

« Assertion Consumer Service URL: The HTTPS endpoint on the service provider where the identity provider redirects to
with its authentication response. .

7. Click Save SAML Configuration.

Once the SAML configuration is saved, a public service provider certificate is available to download. It can be uploaded to the IdP, if
required.

Configure Identity Provider (IdP)

Below are some of the values an IdP may need:

» Audience Restriction: https://<FQDN>/eEye.RetinaCSSAML/

e SSO Service URL: https://[<FQDN>/eEye.RetinaCSSAML/SAML/AssertionConsumerService.aspx
o SLO Service URL: https://[<FQDN>/eEye.RetinaCSSAML/SAML/SLOService.aspx

« Service Provider Certificate: Generated when SAML configuration is saved.

Your IdP must provide the following attributes in the assertion:

¢« None:

o Group: This must match the group created in BeyondInsight or imported from Active Directory / LDAP. If an Active
Directory group is used, it must match the Bl format of Domain\GroupName.

o Name: UPN, domain\username, username or EmailAddress formats are acceptable.
o EmailAddress

o Surname

o GivenName

o Group: This is the BeyondInsight groups the user must belong to and must be sent as the GroupName for each group.
o Name: This is sent as the BeyondInsight username.

o EmailAddress

o Surname

o GivenName
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« Active Directory:
o Securityldentifier: The user's SID.
o Group: This is the BeyondInsight groups the user must belong to and must sent as the SID for each group.
o Name: Thisis sentas UPN.
o EmailAddress
o Surname

o GivenName
o Azure Active Directory:

o ObjectID: The user's ObjectID. Azure includes this with the assertion by default.

o Group: This is the BeyondInsight groups the user must belong to and must be sent as the ObjectID for each group.
o Name: This is sentas UPN.

o EmailAddress

o Surname

o GivenName

Note: EmailAddress, Surname, and GivenName are optional. All other attributes are required. Assertion requirements
change based on the SAML mapping you choose when configuring SAML.
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Multiple Identity Providers

If you have added multiple IdPs to your SAML configuration, users can log in to BeyondInsight / Password Safe using the following two
methods:
« |dP initiated login: the user logs in to the IdP first and launches Beyondinsight / Password Safe from there.

« SPinitated login: the user accesses the SP initiated URL to log in. During SP initiated logins the user is able to specify which IdP
they want to log in with; otherwise Beyondinsight / Password Safe uses the default IdP.

o Default SAML Slte Access URL: https://<BeyondinsightURL>/eEye.RetinaCSSAML/login.aspx

o Specific SAML Site Access URL: https://<BeyondinsightURL>/eEye.RetinaCSSAML/login.aspx?partnerldP=<IdP
EntitylD>

For more information on configuring an Azure Active Directory SAML Provider, please see "Configure Azure Active Directory
SAML with BeyondInsight SAML" on page 63.

Configure SAML Using the saml.config File

In the case where you have multiple service providers, you can configure SAML manually as outlined below.

Copy Certificates from IdP

1. Copy the idp.cer file you received from the IdP to the following folder on the UVM: C:\Program Files (x86)\eEye Digital
Security\Retina CS\WebSiteSAML\Certificates.

Generate or Obtain a Private Service Provider Certificate (sp.pfx file)

Generate your own Self Signed Certificate as follows:

1. Use PowerShell to generate a new certificate:

New-SelfSignedCertificate -Subject "BI SAML SP" -CertStoreLocation cert:\LocalMachine\My -
Provider "Microsoft Enhanced RSA and AES Cryptographic Provider" -HashAlgorithm SHA256 -
KeyLength 2048 -NotAfter 1/1/2050

x Note: This command requires PowerShell 5.0 or later (Windows 10 or Server 2016).

2. Make note of the Thumbprint for later use, for example: 7120E0BD353429D18F9829096AB3BC9A80AF33B8.
3. Export the public key for your certificate:

Export-Certificate -Cert cert:\LocalMachine\My\7120E0BD353429D18F9829096AB3BCI9A80AF33B8 -
FilePath c:\certs\sp.der

4. Convert the certificate to base 64:
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Certutil.exe -encode c:\certs\sp.der c:\certs\sp.cer

Use a certificate obtained from a Certificate Authority as follows:
Your Certificate must have the following capabilities:
« Enhanced Key Usage: Client Authentication, Server Authentication
« Key Usage: Digital Signature, Key Encipherment
Add the certificate to the Local Machine, Personal Store and add any Intermediate or Root certs to the proper stores if needed.
If you want to use the service provider cert from the Certificate Store you must grant permissions to IIS to READ the Private Key:
Open MMC.
Add the Certificate Snapln for Local Machine.
Explore to Personal/Certificates.
Right -click on your Certificate that was setup for the service provider.

Select All Tasks > Manage Private Keys.
Add the IIS user: lIS_IUSRS.

o g ks wbh==

Modify saml.config File

The file is located here: C:\Program Files (x86)\eEye Digital Security\Retina CS\WebSiteSAML.

Update the Service Provider section as follows:
« Name: Should be fully qualified domain followed by eEye.ReintaCSSAML. This is used for the Audience Restriction.
« Description: Add a description.

« AssertionComsumerServiceUrl: This shouldn't need to be modified.
« If you save the certificate for the SP to the certificate folder use these options:

o LocalCertificateFile: Path to the certificate
o LocalCertificatePassword: Password for the PFX file

« If youwant to use the certificate from the cert store remove LocalCertificateFile and LocalCertificatePassword and add:

o LocalCertificateThumbprint: Thumbprint of the certificate

You can remove all but your one IdP entry.

The following IdP fields must be updated to your environment settings:
+ Name: The name of the Provider entry, normally provided by the Provider
« SingleSignOnServiceUrl: URL for SSO from IdP

« SingleLogoutServiceUrl: URL for SLO from IdP
o PartnerCertificateFile: Location to the public cert for the IdP

The other settings are set to what your Provider requires.

Below are some common configurations for some of the common IdPs:
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Example saml.config (this is configured for OKTA using a self signed service
provider certificate)

<?xml version="1.0" encoding="utf-8"?>
<SAMLConfiguration xmlns="urn:componentspace:SAML:2.0:configuration">
<ServiceProvider
Name=https://pws.mydomain.com/eEye.RetinaCSSAML/
Description="Example Service Provider"
AssertionConsumerServiceUrl="~/SAML/AssertionConsumerService.aspx">
<LocalCertificates>
<Certificate
Thumbprint="05552BAF3B8BC9675C94EDB885D4B821F3DC15DE" />
</LocalCertificates>
</ServiceProvider>
<PartnerIdentityProviders>
<PartnerIdentityProvider
Name=http://www.okta.com/exkldg5hgqz3LbpBIj5d7
Description="ADFS"
SignAuthnRequest="false"
SignLogoutRequest="false"
WantSAMLResponseSigned="false"
WantAssertionSigned="false"
WantAssertionEncrypted="false"
WantLogoutResponseSigned="false"
SingleSignOnServiceBinding="urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-POST"
SingleSignOnServiceUrl=https://dev-25872691.0okta.com/app/dev-25872691 bi2l2
1/exk1ldg5hgz3LbpBIj5d7/sso/saml
SingleLogoutServiceBinding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
SingleLogoutServiceUrl=https://dev-25872691.0okta.com/app/dev-25872691 bi2l2
1/exkldgbhgz3LbpBIj5d7/slo/saml>
<PartnerCertificates>
<Certificate
FileName="Certificates\okta.cer" />
</PartnerCertificates>
</PartnerIdentityProvider>
</PartnerIdentityProviders>
</SAMLConfiguration>

Update Host Name and SAML access URL

Note: The below steps are applicable for on-premises installations only. Access URLs can also be set from the configuration
area in the BeyondInsight console for both PS Cloud and on-premises installations by navigating to Configuration >
Authentication Management > Single sign on site access urls.

Open the BeyondInsight Configuration Tool.
Scroll Down to SAML Access URL.

Update it to the fully qualified domain, followed by the file name:

https://<FQDN>/eEye.RetinaCSSAML/
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4. Scroll down to the Host Name field under the Web Site Information section.
5. Update it to the fully qualified domain, for example, bidev.shines.test.cloud.
6. Click Apply.

Note: The host name is the fully qualified domain name used to access BI/PS. If this is a load-balanced instance, the host
name is the same on all servers.

Configure Azure Active Directory SAML with Beyondinsight SAML

You can integrate Azure Active Directory (Azure AD) SAML with BeyondInsight SAML so that when Beyondinsight receives claims from
Azure AD, it can enumerate groups for the user directly from Azure AD using the Group ID value in the claim. This allows an Azure AD
user to log in to BeyondInsight using SAML authentication when the user account does not yet exist in the BeyondInsight User database.

BeyondInsight adds the user to its database automatically upon successful Azure AD group enumeration and authentication into
BeyondInsight.

To configure the integration between Azure AD SAML and BeyondInsight SAML, log in to your Azure AD tenant and follow the instructions
below to add a new enterprise application to host the SAML configuration for BeyondInsight:

1. In Azure, navigate to Enterprise Applications, and then click +
New Application. i Eree s | Al ppications

E
[ lefalelelelo] M

Click + Create your own application.
Provide a name.

Select the Integrate any other application you don’t find in the
gallery (Non-gallery) option.

5. Click Create.

: il Eadll ; e
| B @ == -

6. Inthe Beyondinsight console, create a new SAML identity provider. To complete the SAML IdP config in Beyondinsight, use the
following information from the enterprise application you just created:
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o In Azure, go to the SAML-based Sign-on configuration
page for the application.

Home > BeyondTrust QA  Enterprise applications > 1

I | SAML-based Sign-on -
s—

Enterprise g

o Inthe Set up <application name> section, copy the Login © T upessmancaate ) cor segesimannase 1S T spicon | 9 coresbacn

B overvien AN SSO mplemEntation Based on G4Taticn Brotocols IMPFOVES SEcurty, (kabity, 3nd 60 USE BXPENENGES Ind 1S EASIT 10 IMBIEMENt
hat do not

URL and the Azure AD Identifier and save them. [ — oS : =

Read the confguraton guice  for help ntegeating rebent.

Manage

o Paste them into the Identifier, Single Sign-on Service [T 0 | csncouan 7 2
URL, and Single Logout Service URL fields in the i el SO = ot A

8. Roles and administrators (Preview) ConsumerServiceaspx
BeyondInsight SAML IdP configuration. LA e sy e
D singlesign-on Logout el Opsonl
B application proxy (2] User Attributes & Claims Pow
© seffservice givenname usergivenname
& Conditional Access

@ Token encryption
© | it Siging Certcae

Activity 7 e
st actve
D signinlogs
D signinog: Thumbprint
i Usage sinsighs expintion 105812028, 21728 9
Notfication Email
& suditiogs App Feseration Wetadita Ul [ heps.iogin microsoftonine come3oen-scac-4 )
& provisioninglogs Centificate (Bases4) Dowload
Certfcate (Rav) Downloac
5= accessreviews Federation Metadsta XML Donnload
9 ..

Voul need to eonfigure the spplication to lik with Azure AD.

Legin URL [ htes/ogin microsoftonline com/e30fefif-d2c-4- © |

Azure AD Identifier hittpsi//sts.windows.net/e30f8f1F-9d2¢-4745-8694-.. D

View step-by-step instructions

©  iicgesgnonuin

Test it werking. to Users and o

7. In Azure, open the Properties for the newly created enterprise
application.

8. From the Getting Started section, click Set up single sign-on.
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9. Inthe Basic SAML Configuration section, provide the Identifier
(Entity ID) and Reply URL (Assertion Consumer Service URL)
obtained from the SAML IdP you just created in BeyondInsight.

10. Inthe User Attributes & Claims section, click Edit to add the
group claim.

...........

microsotonine con/es051F962c-4= O]
indows /eSO 9024745 8b04-.. &
itpsy/loginmcrosoftonine com/e3081-932c-4-. ©

11. Click + Add a group claim.
12. Inthe Group Claims section:
o Select which groups associated with the user to return in the

claim: either Groups assigned to the application or
Security Groups.

o Select Group ID from the Source attribute.

x Note: If user accounts are configured in Okta, ensure
GivenName, Surname, and Email attributes are set for user
accounts in Okta. When these attributes are not set, the user's
name and email do not display in the user's profile for the logged
in user in BeyondInsight. If these attributes are set after the user
has logged into BeyondInsight, the user must log out of
Beyondinsight and log back in, to see their name and email in
their user profile.

1 For more information on configuring a SAML IdP in BeyondInsight, please see "Configure SAML in the Beyondinsight
Console" on page 57.

Disable Forms Login

In environments where SAML, smart card, or claims-aware is configured, we recommend enabling the Disable Forms Login
authentication option to disallow users from using the standard login form in BeyondInsight.

To disable forms login for existing users, enable this option directly on a user account as follows:

1. Click the vertical ellipsis for the user account, and then click Edit User Details.
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2. Under Authentication Options, toggle Disable Forms Login to enable the option. Edit User >

View User Details...
Note: Please contact support for assistance if you need to bulk- Firet Name
apply this setting to existing accounts. | |

Last Name

Email

Username

[ Account Quarantined

Credential

| M |

Create New Credential...

Domain / Domain controller

| Any domain controller -

Authentication Options @

[ override Smart Card User Principal Name

Disable Forms Login

Two-Factor Authentication
TOTP v

Two-factor Authentication is currently active for this
account. Remove the device to deactivate TOTP.

'm' Remove Device

Update User

To configure login forms to automatically be disabled for newly created users:

1. Navigate to Configuration > Authentication Management > Authentication

Options. FORMS LOGIN OPTIONS
Disable Forms Login should only be used in
environments where SAML, Smart Card or Claims-aware
is configured. Turning this option on will disallow users

from using the standard login form in Beyondinsight.

2. Under Forms Login Options, enable one or both options as applicable:

« Disable Forms Login for new directory accounts

« Disable Forms Login for new local accounts
Disable Forms Login for new directory accounts

Disable Forms Login for new local accounts

Update Forms Login Options
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Configure AD FS Authentication Using SAML for
Beyondinsight and Password Safe

Active Directory Federation Services (AD FS) is Microsoft’s claim based single sign-on (SSO) solution. It allows users access to integrated
applications and systems using their Active Directory (AD) credentials. AD FS uses trust relationships to allow AD to issue authentication
claims for transferring user identities to the requesting application. The instructions below provide detailed steps on how to configure the
trust relationship in the AD FS management console and how to configure the SAML identity provider and service provider in
BeyondInsight.

Configure AD FS on the Identity Provider Server

Configuring AD FS on the identity provider server involves creating a relying party trust in AD FS for the BeyondInsight SAML service
URL, creating a rule to send the AD group membership as a claim to the relying party, and creating a rule that selects attributes from an
LDAP attribute store, such as Active Directory, to send as claims to the relying party. The sections below provide detailed steps to
configure each of these in AD FS.

Add a Relying Party Trust in AD FS Management

To add arelying party trust manually in AD FS on your identity provider server, follow the below steps:

1. Login to the identify provider server as an administrator and open Server Manager.
2. In Server Manager, click Tools, and then select AD FS Management.

3. From the Actions pane, click Add Relying Party Trust.
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4. Onthe Welcome screen, select Claims aware, and then click @ Add Relying Pary Trust Wizerd x
Start. Welcome
Steps. Welcome to the Add Relying Party Trust Wizard
@ Welcome

Claims-aware applications consume claims in security tokens to make authentication and
@ Select Data Source & Noneclai

@ Choose Access Control
Policy

are web-based and use Windows
Integrated Authentication in the internal network and can be published through \web Application
Proxy for exiranet access. Learn more

@ Readyto Add Trust (®) Claims aware

® Fiish O MNon diaims aware

< Previous Start Cancel
5. Onthe Select Data Source screen, select Enter data about the G Add Rebying Pary Trust Wizsrd x
relying party manually, and then click Next. Select Data Source
Stope. ‘Select an option that this wizard will use to obtain data aboLt this relying party:
@ Welcome

() mport st about the relying party publshed oriine or o a local network
Seloct Data 5
- D Soiwco Use this opiion to import the necsssary data and carificates from a relying party organization that publishes

@ Specify Display Name its federation metadata online or on a local network.

@ Corfigure Centficate Federation metadata address (host name or URL):

@ Configure URL

@ Corfigure Identfiers Example: fs cortoso.com or hitps://www contoso.com/app
© (oase Aocesn Corto O Import data about the relying party from a fle

Use this option to import the necessary data and cerfficates from a relying party organization that has
@ Readyto Add Trust exported fts federation metadata to a file. Ensure that this file is from a trusted source. This wizard wil net
valdate the source of the fe.

@ Firish
Federation metadta fle location:
Browse.
@ Enter data about the relying party manually
Use this option to manually input the necessary data about this relying party organization.
<Previous | [ Ned> || Cancel
6. Onthe Specify Display Name screen, enter a name in the Display Gt Add Relying Pary Trust Wizrd x
name field. Below that, under Notes, provide a description for this Specify Display Nome
relying party trust, and then click Next. Seps Erterthe dpiay
@ Welcome Display name:
© Select Data Source [Testrel
@ Specty Display Name Notes:
@ Corfigure Cetficate
@ Configure URL
@ Corfiqure Identfiers
@ Choose Access Control
Policy
® Readyto Add Tust
@ Finish
<Previous | [ Nea> || Canesl
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7. Onthe Configure Certificate screen, click Browse to locate and Gt 4 Relyng Pary Trust Wiard x
import the service provider public certificate file, and then click Next. Configure Certificate
Stope. Spechy m oK ticate. The tok dhicate is used o encrypt the claims
@ Welcome that are sent. i ir i n this to decrypt the
olaims that are sent to €. To speciy the certiicate. cick Browse.
@ Select Data Source
@ Specfy Display Name ZZE
@ Configure Centficate Subjoct: sres
@ Configure URL Expiration date:
@ Corfigure Identfiers
© Chocse fccess ol L pesore
olicy
@ Readyto Add Trust
@ Finish
<Prvios | | Ned> || Cancel
8. On the Configure URL screen, check Enable support for the @ Add Relying Pary Truse Wiard x
SAML 2.0 WebSSO protocol, enter the Relying party SAML 2.0 Configure URL
Sso serVice URL' and then CIiCk NeXt' Steps. AD FS supports the WS-Trust, WS-Federation and SAML 2.0 WebS SO protocols for refying parties. If
@ Welcome WS-Federation. SAML. or both are used by the relying party. select the check baxes forthem and specy the

URLsto use. Support forthe WS-Trust protocal is always enabled for a relying party.
® Select Data Source
[ Enable support for the WS-Federation Passive protacol
@ Spechy Display Name
The WS-Federation Passive protocol URL supports Web-browser based claims providers using the:

@ Corfigure Certificate 'WS-Federation Passive protocol

@ Corfigure URL Relying party WS-Federation Passive protocol URL:

@ Corfigure Idertfiers [

® E:ﬁ;,m Access Cortrol Example: https://fs cortoso.com/adfe/s/

® Readyto Add Tnust [ Enable support forthe SAML 2.0 WebSS0 protocol

@ Finish 0) service URL supports Web: claims providers using the

The SAML 2.0 singl {
SAML 2.0 WebSS0 protocl
Relying party SAML 2.0 550 service URL:

[ttps H<<server MUSANL/AssertonC aspx
Example: https.//www contoso.com/adis/s/

<Provious | [ _Nad> || Cancel
9. Onthe Configure Identifiers screen, enter the Relying party trust @ Add Reying Pary Trst Wizard %
identifier, click Add, and then click Next. Configure Identifiers
LD Reling parties may be identfied by one or more unique identifer stings. Specy the identfiers for this relying
@ Welcome par
@ Select Data Source Relying party trust identfier:
@ Specify Display Name [nttp it ] | | A
@ Corffigure Certificate Example: hitps:/As.contoso.com/adfs/services Arust
@ Corfigure URL Relying party tnust identifiers
@ Corfigure Identifiers Remove
@ Choose Access Control
olicy
@ Readyto Add Trust
@ Finish
<Prevous | [ Nea> || Caneel
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10. Onthe Choose Access Control Policy screen, select a policy, Gt 14 Relying Pary Trust Wiard x
and then click Next. Choose Access Control Policy
Steps oo tor e o] pobor
@ Welcome

Description -
Grant access o everyone.
=

@ Select Data Source

@ Specify Display Name

d reqi

@ Corfigurs Cattficate Pemit everyone and require: MFA for specic oroup Grant ccpes to everyon and roqur
Permit everyone and require MFA from extranet access Grant access to the intranet users ar
@ Corfigure URL Pemit i fcated devi Grant access to everyone and requir
@ Corfigure Identfiers Permit ire MFA, allow bic jistr...  Grant access te everyone and requir
@ Choose Access Control Permit everyone for intranet access. Grant access to the intranet users.
g Sty Pt
< >
@ Readyto Add Trust
@ Finish (=7
Pemit users
and require multi factor authentication
[ 1do not want to configure access conirol policies at this time. No user will be pemitted access for this
application.
<Previoss | [ Ned> || Cancel
11. Onthe Ready to Add Trust screen, review the settings, and then Gl Add Relying Party Trust Wizard x
click Next to save your relying party trust information. Ready to Add Trust
Steps The relying party trust has been configured. Review the following settings, and then click Nest to add the
@ Welcome relying party tnust to the AD FS configuration database.

@ Select Data Source Moritorng  dentfiers Encryption  Signafure  Accepted Claims | Orgarization Endpoints  Notd* | * |

‘Specify the monitoring settings for this refying party trust.

@ Configure Cetficate Relying party's federation metadata URL
@ Configure URL ‘ I

@ Comfigure Idertfiers

@ Specify Display Name

Menitor relying party
@ Choose Access Control

Folicy Automatically update relying party
® Ready to Add Trust

@ Finish

This relying party's federation metadata data was last checked on
<never >

This relying party was last updated from federation metadta on
<never>

<Previos | [ Ned> || Cancel

12. Onthe Finish screen, click Close. The Edit Claim Rules dialog G Add Relying Pary Trust Wizsrd x
box displays. Finish

Steps. The refying party trust was sucosssiully added

@ Weicome

o Select Data Sourse [A Configure claims issuance policy for this application
@ Speciy Display Name

@ Corfigure Cetficate

® Configure URL.

® Corfigure Idertiers

@ Choose Access Control
Policy

@ Readyto Add Trust
© Fiish

Close.
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Send LDAP Attributes as Claims

Using the Send Claims as a Custom Rule template in AD FS, you can create a rule to add the SID attribute to claims. Using the Send
LDAP Attributes as Claims template allows you to select attributes from an LDAP attribute store, such as Active Directory, to send as
claims to the relying party. Configuring these rules allows you to send all of the SIDs for groups as part of the claim, as well as other
attributes, such as User-Principle Name. The steps for configuring each of these rule types is outlined in the sections below.

Create Rule to Add SID Attribute

To create a custom rule to add the SID attribute to claims, follow these steps:

In Server Manager, click Tools, and then select AD FS Management.

2. Inthe AD FS navigation tree on the left, click Relying Party Trusts. o - o x

3. Right-click the selected trust, and then click Edit Claim Issuance oLl

Policy.

Relying Party Trusts Actions.

Enabled  Type  Merdfer i -
Add Relying Party Trust...

Non-... itps://contoso.ca
Non-... hitps//cortoso.co

4. Inthe Edit Claim Issuance Policy dialog box, under Issuance
Transform Rules click Add Rule to start the Add Transform
Claim Rule wizard.

Edit Claim Issuance Policy for TestRP X

lssuance Transform Rules

The following transform nules specify the claims that will be sent to the relying party.

Order  Rule Name lssued Claims

%
4

Edit Rule.. | Remove Rule.
[ ok ]| camcel || feply

5. Onthe Select Rule Template screen, select Send Claims as a Custom Rule from the Claim rule template list, and then click

Next.
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6. Onthe Configure Rule screen, type the display name for this rule @ Add Tronstorm Clair Role Wizerd %

and type the following for the Custom rule: Configure Rule

. L Steps You can configure a custom claim rule, such as a rule that requires mullile incoming claims or that extracts
C[Type__ @ Choose Rule Type ﬁg:gg;jﬁ;ﬁﬂz«ga‘:ﬁ Ig ;«;Tﬂg:r‘: Ez::g:.m\e‘rypenne or more optional condtions and an
http://schemas.microsoft.com//ws/2008/06/identity/ @ Corfas Gem e Geim e e
claims/windowsaccountname, Issuer == "AD AUTHORITY"] S

. . . le template: laims Using a Custom Rule
=> jssue(store = "Active Directory”, types = e
("Securltyldentlfler")’ que,y = "’ObjeCtSId’{O} "’ s;éjt:;?j/a:chema.m"crusuft.cmn/:'.is/ZUUE/Ué/1dent1:y/cla).m3/w1ndmisachunb
param =c. Value),' ni'fmi:ﬁiﬁ:: ﬁﬁciggoiigclmy", types = ("SecurityIdentifier”},
query = ";objectSid;{0}", param = c.Value);

<Previeus | [__Fsh | | Cancel
7. Click Finish, and then click OK in the Edit Claim Issuance Policy dialog to close it and save the rule.
Create Rule to Send LDAP Attributes Claims
To create a rule to send attributes from Active Directory as claims, follow these steps:
In Server Manager, click Tools, and then select AD FS Management.
In the AD FS navigation tree on the left, click Relying Party Trusts. N - o ox
Right-click the selected trust, and then click Edit Claim Issuance s —
Policy. B0 P o I
- —— e ML :
dfs Edit. ntrol Policy.. Non-. hitps://contoso.co|
Properties Help
Delete \b‘
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4. Inthe Edit Claim Issuance Policy dialog box, under Issuance Edit Claim Issuance Policy for TestRP »
Transform Rules click Add Rule to start the Add Transform
Claim Rule wizard.

lssuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name lssued Claims

%+
4
Edit Rule... Remove Rule...
OK || Cancel || opy
5. Onthe Select Rule Template screen, select Send LDAP @ 24d Tronsform Claim Rule Wizard x
Attributes as Claims from the Claim rule template list, and then Select Rule Template
click Next. Steps Select ; s gt T descpion provides
@ Choose Rule Type details about each claim nie template.
@ Configure Claim Rule Claim rule template:
| Send LDAP Atbues as Qaims v
Claim nule template: description:
Using the Send LDAP Attribs an LDAP attribute
menﬂ.asmmmymadmmmnempmy Mukiple attributes may be sert a5
template to create
a rule that will exiract atirbute values for and
Active going claims. This ule may also
be used to send all of the User's individual group
memberships, ﬂeSﬂd&nq)Hulbﬂdq)aﬂaﬂalnnletmﬂ.ie

s
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6. Onthe configure Rule screen: 1 Add Transform Claim Rule Wizard X

Configure Rule

« Inthe Claim rule name box, type the display name for this

rule O
« For Attribute Store, select Active Directory from the list. FommEm—— e Bt
o Select User-Principal-Name for the LDAP Attribute and Fulstenptte:Send LOAF Asotss 2 Game

. . Attribute store:

Name as the Outgoing Claim Type. [Aato Dvnctor 5
« Select User-Principal-Name for the LDAP Attribute and bl b _

Name ID as the Outgoing Claim Type. L T S Stk st S
- Select Token-Groups as SIDs for the LDAP Attribute and et L =

Group as the Outgoing Claim Type . - -
o Click Finish.

<Previeus | [__Fsh | | Cancel

Click OK in the Edit Claim Issuance Policy dialog to close it and save the rule.

On the Relying Party Trusts page, right-click the relying party trust you had added for Beyondinsight, and then select
Properties.

Click the Signature tab.
10. Click Add, and then enter the service provider public certificate.

Configure SAML on the Service Provider Server (U-Series Appliance)

As an administrator, log in to BeyondInsight on the U-Series Appliance and follow the below instructions to configure SAML:

1. Navigate to Configuration > Authentication Management > SAML Configuration.
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2. From the SAML Identity Providers pane, click Create New SAML Identity Provider.
3. Provide a name for the new SAML identity provider (IdP).
4. Complete the Identity Provider Settings as follows:

o Check the Default Identity Provider option if you have more than one IdP for
the same service provider (SP), and would like this IdP to be used as default for
SP initiated logins. This is useful in the case where a user accesses the SAML
site access URL without providing an IdP. Also, when a user clicks the Use
SAML Authentication link from the BeyondInsight login page, they are
redirected to the default IdP's site for authentication.

« ldentifier: Enter the name of the identity provider entry, normally supplied by the
provider.

« Single Sign-on Service URL: Provide the SSO URL, from the provider.

« SSO URL Protocol Binding: Select either HTTP Redirect or HTTP Post as
the type.

« Single Logout Service URL: Enter the SLO URL, from the provider.

« SLO URL Protocol Binding: Select either HTTP Redirect or HTTP Post as
the type.

« Encryption and Signing Configuration:
o Depending on IdP configuration, check any of the first three settings:

= Sign Authentication Request
= Sign Logout Request
= Sign Logout Response

o Check the appropriate service provider signing settings:

= Want SAML Response Signed
= Want Assertion Signed
= Want Assertion Encrypted
= Want Logout Response Signed
= Want Logout Request Signed
8 Check any of the remaining miscellaneous settings as required.
« Signature Method: Select the method, as is required by your IdP, from the
dropdown.
o Current Identity Provider Certificate: Upload the identity provider certificate.

+ User Mapping: Select Active Directory from the dropdown. This indicates how
user claims from the SAML provider are mapped in the BeyondInsight User
database.

5. The following Service Provider Settings are auto-generated by BeyondInsight:

Create New SAML Identity Provider
Neme

AD FS Provider °

Identity Provider Settings

[ Default Identity Provider @)

Single Sign-on Service URL

550 URL Protocol Binding

@ HTTP Redirect  (Q HTTP POST

@ Usesingle Log Off

Single Logout Service URL

Encryption And Signing Configuration
Sign Authentication Request (O Want Logout Request Signed

Sign Logout Request (O override Pending Authentication
Request

Sign Logout Response
[ Disable Audience Restriction Check

[0 Want SAML Response Signed
(O Dpisable In Response To Check

Want Assertion Signed
O Dpisable Inbound Logout

‘Want Assertion Encrypted
(O Dpisable Outbound Logout

(O Want Logout Response Signed

Signature Method

SHA256 -

Current Identity Provider Certificate

Subject
Valid from

Valid to
Upload Certicate

1

Drag and drop or click
to select a file to upload.

Accepted File Types: CER, PEM, CRT, KEY,
CERT

Maximum File Size: 100 KB

User Mapping

Active Directory v ‘ )

Service Provider Settings

Entity D
https://k - | com/eEye RetinaCSSAML

Assertion Consumer Service URL
httpsi/l-

1.com/eEye RetinaCSSAML/SAML/AssertionConsumerService.aspx

Create SAML Identity Provider

o Entity ID: This is the fully qualified domain name, followed by the file name: https://<serverURL>/eEye.RetinaCSSAML/.

This is used for audience restriction.

« Assertion Consumer Service URL: The HTTPS endpoint on the service provider where the identity provider redirects to

with its authentication response. .

6. Click Create SAML Identity Provider.
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Once the SAML configuration is saved, a public service provider certificate is available to download. It can be uploaded to the IdP, if

required.
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Configure Okta SAML Authentication for Beyondinsight and
Password Safe

Configuring BeyondInsight and Password Safe to use Okta SAML authentication involves configuring the SAML application with
BeyondInsight SAML information in the Okta admin portal and then configuring the SAML identity provider settings for Okta in the
BeyondInsight console. The configuration for each of these is detailed the below sections.
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Configure SAML Application in Okta

To configure a new SAML application for Beyondinsight and Password Safe in Okta, follow the below steps.

1. Login to the Okta admin portal.
2. Click Add Application.

3. Click Create New App.
4. Select SAML 2.0 as the sign-in method. JEP—

2% Add Application

al BlieocoercHISJKLMNOPORSTUVWXY?Z

O rrapoe ada

"RODS Yo Creened (2) —

&fankly da

INTEGRATION PROPERTES

5. Click Create.

O rruanoc

_ Sign on method Secure Web Authenocavon (SWA)
@ saw 20
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Enter the application name, and then click Next.

Enter the single sign on URL:

&3 Create SAML Integration

https://ServerURL/eEye.RetinaCSSAML/saml/
AssertionConsumerService.aspx @ cerer serings © conoue sam

Check the Use this for Recipient and Destination URL box. i
Enter the audience URI (SP entity ID):

App name Passwordsafe

https://<ServerURL>/eEye.RetinaCSSAML Py
| 14

Browse..
Upload Logo
App visibility (7] Do not display appiication Icon 1o users
[ Do not display application icon in the Okla Mobile app.

10. From the Application username list, select Okta username.

B Create SAML Integration

© soei e © corrome s [ -
@ s sewngs
Single sign on URL @ bups: 2 Winere do | find the info s form needs?
Autionce URI (5P Entiy 10) © g ServerURLIOE o RetnaCSSAML
Defaun RetayState @
Okta Cestificate
Name ID format @ Unspeced A
Adplication usemame @ P— & Downiond Oio Cersficate
Show Agwencea setmngs
SLO Optional Setting
11. Click Show Advanced Settings.
12. Select Enable Single Logout.
13. Fillin the Single Logout URL:
HTTPS://<FQDN>/eEye.RetinaCSSAML/SAML/SLOService.aspx
14. Fillinthe SP Issuer: HTTPS://<FQDN>/eEye.RetinaCSSAML/.
15. Select the SP Public Certificate.cer certificate.
16. Click Upload Certificate.
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Configure Attributes

17. Add attributes, and then click Next.

18. Select appropriate settings for Okta support, and then click Finish.

SALES: www.beyondtrust.com/contact

Name: (required)
Email: (optional)
GivenName: (optional)
Surname: (optional)

Group: (required) - Set as a literal. This must match the
group created in BeyondInsight or imported from AD. If an
AD group is used, it must match the Bl format
Domain\GroupName.

ATTRIBUTE STATEMENTS

Name Name Format
Name Unspecified
Email Unspecified
GivenName Unspecified
Surname Unspecified

GROUP ATTRIBUTE STATEMENTS

Name Name Format

Group Unspecified

Value

String.substringBefore(userlo
gin,"@")
user.email

userfirstName

userlastName

Filter

Matches regex: *

o Help Okta Support understand how you configured this application

Are you @ customer or partner? (®) I'man Oka customer adding an internal app

() rm a software vendor. I'd like 1o Integrate my app with Okta

n The optional questions below assist OKta Support In understanding your app Integration,

App type @ [[] Thisis an internal app that we have crested

‘Contact app vendor [[] s required to contact the vendor to enable SAML

‘Which app pages did you consult to configure SAML?

ter links, describe where the pages are, or anything else yo

Did you find SAML docs for this app?

Enter any links here

Any tips or additional comments?

Previous
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Find IdP Information

19. Click View Setup Instructions. enersl Signon

Settings Edn

SIGN ON METHODS

method determines how a us gns IMo B

® samL 2.0

Defeult Relay State

SAML 2.0 Is not configured untll you complete the setup Instructions.
View Setup Instructions
Identity Provider metadata Is avallable If this application supports dynamic configuration.
CREDENTIALS DETAILS

Application userame format Okta username

Password reveal Allow users to securely see their password (Recommended)

20. Copy the Identity Provider Single Sign-On URL. Save the value @ ey Prosie Soge Sqn0m it

to be used in the next step. RSSO
21. Copy the Identity Provider Issuer. Save the value to be used in © by e S Logout VR
the next step. R —— ——
22. Click Download certificate. [ r—
Q3508 Comficore

wriced cerificate

Configure SAML Identity Provider in Beyondinsight

To configure a new SAML identiy provider for Okta in BeyondInsight, follow the below steps.

1. Navigate to Configuration > Authentication Management > SAML Configuration.
2. From the SAML Identity Providers pane, click Create New SAML Identity Provider.
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3. Provide a name for the new SAML identity provider (IdP).

4. Complete the Identity Provider Settings as follows:

Check the Default Identity Provider option if you have more than one IdP for
the same service provider (SP), and would like this IdP to be used as default for
SP initiated logins. This is useful in the case where a user accesses the SAML
site access URL without providing an IdP. Also, when a user clicks the Use
SAML Authentication link from the BeyondIinsight login page, they are
redirected to the default IdP's site for authentication.

Identifier: Enter the Okta value Identity Provider Issuer.

Single Sign-on Service URL: Enter the Okta value Identity Provider Single
Sign-On URL.

SSO URL Protocol Binding: Select HTTP Post as the type.

Single Logout Service URL: Enter the Okta value Identity Provider Single
Logout URL.

SLO URL Protocol Binding: Select HTTP Post as the type.

Encryption and Signing Configuration: Check applicable boxes to enable
options, based on your Okta settings. A typical configuration is shown; however,
depending on your Okta settings, some configuration selections may be
different.

Signature Method: Select the method, as is required by Okta.
Current Identity Provider Certificate: Upload the Okta X.509 certificate.

User Mapping: Select the type of user account from the dropdown. This
indicates how user claims from the SAML provider are mapped in the
BeyondInsight User database.

o None: This is the legacy type of mapping, which is not based on type of
user.

o Local: Select this option for local user account claims. BeyondInsight
maps the user and group name.

o Azure Active Directory: Select this option for Azure Active Directory
user account claims. When selected, BeyondInsight maps the ObjectID
attribute to the AppUser and UserGroup attributes for the user.

o Active Directory: Select this option for Active Directory user account
claims. If the claims are configured to pass the SID of the user and
group, BeyondInsight maps the SID for the user and group, which is
preferred over mapping domain name and group name attributes.

5. The following Service Provider Settings are auto-generated by BeyondInsight:

Entity ID: This is the fully qualified domain name, followed by the file name:
https://<serverURL>/eEye.RetinaCSSAML/. This is used for audience
restriction.

Create New SAML Identity Provider

Name

Okta SAML Identity Provider o

Identity Provider Settings

O Default identity Provider @

Identifier

ferfor o
hitps://www.okta.com/exki2343v39bGLOYPO7 °
Single Sign-on Service URL

hitps:/dev-12345.oktapreview.comvapp/beyondtrustdev ©

SSO URL Protocol Binding

@ HTTP Redirect (O HTTP POST

@  Usesingle Log Off

Single Logout Service URL

Encryption And Signing Configuration

Sign Authentication Request Want Logout Request Signed

Sign Logout Request (O override Pending Authentication

Request

Sign Logout Response
[ Disable Audience Restriction Check

Want SAML Response Signed
[ Disable In Response To Check

[ want Assertion Signed
O Disable Inbound Logout

Want Assertion Encrypted
[ Disable Outbound Logout

[J Want Logout Response Signed

Signature Method

SHA256 -

Current Identity Provider Certificate

Subject

sssss

Upload Certificate

Drag and drop or click
toselect a file to upload

Accepted File Types: CER, PEM, CRT, KEY,
CERT

Maximunm File Size: 100 KB

User Mapping

None - ©

Service Provider Settings

Entity ID
hitps:/i * beyondtrustcloud.com/eEye RetinaCSSAML

Assertion Consumer Service URL
hitps://ls

m/eEye RetinaCSSAML/SAML/AssertionCa e.aspx

T —

« Assertion Consumer Service URL: The HTTPS endpoint on the service provider where the identity provider redirects to

with its authentication response. .

6. Click Create SAML Identity Provider.

Once the SAML configuration is saved, a public SP certificate is available to download. It can be uploaded to the IdP if required.
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Disable Forms Login

In environments where SAML, smart card, or claims-aware is configured, we recommend enabling the Disable Forms Login
authentication option to disallow users from using the standard login form in BeyondInsight.
To disable forms login for existing users, enable this option directly on a user account as follows:

1. Click the vertical ellipsis for the user account, and then click Edit User Details.

2. Under Authentication Options, toggle Disable Forms Login to enable the option. Edit User >

View User Details...
f Note: Please contact support for assistance if you need to bulk- Firet Name
apply this setting to existing accounts. | |

Last Name

Email

Username

O Account Quarantined

Credential

| v |

Create New Credential...

Domain / Domain controller

| Any domain controller -

Authentication Options @

O override smart Card User Principal Name

Disable Forms Login

Two-Factor Authentication

TOTP v

Two-factor Authentication is currently active for this
account. Remove the device to deactivate TOTP.

m’ Remove Device

Update User

To configure login forms to automatically be disabled for newly created users:
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1. Navigate to Configuration > Authentication Management > Authentication

Options. FORMS LOGIN OPTIONS

2. Under Forms Login Options, enable one or both options as applicable: Disable Forms Login should only be used in

environments where SAML, Smart Card or Claims-aware

. Disable Forms Login fOI" new directory accounts is configured. Turning this option on will disallow users

from using the standard login form in Beyondinsight.

« Disable Forms Login for new local accounts

Disable Farms Login for new directory accounts

Disable Forms Login for new local accounts

Update Forms Login Options
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Configure Ping Identity SAML Authentication for
Beyondinsight and Password Safe

Configuring BeyondInsight and Password Safe to use Ping Identity SAML authentication involves configuring the SAML application with
BeyondInsight SAML information in the Ping Identity admin portal and then configuring the SAML identity provider settings for Ping
Identity in the BeyondInsight console. The configuration for each of these is detailed the below sections.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 85

©2003-2023 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC:10/18/2023
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



BEYONDINSIGHT AND PASSWORD SAFE 23.2

I BeyondTrUSt AUTHENTICATION GUIDE

Configure SAML Application in Ping Identity

To configure a new SAML application for BeyondInsight and Password Safe in Ping Identity, follow the below steps.

1. Login to the Ping Identity admin portal.

2. Click the Add Application button, and then select New SAML 2 T —
Application from the menu. [ —

My Applications & / Applications / My Applications

‘Applications you've added to your account are listed here. You can search by application name, description or entiyld

« Active applications are enabled for single sign-on (SSO).
« Detals dispiays the appiication detail.

Application Name Type Enabled
PasswordSateProvider SAML Actve Res™ Remove |
Add Appiication ~ Pause AISSO ©

Search Application Catalog
New SAML Appication
New Basic SSO Application

Request Ping Identty add a new application to the application cataiog

3. Fillin Application Name and Description.

PasswordSafeProvider SAML Active Tves' Remove

4. Set Category to Other, and then click Continue to Next Step.

1. Application Details
Application Name | PasswordSateProvider

Application Description  Password Safe SSO logon

Category | Other

Graphics | appiication Icon

For use on the dock

A
Select Image
NEXE Application Configuration Cancel
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5. Setthe following:

o Set Assertion Consumer Service (ACS) to:

2. Application Configuration

1 have the SAML configuration

You will need to download this SAML metadata to configure the application:

https.://<ServerURL>/eEye.RetinaCSSAML/saml/Assertion
ConsumerService.aspx

Set Entity ID to:
https://<ServerURL>/eEye.RetinaCSSAML/

Set Single Logout Binding Type to Redirect.

Upload Primary Verification Certificate (use SP Public
Certificate.cer from \WebSiteSAML\Certificates). The
certificate is automatically generated when the BI SAML
configuration is saved.

Click Continue to Next Step.

x Note: After setting up SAML configuration in the BeyondInsight
console, you must download the certificate from the configured
SAML identity provider in Beyondinsight. The steps are detailed
in the next section.

6. Add the following attributes, and then click Save & Publish:

Group: Check the As Literal box. This must match the
group created in BeyondInsight.

Name (required).
Email (optional).
Surname (optional).
GivenName (optional).

Signing Certificate

SAML Metadata Dow

PingOne Account Origination Certificate ¥

load

Provide SAML details about the application you are connecting to

Protocol Version

Upload Metadata @

Assertion Consumer Service (ACS)
Entity ID

Application URL

Single Logout Endpoint @ | exa

Single Logout Response Endpoint @
Single Logout Binding Type

Primary Verification Certificate @

Secondary Verification Certificate @

Signing Algorithm

Enre

anthantication &

3. 550 Attribute Mapping

© SAMLV20 SAMLV11

Select File | O use UR
hiips:/jyps2008r2.eastus. cloudapp.az

hitps:/yps2008r2.eastus.cloudapp.az |

example.

® Redirect © Post

sp.com

Expires: 2049/12/31

ownload | Remove Certificate

Choose file | No file chosen

RSA_SHA256

Map the necessary application provider (AP) attributes to attributes used by your identity provider (IdP).

Application Altribute

1 Group

2 Name
3 Email

4 Surname

5 GivenName

Add new attribute

NEXT: Review Setup

Identity Bridge Aftribute or Literal Value Required

PingID 9 48 Lol Advances : o
Email ()58 Lieral Agvanced =
Email () as Lteral dvances ; =
Last Name ) hs Lteal Advanced - m
First Name ) As Uteral Advanced ; =

(VRIS save & Pubish

x Note: The following is applicable only to Bl version 6.3.1. It is not required for 6.4.4 or later releases. In 6.4.4 and later
releases, the user is automatically logged in to Password Safe, and can then navigate to BeyondInsight, if they have the

proper permissions.

To create an application that goes to Password Safe when IdP-initiated login is used, add a new attribute called Website.
When the value of Website is set to Password Safe, the user is logged in to Password Safe. If the attribute is not present or is

set to anything other than Password Safe, the user will be directed to Beyondinsight.

7. Download the Signing Certificate.
8. Download SAML Metadata.

9. Click Finish.
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Configure SAML Identity Provider in BeyondInsight

To configure a new SAML for Ping Identity in Beyondinsight, follow the below steps.

enh =

Navigate to Configuration > Authentication Management > SAML Configuration.
From the SAML Identity Providers pane, click Create New SAML Identity Provider.
Provide a name for the new SAML identity provider (IdP).

Complete the Identity Provider Settings as follows:

Check the Default Identity Provider option if you have more than one IdP for
the same service provider (SP), and would like this IdP to be used as default for
SP initiated logins. This is useful in the case where a user accesses the SAML
site access URL without providing an IdP. Also, when a user clicks the Use
SAML Authentication link from the BeyondInsight login page, they are
redirected to the default IdP's site for authentication.

Identifier: Enter the Ping Identity value Identity Provider Issuer.

Single Sign-on Service URL: Enter the Ping Identity value Identity Provider
Single Sign-On URL.

SSO URL Protocol Binding: Select HTTP Post as the type.

Single Logout Service URL: Enter the Ping Identity value Identity Provider
Single Logout URL.

SLO URL Protocol Binding: Select HTTP Post as the type.

Encryption and Signing Configuration: Check applicable boxes to enable
options, based on your Ping Identity settings. A typical configuration is shown;
however, depending on your Ping Identity settings, some configuration
selections may be different.

Signature Method: Select the method, as is required by Ping Identity.
Current Identity Provider Certificate: Upload the Ping X.509 certificate.

User Mapping: Select the type of user account from the dropdown. This
indicates how user claims from the SAML provider are mapped in the
BeyondInsight User database.

o None: This is the legacy type of mapping, which is not based on type of
user.

o Local: Select this option for local user account claims. BeyondInsight
maps the user and group name.

o Azure Active Directory: Select this option for Azure Active Directory
user account claims. When selected, BeyondInsight maps the ObjectID
attribute to the AppUser and UserGroup attributes for the user.

mapping domain name and group name attributes.

5. The following Service Provider Settings are auto-generated by BeyondInsight:

Create New SAML Identity Provider

Name.

Ping Identity

Identity Provider Settings

O pefaut identiy Provider @

550 URL Protocol Binding

@ HTTPRedirect O HTTP POST

@ usesinge Log Off

Single Logout Service URL

hitpsy/sso.connect pingidentity.com/sso/sLOsami2  ©

SLO URL Protocol Binding

@ HTTP Redirect O HITP POST

Encryption And Signing Configuration

O sign Authentication Request
O sign Logout Request

O sign Logout Response

() Want SAML Response Signed
Want Assertion Signed

O Want Assertion Encrypeed
) Want Logout Response Signed

Signature Method

SHA2S6

Current Identity Provider Certificate

Service Provider Settings

enity D
httpss JeEye RetinaCSSAML/

ssertion Consumer Service URL

(O Want Logout Request Signed

O Override Pending Authentication
Request

[ Dpisable Audience Restriction Check
(O Disable In Response To Check
[ Dpisable Inbound Logout

(O Disable Outbound Logout

s
htps/ Eye RetinaCSSAML/SAML

Download Certificate gy

[ —

o Active Directory: Select this option for Active Directory user account claims. If the claims are configured to pass
the SID of the user and group, BeyondInsight maps the SID for the user and group, which is preferred over

Entity ID: This is the fully qualified domain name, followed by the file name: https://<serverURL>/eEye.RetinaCSSAML/.

This is used for audience restriction.

« Assertion Consumer Service URL: The HTTPS endpoint on the service provider where the identity provider redirects to

with its authentication response. .
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6. Click Create SAML Identity Provider.

Disable Forms Login

In environments where SAML, smart card, or claims-aware is configured, we recommend enabling the Disable Forms Login
authentication option to disallow users from using the standard login form in BeyondInsight.
To disable forms login for existing users, enable this option directly on a user account as follows:

1. Click the vertical ellipsis for the user account, and then click Edit User Details.
2. Under Authentication Options, toggle Disable Forms Login to enable the option. Edit User >

View User Details...
Note: Please contact support for assistance if you need to bulk- First Name
apply this setting to existing accounts. | |

Last Name

Email

Username

O Account Quarantined

Credential

| v |

Create New Credential...

Domain / Domain controller

| Any domain controller -

Authentication Options 9

O override Smart Card User Principal Name

Disable Forms Login

Two-Factor Authentication

TOTP v

Two-factor Authentication is currently active for this
account. Remove the device to deactivate TOTP.

m’ Remove Device

Update User

To configure login forms to automatically be disabled for newly created users:
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1. Navigate to Configuration > Authentication Management > Authentication

Options. FORMS LOGIN OPTIONS

2. Under Forms Login Options, enable one or both options as applicable: Disable Forms Login should only be used in

environments where SAML, Smart Card or Claims-aware

. Disable Forms Login fOI" new directory accounts is configured. Turning this option on will disallow users

from using the standard login form in Beyondinsight.

« Disable Forms Login for new local accounts

Disable Farms Login for new directory accounts

Disable Forms Login for new local accounts

Update Forms Login Options
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Troubleshoot Authentication Issues

Active Directory User Cannot Authenticate with Beyondinsight or
Password Safe
If an Active Directory user is a member of more than 120 Active Directory groups, the user may encounter the following error when

attempting to log in to the BeyondInsight management console, Analytics & Reporting, or Password Safe, although correct credentials
were supplied:

« Authentication fails with The username or password is incorrect. Please try again.
« Anerrorislogged in the frontend.txt file associated with that login attempt, that includes A local error occurred.

The user cannot authenticate because the Kerberos token that is generated during authentication attempts has a fixed maximum size. To
correct this issue, you can increase the maximum size in the registry.

1. Start the registry editor on the BeyondInsight server.
2. Locate and click the following registry subkey:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa\ Kerberos\Parameters

x Note: If the Parameters key does not exist, create it now.

From the Edit menu, select New, and then select DIWORD Value, or DWORD (32-bit) Value.
Type MaxPacketSize, and then press Enter.

Double-click MaxPacketSize, type 1 in the Value box, select Decimal, and then click OK.
From the Edit menu, select New, and then click DIWORD Value, or DWORD (32-bit) Value.
Type MaxTokenSize, and then press Enter.

Double-click MaxTokenSize, type 65535 in the Value box, select Decimal, and then click OK.

© © N ok

Close the registry editor, and then restart the BeyondInsight server.

For more information, please see Problems with Kerberos authentication when a user belongs to many groups at
https.//docs.microsoft.com/en-US/troubleshoot/windows-server/windows-security/kerberos-authentication-problems-if-user-
belongs-to-groups.

Authentication Errors when using SAML 2.0 Web Applications

x Note: Both Runtime Error and Internal Server Error are for on-premises Password Safe deployments only. If an error shown
below occurs using Password Safe Cloud, please contact BeyondTrust Technical Support.
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Runtime Error

If you receive a Runtime Error, add the following to the web.config file:

Server Error in '/eEye.RetinaCSSAML' Application

Runtime Error

Set mode to Off < customErrors mode="0Off" /> e — O

Pt e e e 58

This provides an actual error.

1= b Config Conflguration Tile <>

<configeration

«/confi gurations

<1-- eb Conflg Conflpuration File -

| 22 -

I 24 <system. veb>

I 25 <tem

I 28 Set compilation debug="true” to insert debugging
I} 27 symbols into the compiled page. Because this

: 28 affects pecformance, set this value to true only
i ) during development.

il el -->

i 32 <compilation debug=rtrue® targecFramework="4.5% />

i sz <authentication mode="Forms">

i 33 <forms name=rServiceProvider” loginlrl="login.aspx” />
| -1 </authentication>

I as <authorization>

1 36 <deny users="?" />

i = </auchorizacion>

| 3= <customErrors mode="O£L" /3|

Internal Server Error (500)
An Internal Server Error (500) message usually indicates that the web.config file is not formatted correctly.

1. OpenIS on the U-Series Appliance.
2. Browse to the SAML website, and then double-click Default

Document. =
@@ [ @ v Jv-PS-2008R2 » Stes b DefaubWebSike b eEye.RetinaCSsaML »
eEye .RetinaCSSAML Home
CHETEAT) P e
Page ;
5-2008R2 (J¥-PS-2008R2}Admini Glkes - (50 - Ghshow Al | Grounby: area
application Pools ASP.NET
mites .
) Default web Site i @ '0 ﬁ
[ aspnet_client 5 = 4 ]
i BeyondTrust JMET JMET Error MNET JMET Profile
; ; DomainHRA Authorizati...  Compilation Pages Elobalization
I‘?‘ eEye.RetinaCs. Server [y
I‘f‘ eEye. RetinaCSClaims dmal &
:2 eEye.RetinaC55AML ) ;
B cEve RetinaC5550 péﬂﬁiif Session State  SMTP E-mail
-2¥ Eventoervice
Hﬂ HCAP
HD HorDomainHRA s
3 PalicyService h =t
P Retinacssc :10% ﬁ& 12& @ .
RetinaCSebgate e =
Retinalnsight ASP Authentication Autl;oljlzatlon Compression Ik
Rpc
RprwithCert pu P @ -
D webConsole 'LGE %‘J % il
HTTP Redirect HTTP IP Address Logging MIME Types
Respa... and Dar. ..
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3. Ifthere is a formatting error in the web.config file, an error displays,
indicating the line number for the error.

|G-® |\{’ » JV-PS-ZOOBRZ b Sikes b DefaultWebSike P eEye.RetinaCSSAML »

Q- L1218, £)  Default Document
&
W3 Start Page . ) )
G5 7¢.25 20082 (11-P3-200R| | U5t Fesure 0 specythe et i)t reur when  clent does ot request » specic
23 Applcation Pools Hame: | Entry Type |
E1-[8] Skes
) Defauk Web Site
(-7 aspnet_client
- ¥ BeyondTrust
-3 DomainHRA @ There was an ermor while performing this operation.
¥ eEye.Retinacs. petals
¥ ekye.RetinacSc]
& P eEye.RetinaC5s) Fiename: W7\C:\Program Files (x86)\eEve Digial Security|Retina
# ¥ eEye.Retinacss: ColWebSteSiH jueb confiy
g gfm‘*‘*’ Ervor: Configuration e is not wel-formed ¥ML
& F NorDomsinHRA
@ ?P&ﬁsvke
#  RetinaCS5C =
6 ¥ RetinaCswebgat _ x|
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