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BeyondInsight and Password Safe Authentication Guide

BeyondInsight and Password Safe support BeyondInsight user account authentication, as well as multi-factor authentication, smart card
authentication, and third-party authentication for web tools supporting the SAML 2.0 standard. Various authentication methods, such as
smart card authentication, two-factor authentication using a RADIUS server, Ping Identity, Okta, and Active Directory Federation Services
(AD FS) are detailed in this guide.

BeyondInsight provides authentication for users who are managed exclusively by BeyondInsight. You can also add Active Directory users
and groups and apply BeyondlInsight authentication.

For a user to log in to BeyondInsight using BeyondInsight authentication, the user account must reside in the BeyondInsight database.

4
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Create and Configure Groups in Beyondinsight

BeyondInsight offers a role-based delegation model so that you can explicitly assign permissions to groups on specific product features
based on their role. Users are provisioned based on the permissions of their assigned groups.

x Note: By default, an Administrators group is created. The permissions assigned to the group cannot be changed. The user
account you created when you configured BeyondInsight is a member of the group.

You can create BeyondInsight local groups, as well as add Active Directory,

Azure Active Directory, and LDAP groups into BeyondInsight. . . .
Y 9roup yonamsie Beyondinsight ~ Configuration

) BeyondTrust > Role Based Access > User Management

USER MANAGEMENT @

Groups Users

Filter by

v

o Create New Group 4

ﬁ Create a New Group...
Users Description

o Add an Active Directory Group...

13 Using this one
@ Add an Azure Active Directory Group... 0 Usmselm =
A Add an LDAP Group... 0 Users who car

@ Add a SailPoint Role... ins 0 Users who car

You can filter the groups displayed in the grid by type of group, name of the group, group description, and the date the group was last
synchronized.

e

D O @ Group Policy Creator Owners Members in this grc

Tip: By default, the first 100 groups are displayed per page. You

can change this by selecting a different number from the ltems Br-Xo) \BIDemo
per page dropdown at the bottom of the grid.
D [+ X®) \Domain Guests All domain guests
Page 1 of 1 Items per page
Create a BeyondInsight Local Group
1. Navigate to Configuration > Role Based Access > User Management.
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2. From the Groups tab, click Create New Group.
3. Select Create a New Group. Beyondinsight ~ Configuration

) BeyondTrust > Role Based Access > User Management

USER MANAGEMENT @

Groups Users

Filter by

v

o Create New Group =

ﬁ Create a New Group...
Users Description

o Add an Active Directory Group... 1 Using this one
@ Add an Azure Active Directory Group... 0 Users who car
4 Add an LDAP Group... 0 Users who car
@ Add a sailPaint Role... ins 0 Users who car
. Enter a Group Name and Description for the group.
5. The group is set to Active by default. Check the box to deactivate it, Create New Group )
if you prefer to activate it later.
6. Click Create Group. Active
Group Name
New Test Group L]
Description
New Test Group L]
CREATE GROUP DISCARD
7. Assign users to the group: cRoU S — .
o Under Group Details, select Users. %. .
Group Details & Users @
« From the Show dropdown list, select Users not assigned. [S— L

« Filter the list of users displayed in the grid by Type,
Username, Name, Email, and Domain, if desired.

25 v | remsperpage Shoving ems 1.25 01 1064

« Select the users you wish to add to the group, and then click Assign User above the grid.
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x Note: By default, new groups are not assigned any permissions. You must assign permissions on features and smart groups
after creating a new group. For more information on permissions and how to assign them, please see "Assign Group
Permissions" on page 28.

x Note: When a local user logs in to BeyondInsight for the first time using SAML authentication, BeyondInsight provisions their
account by mapping it to the groups assigned to their account.

For releases prior to 21.3, and for upgrades to the 21.3 release, if the user account's group membership has changed (in the
SAML claims provided) upon subsequent logins, BeyondInsight does not deprovision the user by removing them from the
groups that were initially mapped to their account. Instead, BeyondInsight maps the user to any newly assigned groups, in
addition to the groups their account is already mapped to.

You can configure Beyondinsight to synchronize group membership each time a local user logs in using SAML, as follows:

1. Navigate to Configuration > Authentication Management > Authentication Options.
2. Under SAML Logon for Local Users, toggle the Enable Group Resync option to enable it.

For new installs of release 21.3 and later releases, this option is enabled by default.

Adding Active Directory, Azure Active Directory, and LDAP groups into BeyondInsight is documented in subsequent chapters. Before you
can add directory groups into BeyondInsight you must first create credentials that have permissions to query the directories.

1 For more information on creating and editing directory credentials, please see "Create and Edit Directory Credentials" on page

8.
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Create and Edit Directory Credentials

A directory credential is required for querying Active Directory (AD), LDAP, and Azure AD, and also for adding AD, LDAP, and Azure AD
groups and users in BeyondInsight. Follow the steps below for creating each type of directory credential.

f Note: Before you can create an Azure AD credential, you must first register and configure permissions for an application in the
Azure AD tenant where the user credentials reside. For more information, please see "Register and Configure an Application
in Azure Active Directory" on page 13.

1. Navigate to Configuration > Role Based Access > Directory Credentials.
2. Click Create New Directory Credential.
3. Follow the steps in the below sections based on the type of directory you are creating.
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Create an Active Directory Credential

1. Select Active Directory for the Directory Type.
Provide a name for the credential.

Enter the name of the domain where the directory and user credentials
reside.

4. Enable the Use SSL option to use a secure connection when accessing the
directory.

x Note: If Use SSL is enabled, SSL authentication must also be
enabled in the BeyondInsight configuration tool.

4. Enter the credentials for the account that has permissions to query the
directory.

5. Enable the Use Group Resolution option to use this credential for
resolving groups from the directory.

x Note: Only one credential can be set for group resolution per
domain or server.

6. Click Test Credential to ensure the credential can successfully
authenticate with the domain or domain controller before saving the
credential.

7. Click CreateCredential.

New Directory Credential >

Directory Type
@ Active Directory

O Lpap

(O Azure Active Directory

Credentials

Title

Domain

(] usessL

Username

Password

Password

‘ | SHOW ‘

Confirm Password

‘ | SHOW ‘

E] Use Group Resolution (Optional) (7]

TEST CREDENTIAL

CREATE CREDENTIAL

DISCARD
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Create an LDAP Credential

1. Select LDAP for the Directory Type.
Provide a name for the credential. New Directory Credential >

Enter the name of the LDAP server where the directory and user
credentials reside.

4. Enable the Use SSL option to use a secure connection when O Active Directory
accessing the directory.
g v @ LDAP

x Note: If Use SSL is enabled, SSL authentication must also be O Azure Active Directory
enabled in the BeyondInsight configuration tool.

Directory Type

Credentials
5. Enter the credentials for the account that has permissions to query the T
directory. e
6. Enable the Use Group Resolution option to use this credential for
resolving groups from the directory.
LDAP Server
x Note: Only one credential can be set for group resolution per
LDAP server.
Port
7. Click Test Credential to ensure the credential can successfully (=] 389
authenticate with the domain or domain controller before saving the
credential. [J usessL
8. Click Create Credential.
Password
Bind DN
Password
SHOW
Confirm Password
SHOW
(J use Group Resolution (Optional) @
TEST CREDENTIAL
CREATE CREDENTIAL DISCARD
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Create an Azure Active Directory Credential

1. Select Azure Active Directory for the Directory Type.
Provide a name for the credential.

Paste the Client ID, Tenant ID, and Client Secret that you copied
when registering the application in your Azure AD tenant.

4. Enable the Use Group Resolution option to use this credential for
resolving groups from the directory.

f Note: Only one credential is supported per Azure AD tenant.

5. Click Test Credential to ensure the credential can successfully
authenticate with the domain or domain controller before saving the
credential.

6. Click Save Credential.

New Directory Credential >

Directory Type
QO Active Directory

O Loapr

(@ Azure Active Directory

Credentials

Title

Client 1D

TenantID

Client Secret

SHOW
TEST CREDENTIAL
CREATE CREDENTIAL DISCARD
Edit a Directory Credential
1. From the Directory Credentials grid, click the vertical ellipsis for the credential, and then select Edit.
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2. Make the changes required.

Edit Directory Credential >
f Note: For AD or LDAP credentials, if you change the Domain or .
LDAP Server, enable or disable the Use SSL option, or update Credentials
the Username or Bind DN, you must change the password. Click .
Change Password to display fields to enter and confirm the new Title
password. Active Directory [}
Domain

3. Click Test Credential to ensure the edited credential can
successfully authenticate with the domain or domain controller o
before saving the credential.

4. Click Save Credential. E] Use SSL

Username

administrator Q

CHANGE PASSWORD

E] Use Group Resolution (Optional) @

TEST CREDENTIAL

UPDATE CREDENTIAL DISCARD CHANGES

f Note: To use Azure AD credentials for logging into BeyondInsight, the accounts must use SAML authentication.

For more information on configuring Azure AD SAML with BeyondInsight, please see "Configure Azure Active Directory SAML
with BeyondInsight SAML" on page 61.
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Register and Configure an Application in Azure Active Directory

Before you can create Azure Active Directory (AD) credentials and add Azure AD groups and users into BeyondInsight, you must first
register and configure an application in the Azure AD tenant where the user accounts reside. The below steps walk through creating a
registered application in Azure AD, creating a client secret for the registered app, and configuring API permissions for the registered app.

Create a Registered Application in Azure AD

Sign into Azure and connect to the Azure AD tenant where the credentials you wish to add into BeyondInsight reside. Then follow these

steps:
1. Onthe left menu, select App registrations.
2. Click + New Registration.
3. Under Name, enter a unique application name. = Microsoft Azure P e e TG ] _
4. Under Supported account types, select Accounts in this ome ) eprenEee
R . R Register an application X
organizational directory only.
. . :eg;‘s::‘r‘:::pp you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise
5. Click Register. ” 5

* Name

The user-facing display name for this application (this can be changed later)

[[robtestt %

Supported account types

Who can use this application or access this API?

(® Accounts in this organizational directory only (SRA_QA only - Single tenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

By proceeding, you agree to the Microsoft Platform Policies

Create a Client Secret for the Registered App

Select the newly created app from the list of App Registrations (if not already visible).

Select Certificates & secrets from the left menu. - B — OO —— )
Click + New Client Secret.

Provide a Description and appropriate Expiry. If you select 1 or 2
years, the directory credential must be refreshed in BeyondInsight
with a new client secret on the anniversary of its creation.

5. Click Add.

cates & secrets

L h =
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6. Copy the client secret and store it in a safe place. It is required when ooy | 5 ¢ ®0 0 p B Lus
creating directory credentials for Azure AD in BeyondInsight. ekt | Cortifcates & secrets »

O Gt

f Note: This is the only time this client secret value is displayed.

Assign API Permissions to the Registered Application
Select the newly created app from the list of App Registrations
Select APl Permissions from the left menu.
Click + Add a permission. [ 20 2o oz S s)

Request API permissions x;
permissions  #

Click Microsoft Graph.

Click Application Permissions.

O e D cothasiacs

I o

Search for User.Read.All and check the box in the search results.

7. Search for Group.Read.All and check the box in the search results.

ermissions 2

8. Click Add permissions.

]« Oneren
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9. Search for Domain.Read.All and check the box in the search
results.

10. Click Add permissions.

. B
11. Click Grant Admin Consent for <directory name> to give |05 800 r —— 3]
consent to the app to have those permissions you just added. o Mbael| 4P| perissons # -
12. Click Yes to confirm.
| o6 800 ]

Now that your registered app is created, has a client secret, and has API
permissions assigned, select Overview from the left menu and copy the
Application (client) ID and the Directory (tenant) ID. Store these ina

safe place as these are required when creating directory credentials for

Azure AD in Beyondinsight.

i For more information on directory credentials, please see "Create and Edit Directory Credentials" on page 8.
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Map Directory Credentials to a Domain

Domain management allows you to map a default primary directory credential and an optional fallback credential as preferred binding
credentials used for account resolution against domains in your environment when logging in to BeyondInsight.

Note: If credentials are not mapped, or both mapped credentials fail, Beyondinsight attempts login following the legacy
process of not using mapped credentials.

Follow these steps to add or edit primary and secondary credentials for a domain:

Navigate to Configuration > Role Based Access > Domain Management.

Click Create New Domain to create a new one. )
DOMAINS Edit

Provide the name of the domain or LDAP server. R o

Select the type of platform.

Create New Domain @) Platform

Select a Primary Credential from the dropdown.
Select a Fallback Credential from the dropdown.

Credentials

Click Create Domain.

© N ok wNd =

5 8 B &

To edit credentials for an existing domain, select the domain, make
your edits, and then click Save Domain.

SAVE DOMAIN DISCARD CHANGES

v ia

Tip: Primary and fallback credentials can include Password Safe
managed accounts.

When domain management is configured for a domain and user selects the ~ *ees | 2R i
domain when logging into BeyondInsight, the specified primary and fallback - .
credentials are used to resolve their account. The credentials used for _ LR

authentication are shown in the Login Details for the specific login activity e

on the Configuration > General > User Audits page.

USER AUDITS

ceccccseccccasos s
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Add an Active Directory Group

Active Directory (AD) group members can log in to the management console and perform tasks based on the permissions assigned to the
group. The group can authenticate against either a domain or domain controller. Upon logging into BeyondInsight, users can select a

domain from the Log in to list on the Login page.

WLE

Tip: The Log in to list is only displayed on the Login page when there are either AD or LDAP user groups created in the

the Show list of domains/LDAP servers on login page setting from Configuration > System > Site Options page.

Beyondinsight console. The Log in to list is displayed by default, but may be disabled / enabled by an admin user by toggling

x Note: AD users must log in to the management console at least once to receive email notifications.

Create an Active Directory Group in BeyondInsight, as follows:

1. Navigate to Configuration > Role Based Access > User Management.
2. From the Groups tab, click Create New Group.

3. Select Add an Active Directory Group. Beyondmsight Conﬁgu ration

) BeyondTrust > Role Based Access > User Mana

USER MANAGEMENT @

Groups Users

Filter by

gement

‘ T

o Create New Group =

o Add an Active Directory Group... 13

@ Add an Azure Active Directory Group... 0
aus Add an LDAP Group... 0
@ Add a sailPoint Role... ins 0
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4. Select a credential from the list.

Active Directory Group Search >
x Note: If you require a new credential, click Create New Credential
Credential to create one. The new credential is added to the list
of available credentials. v
Create New Credential...
5. Ifthe Domain field is not automatically populated, enter the name of Domain
a domain or domain controller.
6. After you enter the domain or domain controller credential @
information, click Search Active Directory. A list of security groups )
in the selected domain is displayed. Filter by Group Name
* o
SEARCH ACTIVE DIRECTORY CANCEL
x Note: The default filter is an asterisk (*), which is a wild card filter that returns all groups. For performance reasons, a
maximum of 250 groups from Active Directory is retrieved.
7. Setafilter on the groups to refine the list, and then click Search Active Directory.
P Example: Sample filters:
o a*returns all group names that start with "a"
o *dreturns all group names that end with "d"
o *sql* returns all groups that contain "sql" in the name
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8. Selecta group, and then click Add Group.
Active Directory Group Search >

Credential

‘ v ‘

Create New Credential...

Daomain
| o
Filter by Group Name
* o ‘
SEARCH ACTIVE DIRECTORY
Search Results
~

v testgroup934

testgroup713

ADD GROUP CANCEL

9. The group is added and set to Active but not provisioned or synchronized with AD. Synchronization with AD to retrieve users
begins immediately.

10. Once the group has been synced with AD, you can view the users GROUP: i s z@ e
assigned to the group by selecting Users from the Group Details [ o Y
pane. ¢ o

wibutes

’ Tip: Use the filters above the grid to narrow down the list of users
displayed in the grid by Type, Username, Name, Email, or gt
Domain, or to show users not assigned to the group.

page |1 | oft 25 v | tems perpage Showing tems 17017

x Note: By default, new groups are not assigned any permissions. You must assign permissions on features and Smart Groups
after creating a new group. For more information on permissions and how to assign them, please see "Assign Group
Permissions" on page 28.

1 For more information on creating and editing directory credentials, please see "Create and Edit Directory Credentials" on page

8.
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Propagate Domain Changes to Group Members

Domain changes can be propagated to all users in a group by enabling the
Propagate this change to all group members option for the group. By Edit | . >
default, this is set to OFF. When enabled, changes to the preferred domain !

controller at the group level are applied to all group members. View Group details...

When creating a new group, we advise turning this setting on by editing the
new group details. This ensures that all users in the new group get a Active

preferred domain controller from the initial setup of the group.
Name
—— = W -

Description

Credential

‘ v ‘

Create New Credential...

Domain / Domain controller

‘ Any domain controller v

A This change will replace existing user settings.

Propagate this change to all group members

Sync Schedule @

Sync Schedule Options

‘ Global v

Save Changes Discard Changes
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Add an Azure Active Directory Group

Azure Active Directory (AD) group members can log in to the management console using SAML authentication and perform tasks

based

on the permissions assigned to the group. Upon logging into BeyondInsight, users can select a domain from the Log in to list on the

Login page.

WLE

Tip: The Log in to list is only displayed on the Login page when there are either AD or LDAP user groups created in the

the Show list of domains/LDAP servers on login page setting from Configuration > System > Site Options page.

Beyondinsight console. The Log in to list is displayed by default, but may be disabled / enabled by an admin user by toggling

x Note: AD users must log in to the management console at least once to receive email notifications.

Create an Azure Active Directory Group in BeyondInsight, as follows:

1. Navigate to Configuration > Role Based Access > User Management.
2. From the Groups tab, click Create New Group.

3. Select Add an Azure Active Directory Group. Beyondmsight Conﬁgu ration

) BeyondTrust > Role Based Access > User Mana

USER MANAGEMENT @

Groups Users

Filter by

gement

‘ T

o Create New Group =

o Add an Active Directory Group... 13

@ Add an Azure Active Directory Group... 0

aus Add an LDAP Group... 0

@ Add a sailPoint Role... ins 0
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4. Select a credential from the list.

Note: If you require a new credential, click Create a New
Credential to create a new credential. The new credential is
added to the list of available credentials.

5. Click Search Azure Active Directory. A list of security groups
displays.

Azure Active Directory Group >
Search
Credential

Create New Credential...

Filter by Group Name

* o

SEARCH AZURE ACTIVE DIRECTORY CANCEL

Note: For performance reasons, a maximum of 250 groups from Azure AD s retrieved. The default filter is an asterisk (*),
which is a wildcard filter that returns all groups. Use the group filter to refine the list.

6. Setafilter on the groups that are to be retrieved, and then click Search Azure Active Directory.

p Example: Sample filters:
e a*returns all group names that start with a.

o *dreturns all group names that end with d.
« *sql*returns all groups that contain sql in the name.

7. Selecta group, and then click Add Group.

Search Results

Functional Accounts

Group used fo siore Functions! Accownts for QA testing

PS_Qa
v PasswordSafe QA

Ma :1“5&;1 ACCoOUnts

axsword Safe Managed Accounts

MsamIGRP

Rret EEL gron

Automation

For Automagion users

Adrmir

8. The group is added and set to Active but not provisioned or synchronized with Azure AD. Synchronization with Azure AD to

retrieve users begins immediately.
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9. Once the group has been synced with Azure AD, you can view the GROUP: Na———— cze
users assigned to the group, as well as unassigned users, by & | S orsaren o
selecting Users from the Group Details section and then using the < weso
filters. -

page |1 |ort 25 v | iems perpage Showing tems 12012

x Note: By default, new groups are not assigned any permissions. You must assign permissions on features and Smart Groups
after creating a new group. For more information on permissions and how to assign them, please see "Assign Group
Permissions" on page 28.

x Note: To use Azure Active Directory credentials for logging into BeyondInsight, the accounts must use SAML authentication.
For more information on configuring Azure AD SAML with Beyondinsight, please see "Configure Azure Active Directory SAML
with BeyondInsight SAML" on page 61.

1 For more information on creating and editing directory credentials, please see "Create and Edit Directory Credentials" on page

8.
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Add an LDAP Group

LDAP group members can log in to the management console and perform tasks based on the permissions assigned to the group. The
group can authenticate against either a domain or domain controller. Upon logging in to BeyondlInsight, users can select a domain or
LDAP server from the Log in to list on the Login page.

WLE

Tip: The Log in to list is only displayed on the Login page when there are either AD or LDAP user groups created in the
Beyondinsight console. The Log in to list is displayed by default, but may be disabled / enabled by an admin user by toggling
the Show list of domains/LDAP servers on login page setting from Configuration > System > Site Options page.

x Note: LDAP users must log in to the management console at least once to receive email notifications.

Create an LDAP Group in BeyondInsight, as follows:

1. Navigate to Configuration > Role Based Access > User Management.
2. From the Groups tab, click Create New Group.

3. Select Add an LDAP Group from the list. Beyondmsight Conﬁgu ration

) BeyondTrust > Role Based Access > User Management

USER MANAGEMENT @

Groups Users

Filter by

‘ T

o Create New Group =

w Create a New Group...
Users Description

o Add an Active Directory Group...

13 Using this one

4 Add an Azure Active Directory Group... 0 (e wim &

4 Add an LDAP Group... 0 Users who car

@ Add a SailPoint Rale... ins 0 Users who car
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4. Select a credential from the list.

LDAP Group Search >
f Note: If you require a new credential, click Create a New )
Credential to create a new one. The new credential is added to Credential
the list of available credentials. -

Create New Credential...

5. Click Fetch to load the list of Domain Controllers, and then select
one.

6. Tofilter the group search, enter keywords in the group filter or use a
wild card, and then click Search LDAP.

Server

Domain / Domain controller

v FETCH

Filter by Group Name

*

SEARCH LDAP CANCEL

p Example: Sample filters:
e a*returns all group names that start with a.

o *dreturns all group names that end with d.
« *sql*returns all groups that contain sql in the name.
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7. Selecta group, and then click Continue to Add Group.
LDAP Group Search

SEARCH LDAP

Search Results

OracleDBSecurityAdmins

elete enterprise dom

OracleDBCreators
Users who can register databases in this realm,
including creating the database

OracleNetAdmins
& Users who can register Network Service Alias in this
Oracle Context.

OracleDefaultDomain

OracleContextAdmins

Users who can administer all entities in this Oracle
rantavt

CONTINUE TO ADD GROUP CANCEL
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8. Selectthe Group Membership Attribute and Account Naming
Attribute.

9. Enter a Base Distinguished Name, if not automatically populated.
10. Click Add Group.

LDAP Group Search

Active

Mams

OracleNetAdmins

Users who can register Network Service Alias in ©

Group Membership attribute

uniqueMember -

Account Naming attribute

uid -

Base Distinguished Name

dc= s dc=i ]

ADD GROUP CANCEL

11. The group is added and set to Active but is not provisioned or synchronized with LDAP. Synchronization with LDAP to retrieve
users begins immediately.

12.  Once the group has been synced with LDAP, you can view the GROUP: e — -

S0
users assigned to the group, as well as unassigned users, by MU\ | ST composrs msestn s 1o
selecting Users from the Group Details section, and then using the roup el < [ vsers

filters. S

pege[1 | ort 25 v | tems perpage Showing tems 112012

f Note: By default, new groups are not assigned any permissions. You must assign permissions on features and smart groups
after creating a new group. For more information on permissions and how to assign them, please see "Assign Group
Permissions" on page 28.

1 For more information on creating and editing directory credentials, please see "Create and Edit Directory Credentials" on page
8.
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Assign Group Permissions

Permissions

The following permissions may be assigned to user groups in BeyondInsight for each feature.

Permission Description

No Access Users cannot access the selected feature. In most cases, the feature is not visible to the users.
Read Only Users can view selected areas, but cannot change information.
Full Control Users can view and change information for the selected feature.

Permissions for a BeyondInsight user must be assigned cumulatively and at the group level. You must assign permissions on features and
Smart Groups after creating a new group in order for users in that group to be able to access features in the product. For example, if you
want a BeyondInsight administrator to manage discovery scans only, then you must assign full control for the following features:

« Management Console Access

e Asset Management

* Reports Management

¢ Scan - Job Management

e Scan Management

Note: In addition to the group permissions noted, for the group to be provisioned, there must be at least one enabled Smart
Group on the group. This sets the scope for the features.

Assign Features Permissions

x Note: The features listed are based upon your BeyondInsight license. Only features relevant to your licensed installation are
listed.

Navigate to Configuration > Role Based Access > User Management.

Click the vertical ellipsis button for the group, and then select View Group Details.

Under Group Details, click Features.

Filter the list of features displayed in the grid using the Show and Filter by dropdown lists.

Select the features you wish to assign permissions to, and then click Assign Permissions above the grid.

1.
2.
3.
4.
5.
6.

The following table provides information on the features permissions you can assign to your groups.

Select Assign Permissions Read Only, Assign Permissions Full Control, or Disable Permissions.

Feature Provides Permissions To:
Analytics & Reporting Log in to the console and access Analytics & Reporting to generate and subscribe to reports.
Appliance (U-Series) Access Grant access to manage the U-Series Appliance as a BeyondInsight user.
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Feature Provides Permissions

Asset Management Create Smart Rules.
Edit and delete buttons on the Asset Details window.
Create Active Directory queries.

Create address groups.

Attribute Management Add, rename, and delete attributes when managing user groups.

Credential Management Add and change credentials when running scans and deploying policies.

Directory Credential Grant access to the configuration area where directory credentials are managed. This feature must
Management be enabled to support access to directory queries as well.

Directory Query Management Grant access to the configuration area where directory queries are managed.

}f Note: Access to Directory Credential Management must also be granted.

Domain Management Grants the user permission to configure mappings of bind credentials to domains for account
resolution.

Endpoint Privilege Management | Grant access to the Endpoint Privilege Management features, excluding Policy Editor and Reporting.

Endpoint Privilege Management Grant access to the Endpoint Privilege Management Policy Editor feature.
Policy Editor

Endpoint Privilege Management | Grant access to the Endpoint Privilege Management Reporting feature.
Reporting

Endpoint Privilege Management Grant access to the Endpoint Privilege Management for Unix & Linux features.
for Unix & Linux

File Integrity Monitoring Work with File Integrity rules.

License Reporting View the Licensing folder in Analytics & Reporting (MSP reports, Privilege Management for
Windows, Privilege Management for Mac true-up reports, and Assets Scanned report).

Management Console Access | Access the Beyondinsight management console.

Manual Range Entry Allow the user to manually enter ranges for scans and deployments rather than being restricted to
smart groups. The specified ranges must be within the selected smart group.

Option Management Change the application options settings (for example, account lockout and account password
settings).

Options - Connectors Access the configuration area where connectors are managed.

Options - Scan Options Access the configuration area where scan options are managed.

Password Safe Account Grant read or write permissions to the following features on the Managed Accounts page and

Management through the public API:

o Bulk delete accounts

o Add accounts to a Quick Group

» Remove accounts from a Quick Group
« Add, edit, and delete accounts

Password Safe Admin Session | Password Safe web portal admin sessions.
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Feature

Password Safe Admin Session
Reviewer

Password Safe Global API
Quarantine

Password Safe Bulk Password
Change

Password Safe Agent
Management

Password Safe Configuration
Management

Password Safe Domain
Management

Password Safe Policy
Management

Password Safe Role
Management

Password Safe System
Management

Password Safe Ticket System
Management

Reports Management

Scan - Job Management

Scan - Report Delivery

Scan Management

Secrets Safe
Session Monitoring
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Provides Permissions

Grant a user admin session reviewer permissions only.

Access to the Quarantine APls.

Change more than one password at a time.

Grant a user administrator permissions to the Configuration > Privileged Access Management
Agents page.

Grant a user administrator permissions to the Configuration > Privileged Access Management
page.
Check the Read and Write boxes to permit users to manage domains.

Grant a user administrator permissions to the Configuration > Privileged Access Management
Policies page.

Allows a user to manage roles, provided they have the following permissions: Password Safe Role
Management and User Account Management.

Read and write managed systems through the public API.

This feature is not presently used.

Run scans, create reports, and create report categories.
Activate Scan and Start Scan buttons.
Activate Abort, Resume, Pause, and Delete on the Job Details page.
Allow a user to set report delivery options when running a scan:

o Export Type

« Notify when complete

+ Email report to

o Include scan metrics in email (only available for All Audits Scan)
Delete, edit, duplicate, and rename reports on the Manage Report Templates page.
Activate New Report and New Report Category.
Activate the Update button on the Edit Scan Settings view.
Provides access to Secrets Safe for all members of the selected group.
Use the session monitoring features.
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Feature Provides Permissions To:

Smart Rule Management — Grants permission to view, create, and edit asset Smart Rules; editing is limited to Smart Rules that
Asset are enabled for groups the user is a member of.

/{ Note: Newly created Smart Rules created by a non-administrator are automatically
enabled with read permissions for all groups that the user is a member of, and with full
permissions for all groups that the user is a member of AND has the Asset Management
permissions for. For more information, see Use Smart Rules to Organize Assets in the
BeyondInsight User Guide.

Smart Rule Management — Grants permission to view, create, and edit managed account Smart Rules; editing is limited to smart
Managed Account rules that are enabled for groups the user is a member of.

)f Note: Newly created Smart Rules created by a non-administrator are automatically
enabled with read permissions for all groups that the user is a member of, and with full
permissions for all groups that the user is a member of AND has the Asset Management
permissions for. For more information, see Use Smart Rules to Organize Assets in the
BeyondInsight User Guide.

Smart Rule Management — Grants permission to view, create, and edit managed system Smart Rules; editing is limited to smart
Managed System rules that are enabled for groups the user is a member of.

/{ Note: Newly created Smart Rules created by a non-administrator are automatically
enabled with read permissions for all groups that the user is a member of, and with full
permissions for all groups that the user is a member of AND has the Asset Management
permissions for. For more information, see Use Smart Rules to Organize Assets in the
BeyondInsight User Guide.

Smart Rule Management — Grants permission to view, create, and edit policy user Smart Rules; editing is limited to smart rules
Policy User that are enabled for groups the user is a member of.

)f Note: Newly created Smart Rules created by a non-administrator are automatically
enabled with read permissions for all groups that the user is a member of, and with full
permissions for all groups that the user is a member of AND has the Asset Management
permissions for. For more information, see Use Smart Rules to Organize Assets in the
BeyondInsight User Guide.

Ticket System View and use the ticket system.
Ticket System Management Mark a ticket as inactive. The ticket no longer exists when Inactive is selected.
User Accounts Management Add, delete, or change user groups and user accounts.

A minimum of read access to Directory Credential Management must also be granted to enable
creation of AD and LDAP Groups.

User Audits View audit details for management console users on the User Audits page.

U-Series Appliance Provides access to manage all aspects of the U-Series Appliance.

Administrator

U-Series Appliance Backups Provides access to manage the Backup and Restore options of the U-Series Appliance.
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Feature Provides Permissions To:
U-Series Appliance High Provides access to manage the High Availability features of the U-Series Appliance.
Availability
U-Series Appliance Login Provides access to manage the U-Series Appliance as a BeyondInsight user.
U-Series Appliance Manage Provides access to manage Remote Desktop Protocol to the U-Series Appliance.
RDP
U-Series Appliance Patching Provides access to manage updates to the U-Series Appliance.

For more information, please see the Managed Accounts section in the BeyondInsight and Password Safe API Guide at
https.://www.beyondtrust.com/docs/beyondinsight-password-safe/ps/api/password-safe/managed-accounts.htm.

Features Permissions Required for Configuration Options

Configuration Option Feature and Permission

Active Directory Queries Asset Management - Full Control.

Address Groups Asset Management - Full Control.

Attributes Asset Management - Full Control.

Connectors Asset Management and Management Console Access - Full Control.

Password Safe Connections Member of the built-in BeyondInsight Administrators group.

Endpoint Privilege Management Management Console Access and Endpoint Privilege Management - Full Control.

Module

Scan Options Scan Management - Full Control.

Services Member of the built-in BeyondInsight Administrators group.

User Audits User Audits - Full Control.

User Management Everyone can access.
Users without the Full Control permission to User Account Management feature can edit only their
user record.

Workgroups User Accounts Management - Full Control.

Assign Smart Groups Permissions

Navigate to Configuration > Role Based Access > User Management.

Click the vertical ellipsis button for the group, and then select View Group Details.

Under Group Details, select Smart Groups.

Filter the list of Smart Groups displayed in the grid using the Show and Filter by dropdown lists.

Select the Smart Groups you wish to assign permissions to, and then click Assign Permissions above the grid.

o gk wbdh=

Select Assign Permissions Read Only, Assign Permissions Full Control, or Disable Permissions.
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Configure RADIUS Two-Factor Authentication for
Beyondinsight and Password Safe

You can configure two-factor authentication using a RADIUS server to log in to the BeyondInsight management console, Analytics &
Reporting, and Password Safe.

In BeyondInsight, you must first configure the alias to represent the RADIUS server instance, and then select two-factor authentication
settings for the user.

After you set up RADIUS two-factor authentication, users must log in using the two-factor authentication method.

Configure the RADIUS Server

1. Navigate to Configuration > Authentication Management > Radius two-factor authentication.
2. Click Create New RADIUS Alias.
3. Set the following:
» Alias: Provide a name used to represent the RADIUS server instance. This is displayed in the RADIUS server grid and
must be unique.

o Filter: Select a filter that will be used to determine if this RADIUS server instance should be used. If you select one of the
domain filters, you must enter a Value.

« Value: If one of the domain filters is selected, enter a value that will identify the domain. Enter a domain or comma-
separated list of domains, depending on the setting selected for the filter.

+ Host: Enter the DNS name or the IP address for your RADIUS server.

+ Resource Zone: Select a Resource Zone to send RADIUS requests through. Traffic proxies through the Resource Broker
and on to the on-prem RADIUS server.

o Authentication Mechanism: Select PAP, or MSCHAPV2 if applicable. MSCHAPV2 is supported only if the Duo proxy is
configured to use a RADIUS client.

« Authentication Port: Enter the listening port that is configured on your RADIUS server to receive authentication requests.
The default portis 1812.

« Authentication Request Timeout: Enter the time in seconds that you want BeyondInsight to wait for a response from the
RADIUS server before the request times out. The default value is ten seconds.

« Shared Secret: Enter the shared secret that is configured on your RADIUS server.

« Initial Request: Provide the value passed to the RADIUS server on the first authentication request. Select from the
following: Forward User Name (default), Forward User Name and Password, Forward User Name and Token.

« Prompt: Provide the first message that displays to the user when they log in to the application. This setting is available
only when Forward User Name and Token is selected as the initial request value.

« Transmit NAS ldentifiers: Enable this option if it is applicable to your environment. When this option is enabled, NAS
identifiers are transmitted to permit access. In some cases, a RADIUS server does not permit access if NAS identifiers are
not transmitted. BeyondInsight transmits its NAS IP Address and its NAS Identifier.

4. Click Create New RADIUS Alias.

Note: If a Resource Zone is selected, traffic is routed over a Resource Broker. If no Resource Zone is selected, traffic is routed
directly from the cloud.
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Configure RADIUS Two-Factor Authentication Using Duo
This section is a high-level overview on the configuration required for Beyondinsight and Password Safe to work with a RADIUS
infrastructure using Duo.

BeyondInsight and Password Safe can work with the following Duo configurations:

« RADIUS Auto
+ RADIUS Challenge
« RADIUS Duo only

Configure Two-Factor for RADIUS Auto and RADIUS Challenge Configurations
Using Duo

Follow the steps outlined above in "Configure the RADIUS Server" on page
33, using the following settings:

Beyondinsight =~ Configuration om
e

« For Alias, enter Duo. | om0 | 3-8
o For Authentication Mechanism, select PAP.
« ForInitial Request, select Forward User Name and Password.

Configure Two-Factor for a RADIUS Duo-only Configuration

Follow the steps outlined above in "Configure the RADIUS Server" on page
33, using the following settings:

Beyondinsight =~ Configuration om
Eroonitst | > e » nows

« For Alias, enter Duo. o B
« For Authentication Mechanism, select PAP.
o ForInitial Request, select Forward User Name and Token.

« ForlInitial Prompt, enter a message to display on the
BeyondInsight login page to provide guidance to users on the
information to enter. In this case, the user must enter the RADIUS

code.
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P Example: Duo-Only Login Page
Duo two-factor login for useri. Enter a passcode or select one

After RADIUS two-factor authentication is configured, the login of the following options: 1. Duo Push to XXX-XXX-6313 2

page for end user varies, depending on the configured settings. Phone call to XXX-XXX6313 3. SMS passcodes to XXX-XXX-
6313 (next code starts with: 2) Passcode or option (1-3):

The screenshot shows a login page configured for Duo-only
authentication. The user can enter a passcode to log in or select a | |
device to send a code to. The user then enters the code on the
login page.

Configure Alternate Directory Attribute for RADIUS

To configure an alternate directory attribute for Active Directory and LDAP users for RADIUS authentication, follow the below steps.

x Note: This setting is optional.

1. Navigate to Configuration > Authentication Management > Authentication Options.
2. Under RADIUS Two-Factor Authentication, set the following:

« Alternate directory attribute: Enter the Active Directory or LDAP attribute that is matched on the RADIUS server to
identify the user account. This can be any attribute in Active Directory or LDAP. The default value is extensionName.

« Enable for new directory accounts: Click the toggle to enable this attribute for new accounts when they are discovered.

3. Click Update RADIUS Two-Factor Authentication Options.

Set RADIUS Two-Factor Authentication on User Accounts

The type of two-factor authentication can be set on a user account when a new user is created or when editing an existing user account.
You can enable RADIUS two-factor authentication for all new users from Authentication Options > RADIUS Two-Factor
Authentication settings, as indicated in the above section.

1. Select Configuration > Role Based Access > User Management > Users > Create New User.
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2. Atthe bottom of the user account settings, select RADIUS from the Two Factor
Authentication list. Create New User >

Mobile Phone

User Status

Activation Date =

Expiration Date =

@ User active (yes)
° Account Locked (no)

° Account Quarantined (no)
Authentication Options @

° Override Smart Card User Principal Name (no)

° Disable Forms Login (no)

Two Factor Authentication

RADIUS hd

Mzp Two Factor User

As Logged In -

CREATE USER DISCARD
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Configure SecureAuth with Password Safe using RADIUS

Use the following procedures to configure SecureAuth two-factor authentication with Password Safe and RADIUS.

1. Install the SecureAuth app on a mobile device and click the bar code to scan.
2. Inthe Beyondinsight Console, perform the following:

o Configure RADIUS, ensuring UDP port 1812 is open for the SecureAuth instance.

« Create a group with role access for managed accounts.

o Create a user. The user must also be a user in the SecureAuth system.

« Enable two-factor authentication for the user. Map the user to the account name in SecureAuth.

Test the Configuration

Log in to the Password Safe web portal using the user account that you created.

Enter 1 to receive the passcode in a text message.

Retrieve the passcode from your mobile device.

Enter the passcode on the Password Safe web portal login page, and then click Login.

ok N~

Test other login methods.

x Note: For the push method (4), increase the timeout to 30 seconds.
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Configure Two-Factor Authentication for Beyondinsight and
Password Safe Using a Time-Based One-Time Password

BeyondTrust supports two-factor authentication options using a time-based one-time password (TOTP). TOTP integrates with two-factor
authentication apps. The end user must install one of these apps, such as Google Authenticator or Microsoft Authenticator, to register
their device. As part of the configuration process, the user must register this two-factor app with BeyondTrust.

Configure TOTP Two-Factor Authentication Settings

1. Navigate to Configuration > Authentication Management > Authentication Options.

2. Under TOTP Two-Factor Authentication, set the following:
TOTP TWO-FACTOR

« Skew Intervals: Considers how many prior tokens are valid and accepted. You AUTHENTICATION
can incregse.this value from the default if a lag is anticipated in the Confaure apanal Acive Direciary sesings for TOT2
synchronization between the server and client. suthenteation.
« Enable for new directory accounts
1
« Enable for new local accounts =_ Q .
Between 1 and 10. The skew intervals consider any possible
synchronization delay between the server and the client. For example, a
3. Click Update TOTP Two-Factor Authentication Options. pren tere] 2 e s toren generaiac up o e el

(intervals are 30 seconds) in the past, or twa in the future are valid.
° Enable for new directory accounts

° Enable for new local accounts

Set TOTP Two-Factor Authentication on User Accounts

The type of two-factor authentication can be set on a user account when a new user is created or when editing an existing user account.
You can enable TOTP two-factor authentication for all new users from Authentication Options > TOTP Two-Factor Authentication
settings, as indicated in the above section.

1. Select Configuration > Role Based Access > User Management > Users > Create New User.
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2. Atthe bottom of the user account settings, select TOTP from the

Two Factor Authentication list. Create New User )

Home Phone

Maobile Phone

User Status

Activation Date i

Expiration Date =

o User Active (yes)
° Account Locked (no)

@  Account Quarantined (no)

Authentication Options @

° Override Smart Card User Principal Name (no)

° Disable Forms Login (no)

Two Factor Authentication

TOTP -

CREATE USER DISCARD

Register a Device

The first time a new user logs in, they must register their device with a multiple authenticator app.
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1. Download an authenticator app.

2. Scan the QR code or manually enter the alphanumeric code into the authenticator app. Once the lal BeyondTrust

code is detected, the app generates a 6-digit authenticator code. WO FACTOR AUTHENTICATION

3. Enterthe code into the Authenticator Code field, and then click Continue. This activates the S W —————
. authentication.
user's device.

Scan this QR code or manually enter the alphanumeric code from an
authenticator application.

Click Continue, and then enter login credentials.

4.

5. Enter 6-digit code again. E.'*E

6. Click Submit. I '
[=] &5

ecurity code from the authenticator app.

continue  [EOAN=E

- 0000
x Note: The authenticator app generates a new code roughly every 30 seconds.
View and Edit TOTP Two-Factor Authentication
You can view and edit two-factor authentication in User Details. e [T =

1. Select Configuration > Role Based Access > User Management > Users. =

2. Find the user and click the ellipsis on the right side to View User Details or Edit User
Details.

Unregister a Device

Administrators can unregister a device by removing it from a user account. Users can remove a device from their own account only.

Administrators

1. Select Configuration > Role Based Access > User Management
2. Find the user and click the ellipsis on the right side.
3. Select Edit User Details.
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4. Atthe bottom of the screen, click Remove Device.
Edit User >

Mobile Phone N

User Status

Activatian Date i

Expiration Date i

@ user Active (yes)
° Account Locked (no)

° Account Quarantined (no)
Authentication Options @

° Override Smart Card User Principal Name (no)

° Disable Forms Login (no)

Two-factor Authentication is currently active for this
account. Remove the device to deactivate TOTP.

m- Remove Device

UPDATE USER DISCARD
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Users
1. Click the Profile and preferences icon in the top right corner.
2. Click Account Settings. 9
(W Log Out
ACCOUNT SETTINGS
Preferences
Theme
BeyondTrust Brand Colors v
Language
English (United States) -
. lect Two-F Authentication. ;

3 Se. ect Two-Factor ut. entication Bey°"l§i’,‘j§f‘j ‘ pccount Settings

4. Click Replace Authenticator App.

5. Toregister the app again, click Reconfigure Authenticator App. o

@ To-Factor Authentication s curently acte.

[ rrosscorsuvercen

REPLACE AUTHENTICATOR APP.

f Note: Users may not enable both RADIUS and TOTP. Only one two-factor authentication option may be selected.
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Configure Smart Card Authentication

Smart cards can be used for authentication when logging into BeyondInsight and Password Safe. Your network must already be
configured to use smart card technology to use this feature.

This section is written with the understanding that you have a working knowledge of PKI, certificate-based authentication, and IIS.

In BeyondInsight, you must first enable smart card two-factor authentication configuration settings, and then enable the Override Smart
Card User Principal Name authentication option for the user accounts.

Enable Smart Card Two-Factor Authentication Settings

Navigate to Configuration > Authentication Management > Smart Card two-factor authentication.
Click the toggle to Enable Smart Cards.

Click the toggle to enable the Allow UPN Override On User option. This enables a BeyondInsight user with a smart card that has
a different Subject Alternative Name to log into BeyondInsight and maps the smart card to the user.

4. Click Update Smart Card Authentication.
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Enable Override Smart Card User Authentication Option on User
Accounts

You must enable the Override Smart Card User Principal Name setting
for the user accounts that use smart cards to authenticate. The User Edit User )
Principal Name is also required. This can be set in the properties of a user

account when creating a new user or editing an existing user. This .
authentication option allows a BeyondInsight user with a smart card that View User Defails...

has a different Subject Alternative Name to log into BeyondInsight, and
maps the smart card to the user.

Username

° Account Quarantined (no)

Credential -

Create Mew Credential...

Domain / Domain controller
Any domain controller - FETCH

Authentication Options @

O Override Smart Card User Principal Name (yes)

User Principal Name

e Disable Forms Login (no)

Two Factor Authentication =

Disable Forms Login
In environments where SAML, smart card, or claims-aware is configured, we recommend enabling the Disable Forms Login
authentication option to disallow users from using the standard login form in BeyondInsight.

To disable forms login for existing users, enable this option directly on a user account as follows:
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1. Click the vertical ellipsis for the user account, and then click Edit User Details.

2. Under Authentication Options, toggle Disable Forms Login to
enable the option. Edit User >

x Note: Please contact support for assistance if you need to bulk-
apply this setting to existing accounts. Home Phone

Mobife Phone

User Status

Activation Date =

Expiration Date &

o User Active (yes)
° Account Locked (no)

° Account Quarantined (no)
Authentication Options @

° Override Smart Card User Principal Name (no)

isable Forms Login (yes)

Two Factor Authentication

None hd

UPDATE USER DISCARD

To configure login forms to automatically be disabled for newly created users:
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1. Navigate to Configuration > Authentication Management >

Authentication Options. FORMS LOGIN OPTIONS
2. Under Forms Login Options, enable one or both options as
applicable: Disable Forms Login should only be used in environments where
SAML, Smart Card or Claims-aware is configured. Turning this
« Disable Forms Login for new directory accounts opticn on will disallow users from using the standard login form

. . in Beyondinsight
« Disable Forms Login for new local accounts / -

o Disable Forms Login for new directory accounts

o Disable Forms Login for new local accounts

Verify the Beyondinsight Server Certificate
During the Beyondinsight installation, self-signed certificates are created . e
& File Action View Favorites Window Help

for client and server authentication. These certificates are placed in your rOELEIEE]
Personal > Certificates store and show as Issued By eEyeEmsCA. 5 Comsle e o> havedy Epision Dse nende
4 () Certificates (Local Compute| %] ebyeEmsClient eEyeEmsCA 4/18/2026 Server A}
43 Personal ;leEyeEmsSenver €EyeEmsCA 4/18/2026 Server Al
To authenticate using smart cards, the server where BeyondInsight is bgfuiiﬂ'i}’imm O o il e
. . ' . . i 13 nterprise Trust Bl lient on lalwarelnfo WebAdmi... lient.
running also requires a certificate issued and signed by a certificate b 2 et e Foene? Vol ki SR e
authority (CA). Verify that your BeyondInsight server has the correct tg:;f;;f;:‘;;;:g:;;:m
certificates issued before continuing. b 5 G umncson']
" 3 e et
b [ Trusted Devices
b [ Web Hosting

Verify the Web Server Certificate L B o T

During the BeyondInsight installation, a self-signed web server certificate is created. This certificate must be replaced with a CA-issued
certificate.

To verify you have a CA-signed certificate issued to the web server:
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1. OpenliS.
2. Select your web server. File View Help

Q-2 |8
- ﬁ‘i Start Page
€5 HOMEMS01 (HOME\admin.insight) |
----- @ Application Pools
4.8 Sites
4 & Default Web Site
[>|:"| aspnet_client

b (¥ Clarity

[:_lgi‘ eEye.Retinals.Server

pé? ebye.RetinaC5ClaimsAware

b eEyeRetinaCS550

pé? EventService

[:_lgi‘ PolicyService

b (¥ RetinaCS5C

[:-l‘? RetinaC5Webgate

pé? Retinalnsight

3. Select Server Certificates. —
View Apj
View Site
Change.
Version
" || @ GetNew

| '\j o= = ]_ Compon
# = E“} 0 Help

Output Request Server
Caching Filtering Certificates

| Request and manage certificates fo

4. Verify you have a CA-issued certificate. If you do not see one listed,
request one from your certificate authority.

G server Certificates

Gy 5tat Page
2 Applcsion Podks Finee « % Go - G ShewAl [Giovp by Mo Grouping <
tome * iedTo
@ Delauieb Sae
i, HouESH
ey shyemCrant
5 etyeResmacs e
b ebyeRamCSCinmian
3 HOMEREOT
B GuentSenice
b 3 pobeysemice
B ReinaCS5
b 3
B Reinsign

Update Default Web Site Bindings with CA-Issued Certificate

Once you have a CA-issued certificate in place, you must edit the bindings of the Default Web Site, replacing the self-signed certificate.
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1. OpenliS.
2. Expand Sites, and then select Default Web Site.

3. Right-click Default Web Site, and then select Edit Bindings.
o » HOMEMSO1 » Sites » Default Web Site »

File View Help

Q- 1|2 |18 @ Default web site -

; ?ﬂ Start Page .

: Filter: WG

-3 HOMEMSDT (HOME\edmin.insight) ther ¥ o

@ Application Pools ASP.NET
4.[8| Sites A ‘
b ag ol Explore NET NET NET Ern
D@ C| Edit Permissions... \Authorizat.., Compilation Pages
[ el
D_g A& Add Application... lis i
b ez Add Virtual Directory.. ﬂ& zza @
b E -
E g P‘ Edit Bindings... |Authentic... Authorizat.. Compress
v Rules
D--@ R Manage Website 3
bR Management
Eg R %3 Refresh
X Remove
Configurat...
Rename Editor
El Switch te Content View

4. Select https, and then click Edit.

Type  Host Name Port  IP Address Binding Informa...
http 20 *

1l

Close
5. Select the issued domain certificate in the SSL certificate list, and _
then click OK.

Type: 1P address: Port:
|http5 v| |AH Unassigned v‘ ‘M% |
Host name:

O Require Server Mame Indication

550 certificate:

BeyondTrust Web v select. | [ Wew.. |
Not selected
HOMEMSO1

g
i

EEyEEﬂ:\ sClient ‘| | |
eEyeEmsServer
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Update SSL Certificate in BeyondInsight Configuration Tool

The next step is to change the domain issued certificate in the BeyondInsight Configuration tool.

1. Open theBeyondInsight Configuration tool. The default path is: b Beyondinsight Configuration L
C:\Program Files (x86)\eEye Digital Security\Retina BeyondInsight
CS\REMEMConfig.exe. 4 SMTP Settings =] Test Commectien
SMTP Server Address S ———— — Create Database
Scroll to Web Service. TP S e 2 Uoczate Dattass
SMTP Server Password reﬁ::g:l U;ense -
From the SSL Certificate menu, select the Domain Issued LS o o - i,
g SSO Vitual Director Eye RetinaCSSSO isable Debug Logging
certificate. Pt i/ 20/ Eye RetinaCSSO Qe
. 4 Web Service Start Services
4. Click Apply. ﬁyss:‘m ] | SmeBenchmaks
4 Web Site Information Wy: eEyeEmsClent Disable Licht Wiiebacks
Web Site My: WIN-OPKA4L3CNED Generate Ceficate msi
Host :‘ﬂ{“= My: eEyeEmsServer Generate Certficate Zip
X;‘::s:fﬁw My: Matware nfo Web Admin Chert j| oot Cerficales
Legacy Vitual Directory SEye RelinaCs Sever 5| Gent
Legacy Access URL hitps-//rn-uvm20b/eEye RetinaCS._Serve Client Authentication: Enabled
Session Timeout 10 ManagementConsole:Enabled
HTTP Timeout 360 ~ 1 Event Service: Enabled
S55L Certificate Password Safe Ul Enabled
Option select an SSL certificate to utilize for the web service. Configure HSM Credentials

Log In to BeyondInsight and Password Safe Using a Smart Card

With the correct certificates now applied, you can now open the
BeyondInsight Console or go to https://<servername>/RetinaCSSC,
where you are prompted to select your certificate and enter your pin. You Smart Card

are logged in using a secure encrypted connection. Please enter your authentication PIN.

Windows Security X

PIN

Click here for more information

ok | Cancel

Configure Two-Factor Authentication Settings for User Accounts

Two-factor authentication can be configured for Local, Active Directory, and LDAP user accounts as follows:

Navigate to Configuration > Role Based Access > User Management.
Click the vertical ellipsis for the user account, and then select Edit User Details.
On the Edit User page, select RADIUS from the Two Factor Authentication list.

From the Map Two Factor User list, select one of the options listed. The user type selected maps to a user on the RADIUS
server. The options displayed in the list change depending on the user logging in.

W N A
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+ Local Beyondinsight Users options:

o

o

As Logged in: Use the BeyondInsight user account login.
Manually Specified: Enter the username the user enters when logging in.

o Active Directory and LDAP Users options:

o

o

o

SAM Account Name: This is the default value.
Manually Specified: This is the username the user enters when logging in.

Alternate Directory Attribute: This is the Active Directory or LDAP attribute that you set above when configuring
the RADIUS server.

Distinguished Name: This is a combination of common name and domain component.

User Principal Name: This is a combination of user account name (prefix) and DNS domain name (suffix), joined
using the @ symbol.

Note: The information for Active Directory and LDAP user
settings is retrieved from the corresponding setting in the
directory for the user account logging in.

4. Click Update User.
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Configure a Claims-Aware Website in Beyondinsight

You can configure a claims-aware website to bypass the current BeyondInsight login page and authenticate against any configured
Federated Service that uses SAML to issue claims.

The claims-aware website is configured to redirect to a defined Federation Service through the web.config. Upon receiving the required
set of claims, the user is redirected to the existing BeyondInsight website. At that point, it is determined if the user has the appropriate
group membership to log in, given the claims associated with them.

If users attempting to access BeyondInsight have group claims matching a group defined in Beyondinsight, and the group has the Full
Control permission to the Management Console Access feature, the user bypasses the BeyondInsight login screen. If the user is new
to Beyondlnsight, they are created in the system using the same claims information. The user is also added to all groups they are not
already a member of that match in BeyondInsight, and as defined in the group claim information.

If the user is not a member of at least one group defined in Beyondinsight or that group does not have the Full Control permission to the
Management Console Access feature, they are redirected to the BeyondInsight login page.

Create a Beyondinsight Group

Create a BeyondInsight group and ensure the group is assigned the Full Control permission to the Management Console Access
feature.

Add Relying Party Trust

After BeyondInsight is installed, metadata is created for the claims-aware website. Use the metadata to configure the relying party trust on
the Federation Services instance.

The metadata is located in the following directory:
<Install path>\eEye Digital Security\Retina CS\WebSiteClaimsAware\FederationMetadata\2007-06\
When selecting a Data Source in the Add Relying Party Trust Wizard,

select the FederationMetadata.xml generated during the install. oo e oma
Steps Selact obtan d: this relying party.
@ Welcome fe) &=
@ Select Data Source. :T_ N
@ Configure Mutifactor its federation metadata onine or on a local network.
Authentication Now?
Federation metadata address (host name or URL):
@ Choose Issuance
Auhonzation Rules
@ Readyto Add Trust Bxample: fs.contoso com or hitps.//www contoso com/app
@ Fsh © Import data about the relying pary from a file
Use this th
i metadata to a fle. from . This wizard wil not
valdate the source of the fie.
location:
O Enter data about the relying party manually
Use ths put thy
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Set Up Claim Rules

Edit Rule - BlLogonGroupMembership1 <
/7( Note: Claims rules can be defined in a number of different ways. _ £ » L m?jp o a v

The example provided is simply one way of pushing claims to e T o pam s s
Beyondinsight. As long as the claims rules are configured to Claim e name:
include at least one claim of outgoing type Group (with Group [BlLogonGroupMembershp |
claim matching exactly what is in BeyondInsight) and a single e S e
outgoing claim of type Name, then Beyondinsight has enough SRS
, , . ; [ADFS\BILogonGroup | [ prowse.. |
information to potentially grant access to the site to the user.

Qutgoing claim type:

IGmup vl

Unspecffied

Outgoing claim value:

AD FS Users|

Supported Federation Service Claim Types

Outgoing Claim Type ?;;ﬂoing Claim I\Dn:t;;zing to Beyondinsight User
http://schemas.xmlsoap.org/claims/Group Required Group membership
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name Required User name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname Optional Surname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname Optional First name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress Optional Email address

Claims-Aware SAML

The following procedure demonstrates how to set up a claims-aware website using the Windows Identity Foundation (WIF) SDK.

Start the Windows Identity Foundation Federation Utility.

2. Onthe Welcome page, browse to and select the web.config file for Beyondinsight Claims Aware site. The application URI
automatically populates.

3. Click Next.

4. SelectUsing an existing STS.

5. Enter Root URL of Claims Issuer or STS. (= Use an exising STS

: ) . The selected application's corfiguration willbe modfied to trust and acoept the claims issued by an existing
6. Select Test location. FederationMetadata.xml is downloaded. G R S e R G T
. STS WS-Federation metadata document location
7. Click Next. i
Jrttos://adfsaccount adatum com Browse... Test location...

8. Selecta STS signing certificate option, and then click Next. (Bxarmple: itps //fabricam 200706

9. Select an encryption option, and then click Next.
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10. Select the appropriate claims, and then click Next.
11. Review the settings on the Summary page, and then click Finish.

Disable Forms Login
In environments where SAML, smart card, or claims-aware is configured, we recommend enabling the Disable Forms Login
authentication option to disallow users from using the standard login form in BeyondInsight.
To disable forms login for existing users, enable this option directly on a user account as follows:
1. Click the vertical ellipsis for the user account, and then click Edit User Details.

2. Under Authentication Options, toggle Disable Forms Login to
enable the option. Edit User >

Note: Please contact support for assistance if you need to bulk-
apply this setting to existing accounts.

Mobile Phone

User Status

tieaFinm Pt
Activation Date ﬁ

Expiration Date =

o User Active (yes)
° Account Locked (no)

@  Account Quarantined (ne)
Authentication Options @

° Override Smart Card User Principal Name (no)

' ' Disable Forms Login (yes)

[A——— 1

Two Factor Authentication

None -

UPDATE USER DISCARD
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To configure login forms to automatically be disabled for newly created users:

1. Navigate to Configuration > Authentication Management >
Authentication Options.

2. Under Forms Login Options, enable one or both options as
applicable:

« Disable Forms Login for new directory accounts
« Disable Forms Login for new local accounts
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o Disable Forms Login for new local accounts
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Set Up SAML With a Generic Security Provider

The following steps show how to set up BeyondlInsight with a generic security provider.

Configure SAML in the Beyondinsight Console

To configure SAML in the BeyondInsight console, take follow the steps:

1. Navigate to Configuration > Authentication Management > SAML Configuration.
2. From the SAML Identity Providers pane, click Create New SAML

SAML IDENTITY PROVIDERS Create New SAML Identity Provider
Identity Provider.
Q Search SAML identity Providers New SAML Identity Provider °
3. Provide a name for the new SAML identity provider (IdP). e oy e @ (2T PrOvder Setings
Default Identity Provider @
4. Complete the Identity Provider Settings as follows: e A sy e prov ce
New SAML Identity Provider o B _—
- - . . ittps:\\provider.url.com °
« Check the Default Identity Provider option if you have e
more than one IdP for the same service provider (SP), and @ reiecs O HrrprOsT
would like this IdP to be used as default for SP initiated ©)) ot sie Log o asabiee
logins. This is useful in the case where a user accesses the SngeLogou ervce UL
SAML site access URL without providing an IdP. Also, when R
. . . . HTTP Redirect (O HTTP POST
a user clicks the Use SAML Authentication link from the
BeyondInsight login page, they are redirected to the default 01 sttt ] o g e S
|dP's Site for- authentication_ O sign Logout Request (O override Pending Authentication Request
(O sign Logout Response (O pisable Audience Restriction Check
« Identifier: Enter the name of the identity provider entry, O3 Want sawL Response signed [ Disable In Response To Check
” |. d b th .d O want Assertion Signed O pisable inbound Logout
norma y Supp e y e prOVI er. O want Assertion Encrypted O pisable outbound Logout
« Single Sign-on Service URL: Provide the SSO URL, from 3:2"::2“‘"“""""S'S"“‘
the provider. o .
« SSO URL Protocol Binding: Select either HTTP Redirect o
or HTTP Post as the type. 0001010170000
. . Valid to 0001-01-01T00:00:00
 Single Logout Service URL: Enter the SLO URL, from the S
provider.
- . . 1
« SLO URL Protocol Binding: Select either HTTP Redirect =
or HTTP Post as the type.
« Encryption and Signing Configuration: Check applicable
boxes to enable options, as required by your service
1 None -0
prOVIder' Service Provider Settings
« Signature Method: Select the method, as is required by ol ——
your IdP, from the dropdown. oo 20160ty ReinaCSSAMUISANUASserione ason
« Current Identity Provider Certificate: Upload the identity ooz erce
provider certificate.
« User Mapping: Select the type of user account from the dropdown. This indicates how user claims from the SAML
provider are mapped in the BeyondInsight User database.
o None: This is the legacy type of mapping, which is not based on type of user.
o Local: Select this option for local user account claims. BeyondInsight maps the user and group name.
o Azure Active Directory: Select this option for Azure Active Directory user account claims. When selected,
BeyondInsight maps the ObjectID attribute to the AppUser and UserGroup attributes for the user.
SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 55
©2003-2023 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC:5/31/2023

depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



BEYONDINSIGHT AND PASSWORD SAFE 23.1

I BeyondTrUSt AUTHENTICATION GUIDE

o Active Directory: Select this option for Active Directory user account claims. If the claims are configured to pass
the SID of the user and group, BeyondInsight maps the SID for the user and group, which is preferred over
mapping domain name and group name attributes.

5. Click Save SAML Identity Provider.

6. The following Service Provider Settings are auto-generated by BeyondInsight:

o Entity ID: This is the fully qualified domain name, followed by the file name: https://<serverURL>/eEye.RetinaCSSAML/.
This is used for audience restriction.

« Assertion Consumer Service URL: The HTTPS endpoint on the service provider where the identity provider redirects to
with its authentication response. .

7. Click Save SAML Configuration.

Once the SAML configuration is saved, a public service provider certificate is available to download. It can be uploaded to the IdP, if
required.

Configure Identity Provider (IdP)

Below are some of the values an IdP may need:

« Audience Restriction: https://<FQDN>/eEye.RetinaCSSAML/

o SSO Service URL: https://[<FQDN>/eEye.RetinaCSSAML/SAML/AssertionConsumerService.aspx
o SLO Service URL: https://[<FQDN>/eEye.RetinaCSSAML/SAML/SLOService.aspx

« Service Provider Certificate: Generated when SAML configuration is saved.

Your IdP must provide the following attributes in the assertion:

¢« None:

o Group: (Required) This must match the group created in BeyondInsight or imported from Active Directory / LDAP. If an
Active Directory group is used, it must match the Bl format of Domain\GroupName.

o Name: (Required) UPN, domain\username, username or EmailAddress formats are acceptable.
o EmailAddress: (Optional).

o Surname: (Optional).

o GivenName: (Optional).

o Group: (Required) This is the BeyondInsight groups the user must belong to and must be sent as the GroupName for each
group.
o Name: (Required) This is sent as the BeyondInsight username.
o EmailAddress: (Optional).
o Surname: (Optional).
o GivenName: (Optional).
o Active Directory:

o Securityldentifier: (Required) The user's SID.
o Group: (Required) This is the BeyondInsight groups the user must belong to and must sent as the SID for each group.
o Name: (Required) This is sent as UPN.
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o EmailAddress: (Optional).
o Surname: (Optional).
o GivenName: (Optional).

o Azure Active Directory:

o ObjectlD: (Required) The user's ObjectID. Azure includes this with the assertion by default.

o Group: (Required) This is the BeyondInsight groups the user must belong to and must be sent as the ObjectID for each
group.

o Name: (Required) This is sent as UPN.

o EmailAddress: (Optional).

o Surname: (Optional).

o GivenName: (Optional).

f Note: Assertion requirements change based on the SAML mapping you choose when configuring SAML.
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Multiple Identity Providers

If you have added multiple IdPs to your SAML configuration, users can log in to BeyondInsight / Password Safe using the following two
methods:
« |dP initiated login: the user logs in to the IdP first and launches Beyondinsight / Password Safe from there.

« SPinitated login: the user accesses the SP initiated URL to log in. During SP initiated logins the user is able to specify which IdP
they want to log in with; otherwise Beyondinsight / Password Safe uses the default IdP.

o Default SAML Slte Access URL: https://<BeyondinsightURL>/eEye.RetinaCSSAML/login.aspx

o Specific SAML Site Access URL: https://<BeyondinsightURL>/eEye.RetinaCSSAML/login.aspx?partnerldP=<IdP
EntitylD>

For more information on configuring an Azure Active Directory SAML Provider, please see "Configure Azure Active Directory
SAML with BeyondInsight SAML" on page 61.

Configure SAML Using the saml.config File

In the case where you have multiple service providers, you can configure SAML manually as outlined below.

Copy Certificates from IdP

1. Copy the idp.cer file you received from the IdP to the following folder on the UVM: C:\Program Files (x86)\eEye Digital
Security\Retina CS\WebSiteSAML\Certificates.

Generate or Obtain a Private Service Provider Certificate (sp.pfx file)

Generate your own Self Signed Certificate as follows:

1. Use PowerShell to generate a new certificate:

New-SelfSignedCertificate -Subject "BI SAML SP" -CertStoreLocation cert:\LocalMachine\My -
Provider "Microsoft Enhanced RSA and AES Cryptographic Provider" -HashAlgorithm SHA256 -
KeyLength 2048 -NotAfter 1/1/2050

x Note: This command requires PowerShell 5.0 or later (Windows 10 or Server 2016).

2. Make note of the Thumbprint for later use, for example: 7120E0BD353429D18F9829096AB3BC9A80AF33B8.
3. Export the public key for your certificate:

Export-Certificate -Cert cert:\LocalMachine\My\7120E0BD353429D18F9829096AB3BCI9A80AF33B8 -
FilePath c:\certs\sp.der

4. Convert the certificate to base 64:
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Certutil.exe -encode c:\certs\sp.der c:\certs\sp.cer

Use a certificate obtained from a Certificate Authority as follows:
Your Certificate must have the following capabilities:
« Enhanced Key Usage: Client Authentication, Server Authentication
« Key Usage: Digital Signature, Key Encipherment
Add the certificate to the Local Machine, Personal Store and add any Intermediate or Root certs to the proper stores if needed.
If you want to use the service provider cert from the Certificate Store you must grant permissions to IIS to READ the Private Key:
Open MMC.
Add the Certificate Snapln for Local Machine.
Explore to Personal/Certificates.
Right -click on your Certificate that was setup for the service provider.

Select All Tasks > Manage Private Keys.
Add the IIS user: lIS_IUSRS.

o g ks wbh==

Modify saml.config File

The file is located here: C:\Program Files (x86)\eEye Digital Security\Retina CS\WebSiteSAML.

Update the Service Provider section as follows:
« Name: Should be fully qualified domain followed by eEye.ReintaCSSAML. This is used for the Audience Restriction.
« Description: Add a description.

« AssertionComsumerServiceUrl: This shouldn't need to be modified.
« If you save the certificate for the SP to the certificate folder use these options:

o LocalCertificateFile: Path to the certificate
o LocalCertificatePassword: Password for the PFX file

« If youwant to use the certificate from the cert store remove LocalCertificateFile and LocalCertificatePassword and add:

o LocalCertificateThumbprint: Thumbprint of the certificate

You can remove all but your one IdP entry.

The following IdP fields must be updated to your environment settings:
+ Name: The name of the Provider entry, normally provided by the Provider
« SingleSignOnServiceUrl: URL for SSO from IdP

« SingleLogoutServiceUrl: URL for SLO from IdP
o PartnerCertificateFile: Location to the public cert for the IdP

The other settings are set to what your Provider requires.

Below are some common configurations for some of the common IdPs:
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example saml.config (this is configured for OKTA using a self signed service
provider certificate)

<?xml version="1.0" encoding="utf-8"?>
<SAMLConfiguration xmlns="urn:componentspace:SAML:2.0:configuration">
<ServiceProvider
Name=https://pws.mydomain.com/eEye.RetinaCSSAML/
Description="Example Service Provider"
AssertionConsumerServiceUrl="~/SAML/AssertionConsumerService.aspx">
<LocalCertificates>
<Certificate
Thumbprint="05552BAF3B8BC9675C94EDB885D4B821F3DC15DE" />
</LocalCertificates>
</ServiceProvider>
<PartnerIdentityProviders>
<PartnerIdentityProvider
Name=http://www.okta.com/exkldg5hgqz3LbpBIj5d7
Description="ADFS"
SignAuthnRequest="false"
SignLogoutRequest="false"
WantSAMLResponseSigned="false"
WantAssertionSigned="false"
WantAssertionEncrypted="false"
WantLogoutResponseSigned="false"
SingleSignOnServiceBinding="urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-POST"
SingleSignOnServiceUrl=https://dev-25872691.0okta.com/app/dev-25872691 bi2l2
1/exk1ldg5hgz3LbpBIj5d7/sso/saml
SingleLogoutServiceBinding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
SingleLogoutServiceUrl=https://dev-25872691.0okta.com/app/dev-25872691 bi2l2
1/exkldgbhgz3LbpBIj5d7/slo/saml>
<PartnerCertificates>
<Certificate
FileName="Certificates\okta.cer" />
</PartnerCertificates>
</PartnerIdentityProvider>
</PartnerIdentityProviders>
</SAMLConfiguration>

Update Host Name and SAML access URL

Note: The below steps are applicable for on-premises installations only. Access URLs can also be set from the configuration
area in the BeyondInsight console for both PS Cloud and on-premises installations by navigating to Configuration >
Authentication Management > Single sign on site access urls.

Open the BeyondInsight Configuration Tool.
Scroll Down to SAML Access URL.

Update it to the fully qualified domain, followed by the file name:

https://<FQDN>/eEye.RetinaCSSAML/
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4. Scroll down to the Host Name field under the Web Site Information section.
5. Update it to the fully qualified domain, for example, bidev.shines.test.cloud.
6. Click Apply.

Note: The host name is the fully qualified domain name used to access BI/PS. If this is a load-balanced instance, the host
name is the same on all servers.

Configure Azure Active Directory SAML with Beyondinsight SAML

You can integrate Azure Active Directory (Azure AD) SAML with BeyondInsight SAML so that when Beyondinsight receives claims from
Azure AD, it can enumerate groups for the user directly from Azure AD using the Group ID value in the claim. This allows an Azure AD
user to log in to BeyondInsight using SAML authentication when the user account does not yet exist in the BeyondInsight User database.

BeyondInsight adds the user to its database automatically upon successful Azure AD group enumeration and authentication into
BeyondInsight.

To configure the integration between Azure AD SAML and BeyondInsight SAML, log in to your Azure AD tenant and follow the instructions
below to add a new enterprise application to host the SAML configuration for BeyondInsight:

1. In Azure, navigate to Enterprise Applications, and then click +
New Application. i Eree s | Al ppications

E
[ lefalelelelo] M

Click + Create your own application.
Provide a name.

Select the Integrate any other application you don’t find in the
gallery (Non-gallery) option.

5. Click Create.

: il Eadll ; e
| B @ == -

6. Inthe Beyondinsight console, create a new SAML identity provider. To complete the SAML IdP config in Beyondinsight, use the
following information from the enterprise application you just created:
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o In Azure, go to the SAML-based Sign-on configuration
page for the application.

Home > BeyondTrust QA  Enterprise applications > 1

I | SAML-based Sign-on -
s—

Enterprise g

o Inthe Set up <application name> section, copy the Login © T upessmancaate ) cor segesimannase 1S T spicon | 9 coresbacn

B overvien AN SSO mplemEntation Based on G4Taticn Brotocols IMPFOVES SEcurty, (kabity, 3nd 60 USE BXPENENGES Ind 1S EASIT 10 IMBIEMENt
hat do not

URL and the Azure AD Identifier and save them. [ — oS : =

Read the confguraton guice  for help ntegeating rebent.

Manage

o Paste them into the Identifier, Single Sign-on Service [T 0 | csncouan 7 2
URL, and Single Logout Service URL fields in the i el SO = ot A

8. Roles and administrators (Preview) ConsumerServiceaspx
BeyondInsight SAML IdP configuration. LA e sy e
D singlesign-on Logout el Opsonl
B application proxy (2] User Attributes & Claims Pow
© seffservice givenname usergivenname
& Conditional Access

@ Token encryption
© | it Siging Certcae

Activity 7 e
st actve
D signinlogs
D signinog: Thumbprint
i Usage sinsighs expintion 105812028, 21728 9
Notfication Email
& suditiogs App Feseration Wetadita Ul [ heps.iogin microsoftonine come3oen-scac-4 )
& provisioninglogs Centificate (Bases4) Dowload
Certfcate (Rav) Downloac
5= accessreviews Federation Metadsta XML Donnload
9 ..

Voul need to eonfigure the spplication to lik with Azure AD.

Legin URL [ htes/ogin microsoftonline com/e30fefif-d2c-4- © |

Azure AD Identifier hittpsi//sts.windows.net/e30f8f1F-9d2¢-4745-8694-.. D

View step-by-step instructions

©  iicgesgnonuin

Test it werking. to Users and o

7. In Azure, open the Properties for the newly created enterprise
application.

8. From the Getting Started section, click Set up single sign-on.
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9. Inthe Basic SAML Configuration section, provide the Identifier
(Entity ID) and Reply URL (Assertion Consumer Service URL)
obtained from the SAML IdP you just created in BeyondInsight.

10. Inthe User Attributes & Claims section, click Edit to add the
group claim.

ips/login microsoftonine com/e30fei-962c-4-

ips/jss windows nel/e30B1192c-4745-8084-.. &

[ =]

11. Click + Add a group claim.
12. Inthe Group Claims section:
o Select which groups associated with the user to return in the

claim: either Groups assigned to the application or
Security Groups.

o Select Group ID from the Source attribute.

For more information on configuring a SAML IdP in BeyondInsight, please see "Configure SAML in the BeyondInsight
Console" on page 55.

Disable Forms Login

In environments where SAML, smart card, or claims-aware is configured, we recommend enabling the Disable Forms Login
authentication option to disallow users from using the standard login form in BeyondInsight.

To disable forms login for existing users, enable this option directly on a user account as follows:

1. Click the vertical ellipsis for the user account, and then click Edit User Details.
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2. Under Authentication Options, toggle Disable Forms Login to
enable the option. Edit User )

f Note: Please contact support for assistance if you need to bulk-
apply this setting to existing accounts. Home Phone

User Status

Activation Date &

Expiration Date [

@ UserActive (yes)
° Account Locked (no)

@  Account Quarantined (no)

Authentication Options @

° Override Smart Card User Principal Name (no)

: ° Disable Forms Login (yes)

Two Factor Authentication

None hd

UPDATE USER DISCARD

To configure login forms to automatically be disabled for newly created users:
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1. Navigate to Configuration > Authentication Management >
Authentication Options. FORMS LOGIN OPTIONS

2. Under Forms Login Options, enable one or both options as
Disable Forms Login should only be used in environments where

applicable:
SAML, Smart Card or Claims-aware is configured. Turning this
« Disable Forms Login for new directory accounts opticn on will disallow users from using the standard login form

. . in Beyondinsight
« Disable Forms Login for new local accounts = z

o Disable Forms Login for new directory accounts

o Disable Forms Login for new local accounts

65
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Configure ADFS with Password Safe Using SAML

Configure ADFS on the Identity Provider Server

1. Open the ADFS management console.
2. Expand Trust Relationships.
xpand _ P l@ Fle Action View Window Help
3. Right-click Relying Party Trusts. P I > |—| ﬂ I_
4. Select Add Relying Party Trust. * tllcol o8
] ADFS 2.0 E
® [ Service
= [ Trust Relationships
7 Claims Provider Trusts
Click Start. -
. «%|7c | @lm
Select Enter data about the relying party manually, and then TR
click Next. T
- et
e e ————
@ Chooes Profie Faderation meiadsts address hest name of URL)
# Lortgum Cofcsin I
» Corfgue R Exmrgie fa contons com or hips /. fwerm Canioes com
- i~
.akm E:‘:&r.—n-:mm-mnn--_nzm Thes wizard vl
o Foady e A Tam I
@ Frah
[ frowse
= Enter data sbout he rebyg party manualy
cPwion |[tets | cwed | b |
7. Enter a Display name, and then click Next. A Relying Party et HERCE =
Spacity Display Name
S Tral rep——
@ Welcome o
@ Select Dinla Source bl
S [ET Senvcn Provder
@ Chosse Prolie Mokes:
# Corfiurs Corficate |
o Corfigurs URL
@ Configure Kenifiers
# Choose lsuance
Autbonzstion Fubes - |
& Raady 1o A3d Taat
& P
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8. Leave AD FS 2.0 profile selected, and then click Next. ]

Sepe T the pelying gty Choose the aopmpnste
@ Welcome ‘configuration profile fior this nehang party tust.
@ Select Data Source % ADFS 20 profle.
::::K g e e S s e SAML 3 O St
@ Configure Conficate " ADFS 1.0and 1.1 profile
@ Configurs URL Thisa profi th vth AD F5 1.00nd 1.1,
@ Configure Ideniifiers
@ Choose lssuance

Authoszation Rules
@ Ready to Add Trust
@ Finish

|
9. Click Browse on the Configure Certificate screen to import the % s Party Trust Wazard T
service provider (SP) public certificate. Configurs Certificata
10. Navigate to the location of the SP certificat o o s e ot
. Navigate to the location of the SP certificate. S Sl ot st o oy T ety e bt ey o
& Select -] -
11. Select the certificate, click Open, and then click Next. ® Spocty Depiay Name e

& Chooee Profle ws ke
& Configure Conficate. Expiaton dals:
:c uw.‘ L | |
@ Choose lssuance

Aughonrston Fules
@ Rmady to Add Toust
@ Firsh

cPoves | bet> | Cwesl | heo
12. Select Enable support for the SAML 2.0 WebSSO protocol. 3 ety Trust Wizard
. . Configure UIRL
13. Enter the Relying party SAML 2.0 SSO service URL, and then
lick Next o e et e
click Next. e WL o gtk o W1k el i enindfs b S
it | Enlnpt s o P
@ Chocse Profie WS-Faei s Padines potonsl . et
@ Corfigue Cotiicate X y g Pz
@ Corbguee URL I
@ Corfigues denifies: Eamgie: bmpe /1 contses comadu e/
@ Chemelbisumes
A hodeilion Pk ' Ensble suppiet bir tha SAML 200550 pestoccl
Lt T
: 73‘“0‘ s :r&tﬁpmmmmmmmmmm
Fleking paty SAML 20550 service LAL:
[FEn et Chacwnd M55 ol e Mot SAMLPEAML i spaetioniCono. e rvicn aigo:
Exnammge: e femmves. continn com s
cPess [ Wets | cacd | ma |
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14. Enter the Relying party trust identifier, click Add, and then click
Next- Configure ldentifiers
it ; b wcie ienilier siinge. Spacly
@ Wekoms 1eng pary inat
@ Select Data Source Riskang party bt icentier.
@ Spaciy Duplay Name |Hw)f<:§mFDDN}>MmeﬁWU Add
@ Chagse Piofis Eisrghe: Bps. /15 contess Com o/ saivast LARist
@ Configure Certhicate Flishireg party bk icherdifers:
@ Confgure URL l]
@ Configure |dertifiess

@ Choose lsmusnce
Aughorization Rule

@ Ready o Add Tnat
@ Finish

15. Select the preferred method of access, and then click Next. The
default is Permit all users.

Choose Issuance Authorization Aules

Sieps "
aumer party.
s iy 4 ot chvin . L opemerid . "
s

@ Salect Dats Source

® Spacily Dinglay Hame L Putkdmnn_umﬁn\i\'lm

L e b A *a The
@ Corfipee Contiets
Dy ol utes sccass o this inkang paty

@ Configue UAL - - et vl darg Al i ook

] Mo st
@ Conlgure Iderifer: Laber o o, i
@ Cheson Eenuancn

Auhcezsion Pkt ) oot
ek pary

@ FinadyisAdd Tt il s chckng E i Clam Fuben n the Ackons pane.
® Fiith

<Povous |[Hets | cacel | men |

16. Click Next, and then click Close. [ i Porty Tt g &

Feady to Add Trusk

Steps. The teiging pare bt has Fionesh ks it b
@ o o) ey Bt s B AL F5. G ation datiabane.

@ Salent Dl Soupne

Martcring | metfiees | Erearption | Sigroie | Accapeed Claiss | Oogaricetion | Encores | N1

@ Spciy Digiay Nae

@ Chooss Pt Spemnily e mertionng sefings b thes ssleng party sl
& Corfigus Coticete Pasharg asty's Asdeataon matsdats UPL
@ Corfgurs UPL |

& Corfigure benifury
[l 7T T
@ Choses | suaree

Butbair: s Fruier I™ sersmateshs unds e rekivy) paty
LBy T i oy paey's bt sty ot al chch o o
@ Firan « e
Trit g pary
o oirend »

chrm-'uunltm Help
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17. Click Add Rule.

18. Select the Send Group Membership as a Claim rule template,

Select Fule Tomplate

: St el tha tamplp For el o The desoiion
and then click Next. @ Choosa ol Tiea Provado dikal ebout oach Gl tonpisie
@ Corfigu Clam Fude (Dl e enplste:
[5end g ententossatom [
Clawrs e bewvphate detcrphon.
P S e s o e D oy
SR, i ot s B Do et ecsbyesnes 1he e wepie kit
o wnenc For wners of He locl icies Diracion Doman.
Telmes more sbiout thes e bamplsie

19. Enter a name for the claim rule.

20. Selectthe User's group. Confiaure e
i . S il by o clan baced on a used's Actovn Diveciory sbershio, Specty
21. Select the Outgoing claim type. E— ;’:‘:::“"'"""'"’“*“m““'“"““
22. Select the Outgoing claim value. o
Fiude bempiater Serd (isoup Merdethp o3  Clarm
. .. User's oo
23. Click Finish. et —
Ouigong clan fpps
[ty Eom Ty =

Note: The outgoing Group claim must match exactly what is in P —
Beyondinsight. [[reecied =
Duigeng claen vabar

[Bdaturm comhTreyClamtepiserd

24. Click Add Rule. " ekl Transiorm Clam Ruke Waard
25. Selectthe Send LDAP Attributes as Claims rule template, and

Select Rule Template

. Stops Seket - — s tha fokowing et The desciplion
then click Next. & Ohwose e Type oo et alsabout o3ch clom e Ll
@ Conlguee Clar Fule Claim e tevmplater.
T - |
—— .
Usingthe a0 Clons e gl . anibue
ahoin such a2 Ackve Dischony 10 siwd a2 clams 10 the nshng party. Multiie altibates iy be 2ont ¢
frudtple claerc hom 8 3r g ot Fox ecarmpi. : el
tebapihorat
claims. This nds X
claim bavess ol sl
ol me meeo sbout ths wio temple,
v |[Netr ]| caee | hew |
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Configure Rule

Enter a Claim rule name.
Select the Attribute store.
5 i % Gelect an o
@ Choase e Type wihich bo extiact LOWF frbutes. will ma o the: outgoing clar o be:

Select User-Principal-Name for the LDAP Attribute. v b he ke

@ Conlagre Claes Fiuke N
Select Name as the Outgoing Claim Type. =
[Fiules temmplate: Send LDAP Arbutes as Clams
ihttribute oo
[ctive Devctory |

Mapoing of LDWP afibutes 1o outgong claim bpes:

Stepa

e | e |

Add the Name ID outgoing claim, which maps to LDAP Attribute User-Principal-Name or SAM-Account-Name.
Click Finish.
On the Relying Party Trusts page, right-click BT Service Provider, and then select Properties.
Select the Signature tab. E
[ mebogpanty trises |
Click Add, and then enter the service provider public certificate. [Toiglghome [ Frobed [idemser ]
acliyweh i esach el T L T
BT Serice Pocrdes Veu Ihitps./Fadfiwehy heyoeiaarch relieEy. .

BT Service Provider Properiies

| Accepted Clams | Oiganzaion | Endgonts | Motes | Advanced
Montwng | Idendienn | Encopion Signatuae

Specify the signahse venfic.stion certific.stes fos requasts bom his rsbang
ety

!
El CHewwwrsp... CNewmswipoom 11/2220342. 1235

Mltml::-::‘:lml

Configure SAML on the Service Provider Server (U-Series Appliance)

To configure SAML, go to the Dashboard or Menu and click Configuration. Under Authentication Management, click SAML
Configuration.
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Identity Provider Settings

1. Identifier: The name of the identity provider (IdP) entry, normally
supplied by the provider.

Single Sign-on Service URL: The SSO URL, from the provider.
Select SSO URL Protocol Binding type, Redirect or Post.
Single Logout Service URL: The SLO URL, from the provider.
Select SLO URL Protocol Binding type, Redirect or Post.

ok wN

Encryption and Signing Configuration

6. Depending on IdP configuration, check any of the first 3 settings,
Sign Authentication Request, Sign Logout Request, and Sign
Logout Response.

7. Check the appropriate service provider (SP) settings.

8. Check any required miscellaneous settings.

BeyondInsight
IEI BeyondTrust

SAML Configuration

Identity Provider Settings

Configuration

* Auchendcston Mansgemen: * SAML Configuracion

550 URL Pratacol Binding

(@ HTTERedirect  (C) HTTR POST

5L0 URL Protocol Binding

(@ HTTP Redirect () HTTP POST

Encryatian and Sigring Configurazion

[[] sign Authenticstion Reguest
D Sign Logout Request

|:| Sign Logout Response

[ Want SAML Response Signed
Want Assertion Signed
(] Want As=ertion Encrypted

[ Want Logous Response Signed

|:| Want Logout Reguest Signed

D Owerride Pending Authentcation Regquest
[[] Dizzble Augiznce Restriction Check

[ Disable In Response To Check

D Dizable Inbound Logout

[ Disable Quthound Logout

Encryption and Signing Configuration

[ sign Authentication Request
D Sign Logout Requeast

|:| Sign Logout Response

D Want Logout Request Signed

[ Want SAML Response Signed
Viant Azsertion Signed
[ Want Assertion Encrypted

[ Want Logout Rezponse Signed

SHA-256

D COverride Pending Authentcation Request
[[] Dissble Audience Restriction Check

[ Disable In Response To Check

[ Dizable Inbound Logout

[ Disable Quthound Logout

Encryption and Signing Configuration

D Sign Authentication Request
[J sign Logout Request

D Sign Logout Response

D Want SAML Rezponze Signed
Want Assertion Signed

D Want Assertion Encrypred

[ want Logout Response Signed

SHA-258

D Want Logout Request Signed

|:| Cwverride Pending Authentcation Requeast
[ Disable Audience Restriction Check

D Dizzble In Rezponze To Check

[ Disable Inbound Logout

D Dizable Quthound Logout
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9. Select the Signature Method, from the dropdown list of methods.

Encrygtian and Slgning Configuration
The correct methOd iS as reqUired by yOUr IdP D Sign Authentication Request D Want Logout Request Signed

|:| Sign Logout Requeast |:| Cwverride Pending Authentcation Requeast

D Sign Logout Response D Dizable Audience Restriction Checx

D Want SAML Rezponze Signed D Dizzble In Rezponze To Check

Want Assertion Signed [ Disable Inbound Logout

D Want Assertion Encrypred D Dizable Quthound Logout

[ want Logout Response Signed

EHA.258 -

10. Upload the identity provider certificate. Cumrent ety Provider Gertticols
Subjest
[,
Walid from 0001-01-01T00-00:00
Walid Lo 00071-01-01T00-00:00

Upload Certificate

Drop File to upload
(or click]

Service Provider (SP) Settings

11. Entity ID: The fully qualified domain, followed by the file name: Service Provider Secings

https://<serverURL>/eEye.RetinaCSSAML/

12. Click SAVE SAML CONFIGURATION.

13.  Once the SAML configuration is saved, a public SP certificate is Service Provider Settings
available to download and upload to the IdP, if required. -

https://adfsweb treyresearch.net/eEye RetinaCS5AMLS

on Cansumer Service WAL

adfzweb.treyressarch.nev/eEye Retinal33AMLSAML AszertionConsumerService.aspx

.‘. Download Cert

Disable Forms Login

In environments where SAML, smart card, or claims-aware is configured, we recommend enabling the Disable Forms Login
authentication option to disallow users from using the standard login form in BeyondInsight.

To disable forms login for existing users, enable this option directly on a user account as follows:

1. Click the vertical ellipsis for the user account, and then click Edit User Details.
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2. Under Authentication Options, toggle Disable Forms Login to
enable the option. Edit User )

f Note: Please contact support for assistance if you need to bulk-
apply this setting to existing accounts. Home Phone

User Status

Activation Date &

Expiration Date [

@ UserActive (yes)
° Account Locked (no)

@  Account Quarantined (no)

Authentication Options @

° Override Smart Card User Principal Name (no)

: ° Disable Forms Login (yes)

Two Factor Authentication

None hd

UPDATE USER DISCARD

To configure login forms to automatically be disabled for newly created users:
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1. Navigate to Configuration > Authentication Management >
Authentication Options. FORMS LOGIN OPTIONS

2. Under Forms Login Options, enable one or both options as
Disable Forms Login should only be used in environments where

applicable:
SAML, Smart Card or Claims-aware is configured. Turning this
« Disable Forms Login for new directory accounts opticn on will disallow users from using the standard login form

. . in Beyondinsight
« Disable Forms Login for new local accounts = z

o Disable Forms Login for new directory accounts

o Disable Forms Login for new local accounts

74
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Configure Okta with Password Safe

1. Login to the Okta admin portal.

2. Cick Add Application e

@  swaon e

@  swon Acive -

Emibod lnks. 5 yous applicasons

3. Click Create New App.
4. Select SAML 2.0 as the sign-in method. JE—

% Add Application

Ql n&BCDEFGHIJILMNOPQRSIVVWKV‘Z
& . -
=
afankly S a0
5. Click Create. e

_ Sign on method Secure Web Authenocavon (SWA)
1 ®) SAML20
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Enter the application name, and then click Next.

Enter the single sign on URL:

&3 Create SAML Integration

https://ServerURL/eEye.RetinaCSSAML/saml/AssertionConsu
merService.aspx @ cerer serings

igure SAML

Check the Use this for Recipient and Destination URL box. i
Enter the audience URI (SP entity ID):

App name Passwordsafe

https://<ServerURL>/eEye.RetinaCSSAML R
O

Browse..
Upload Logo
App visibility Do not display appIication ICON 10 Users
[ Do not display application icon in the Okla Mobile app.
Cancel Next

10. From the Application username list, select Okta username.

B Create SAML Integration

© oo © covomesum O rana
@ s sewngs
Single sign on URL @ Fips: 2 Winere do | find the info s form needs?
Autionce URI (5P Entiy 10) © g ServerURLIOE o RetnaCSSAML
Defaun RetayState @
Okta Cestificate
Name ID format @ Unspeced
Adplication usemame @ P— & Downiond Oio Cersficate
Show Agwencea setmngs
SLO Optional Setting
11. Click Show Advanced Settings.
12. Select Enable Single Logout.
13. Fillin the Single Logout URL:
HTTPS://<FQDN>/eEye.RetinaCSSAML/SAML/SLOService.aspx
14. Fillinthe SP Issuer: HTTPS://<FQDN>/eEye.RetinaCSSAML/.
15. Select the SP Public Certificate.cer certificate.
16. Click Upload Certificate.
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LEARN MOSE

17. Add attributes, and then click Next.

o Group: Set as a literal. This must match the group created e e e

in Beyondlnsight or imported from AD. If an AD group is e e R e

used, it must match the Bl format Domain\GroupName. = i B | Kuavad i
« Name: (optional) - e

- . Grearblame Unspeciied L user Srpthae

o Email: (optional) pm— Unspectes = | | usersviome
e Surname: (optional) o
« GivenName: (optional)

Unspeofiad - Srang wath

Aad Anather

o Preview the SAML asserion generated from the information above

€3 Proviaw the SAML ASsarmon

v [ e L]

18. Select appropriate settings for Okta support, and then click Finish.

o Help Okta Support understand how you cenfigured this application

AAre you a customer or partner? (®) I'man Okia customer adding an internal app

() Im a software vendor. I'd like to Integrate my app with Okta

n The optional questions below assist Okla Support In understanding your app Integration
App type @ [[] Thisis en internal app that we have crested

Contact app vendor [T its required to contact the vendor to enable SAML

‘Which app pages did you consult to configure SAML?

Enter links, describe where the pages are, of anyt

Did you find SAML docs for this app?

Enter any links here

Any tips or additional comments?
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19. Click View Setup Instructions. Genersl  SignOn

Settings Edn

SIGN ON METHODS

Defeult Relay State

SAML 2.0 Is not configured until y plete the setup Instruction
View Setup Instructions

Identity Provider metadata Is avallable If this application supports dynamic configuration.

CREDENTIALS DETAILS

Application userame format Okta username

Password reveal Allow users to securely see their password (Recommended)

20. Copy the Identity Provider Single Sign-On URL. Save the value @ ey Prosie Soge Sqn0m it

to be used in the next step. (PSP —
21. Copy the Identity Provider Issuer. Save the value to be used in © by e S Logout VR

the next step. ey ey o e S e o
22. Click Download certificate. C—

L

Q3508 Comficore

Downilosd cenificate

Configure SAML in Password Safe

23. Go to the Dashboard or Menu and click Configuration, then, under Authentication Management, click SAML Configuration.
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24. For Ildentifier, enter the Okta value Identity Provider Issuer.

25. For Single Sign-on Service URL, enter the Okta value Identity
Provider Single Sign-On URL.

26. Ifavailable, set Single Logout Service URL to Okta value Identity
Provider Single Logout URL.

27. Click HTTP POST Protocol Binding for SSO and SLO.

28. Under Encryption and Signing Configuration, check applicable
boxes. A typical configuration is shown; however, depending on
your Okta settings, some configuration selections may be different.

29. Upload Okta X.509 certificate.

30. Enter the service provider Entity ID.
31. Click SAVE SAML CONFIGURATION.

32. Once the SAML configuration is saved, a public SP certificate is
available to download. It can be uploaded to the IdP if required.

Disable Forms Login

Beyondinsight =~ Configuration

|b| {Trust 3 » SAML Canfigy

SAML Configuration

Identity Provider Settings

http:/ fwww.okta.com/exki2 343v390GLOYpORT o

httpsz/idev-12345 oktapreview.com/app/beyondrrustdev] 2345 _passwordsafe_1/ 0

550 URL Protocol Binding

() HTTP Redirect (@ HTTP POST

r-[ .=':.-'.r.Je:v-.123:15.ok|:a:n'eview.cum.‘aa:.‘ae}uord:us:deﬂ 2345_passwordsafe_1/ e

SLO URL Frotocod Binding

() HTTP Redirect (8 HTTP POST

anfig

Sign Authentication Reguest Want Legout Reguest Signed
Sign Logout Request D Override Pending Authentication Request
Sign Logout Responze D Dizable Audience Restriction Check
Want SAML Response Signed [ Disable In Rezponsze T Check
Want Assertion Signed D Dizable Inbound Logout
D Want Assertion Encrypted D Dizable Qutbound Logout
Vant Logout Rezponse Signed
SII-IA-lESG -

Current identity Prowider Certificate
Ewinfa@okta com, CNsdev IR OUsSSOPravider, OsOkza, LeSan
Francisco. S=California. C=U5S

Esinfo@okacom, CNedev- IR OUsSS0Provider, Onlikza, LeSan
Francisco. S=California, C=U5

2018-10-10T16:30:542

2028-10-10T16:310:542

Uplead Cemificae

Drop Fite to upload
for click)

Service Provider Settings

https/fFQDMN/eEye RetinalS5AML e

SNFQD

& Download Certificate

SAVE SAML CONAGURATION DISCARD CHANGES

In environments where SAML, smart card, or claims-aware is configured, we recommend enabling the Disable Forms Login
authentication option to disallow users from using the standard login form in BeyondInsight.

To disable forms login for existing users, enable this option directly on a user account as follows:
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1. Click the vertical ellipsis for the user account, and then click Edit User Details.

2. Under Authentication Options, toggle Disable Forms Login to
enable the option. Edit User >

x Note: Please contact support for assistance if you need to bulk-
apply this setting to existing accounts. Home Phone

Mobife Phone

User Status

Activation Date =

Expiration Date &

o User Active (yes)
° Account Locked (no)

° Account Quarantined (no)
Authentication Options @

° Override Smart Card User Principal Name (no)

isable Forms Login (yes)

Two Factor Authentication

None hd

UPDATE USER DISCARD

To configure login forms to automatically be disabled for newly created users:
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1. Navigate to Configuration > Authentication Management >
Authentication Options. FORMS LOGIN OPTIONS

2. Under Forms Login Options, enable one or both options as
Disable Forms Login should only be used in environments where

applicable:
SAML, Smart Card or Claims-aware is configured. Turning this
« Disable Forms Login for new directory accounts opticn on will disallow users from using the standard login form

. . in Beyondinsight
« Disable Forms Login for new local accounts = z

o Disable Forms Login for new directory accounts

o Disable Forms Login for new local accounts
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) BeyondTrust

Configure Ping Identity with Password Safe

1. Login to the Ping Identity admin portal.

2. Click the Add Application button, and then select New SAML
Application from the menu.

# Dashboard  Applications

My Applications  Application Catalog

My Applications & 1 Applications / My Ap

Applications you've added to your account are listed here. You can search by application name, description or entiyld

« Active applications are enabled for single sign-on (SSO).
« Detalls displays the application detals.

Appiication Name

Passuordsateprovder saiL o remoe | P

Add Application ~

‘Search Application Catalog

New SAML Appiication

New Basic SSO Application

Pause A SSO @

Request Ping Identty add a new application to the application catalog

3. Fillin Application Name and Description.

Application Name s Enabled

PasswordSafeProvider sAML Active Ve Remove

4. Set Category to Other, and then click Continue to Next Step.

1. Application Detalls

Application Name

Application Description

Category

Graphics

NEXT: Application Configuration

2. Application Configuration

PasswordSafeProvider

Password Safe SSO logon

Other
Application Icon
For use on the dock

Select Image

[V Continue to Next Step

5. Set the following:

o Set Assertion Consumer Service (ACS) to

I have the SAML configuration

You will need to download this SAML metadata to configure the application

https://<ServerURL>/eEye.RetinaCSSAML/saml/Asserti
onConsumerService.aspx

o SetEntity ID to
https://<ServerURL>/eEye.RetinaCSSAML/.

« Set Single Logout Binding Type to Redirect.

« Upload Primary Verification Certificate (use SP Public
Certificate.cer from \WebSiteSAML\Certificates). The
certificate is automatically generated when the BI SAML
configuration is saved.

o Click Continue to Next Step.

Signing Certificate

SAML Metadata

PingOne Account Origination Certificate ¥

Download

Provide SAML details about the application you are connecting to

Protocol Version

Upload Metadata @

Assertion Consumer Service (ACS)
Entity ID

Application URL

Single Logout Endpoint @ | exam

Single Logout Response Endpoint @ | exam

Single Logout Binding Type

Primary Verification Certificate @

Secondary Verification Certificate @

© SAMLV20 © SAMLV11

Select File | O use URL
hitps://jyps2008r2.eastus.cloudapp.az |~

hitps:/yps2008r2.eastus.cloudapp.az |

® Redirect © Post

sp.cer

[(Choose file | No fle chosen

Signing Algorithm | RSA_SHA256
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Note: When setting up SAML configuration through the web
console, the administrator needs to download the certificate from
the web console.

6. Add the following attributes, and then click Save & Publish:

Group: Check the As Literal box. This must match the
group created in BeyondInsight.

Name (required).
Email (optional).
Surname (optional).

GivenName (optional).

Maximum File Size: 1MB

Service Provider Settings

https://pam.ora local/eEye RetinaCSSAMLY o

Assersion Consumer Service URL

https:i/pam.ora.local/eEye RetinaCSSAML/SAML/AssertionConsumerService.aspx

* Download Certificate

SAVE SAML CONAGURATION DISCARD CHANGES

3. 550 Attribute Mapping

Map the necessary application provider (AP) attributes to attributes used by your identity provider (IdP).

Application Atribute Identity Bridge Aftribute or Literal Value

1 Group PingiD 9 25 Lieral | Advanced . =
2 Name Email () 4s Lteral Advancea x
3 Email Email )25 Lieral Advanced =
4 Surname Last Name 5 A Lteral Acdvanced x

5 GivenName First Name (s Lieral Advanced x

Add new attribute

NEXT: Review Setup (SIS save & Publish

x Note: The following is applicable only to Bl version 6.3.1. It is not required for 6.4.4 or later releases. In 6.4.4 and later
releases, the user is automatically logged in to Password Safe, and can then navigate to BeyondInsight, if they have the
proper permissions.

To create an application that goes to Password Safe when IdP-initiated login is used, add a new attribute called Website.
When the value of Website is set to Password Safe, the user is logged in to Password Safe. If the attribute is not present or is
set to anything other than Password Safe, the user will be directed to Beyondinsight.

7. Download the Signing Certificate.
8. Download SAML Metadata.

9. Click Finish.

Configure SAML in Password Safe

10. Go to the Dashboard or Menu and click Configuration, then, under Authentication Management, click SAML Configuration.
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11.
12.

13.

14.

15.

16.
17.
18.
19.

For Identifier, enter the Okta value Identity Provider Issuer.

For Single Sign-on Service URL, enter the Okta value Identity
Provider Single Sign-On URL.

If available, set Single Logout Service URL to Okta value Identity
Provider Single Logout URL.

Click HTTP POST Protocol Binding for SSO and SLO.

Under Encryption and Signing Configuration, check applicable
boxes. A typical configuration is shown, however, depending on
your Ping settings, some configuration selections may be different.

Upload Ping X.509 certificate.
Enter the service provider Entity ID.
Click SAVE SAML CONFIGURATION.

Once the SAML configuration is saved, a public SP certificate is
available to download. It can be uploaded to the IdP if required.

Disable Forms Login

BEYONDINSIGHT AND PASSWORD SAFE 23.1

AUTHENTICATION GUIDE

Beyondinsight | Configuration

|b| {Trust » * SAML Configuratian

SAML Configuration

Identity Provider Settings

https:{/pingone.com/idp/beyondtrust o

htl =0.connect pingidentity.com/sso/idp/550.5am|2%idpid=44537c6b-30bd-4 o

550 URL Pratocol Binding

(@ HTTP Redirect () HTTPPOST

I":‘ EO.E‘GI".WE{LDII‘g dentity.com/sso/5L0.sami2 G
SLO LML Protocod Binding
(@) HTTP Redirect () HTTPPOST
Enerypt
D Sign Authenzication Regues: D Want Logout Reguest Signed
O sgn Logout Reguest [ Overrice Pending Authentication Request
[ sign Logout Response [) Disable Audience Restriction Check
[ want SAML Respense Signed [0 Disasis In Responss To Chack
Want Assertion Signed [ visavie Inbound Logout
D Want Assertion Encrypted D Disable Outbound Logout
[0 want Logous Response Signed
Sl.-:-'-\-256 -
Current identity Provider Certificate
" Esinfo@oitacom, CNsdew IR OUsSS0Provider, Owlikza, LeSan

irjee

Francisco. S=California. C=U5S

EvinfoBoktacom, CNeder- R OUsSSCProvider, Owlicza, LuSan
Francisco. S=California, C=US

Walidd fron 2018-10-10T16:30:542

2018-10-10T16:31:542

Up'ead Certificate

Drop Fite to upload
(o click)

In environments where SAML, smart card, or claims-aware is configured, we recommend enabling the Disable Forms Login
authentication option to disallow users from using the standard login form in BeyondInsight.

To disable forms login for existing users, enable this option directly on a user account as follows:

1.

SALES: www.beyondtrust.com/contact
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2. Under Authentication Options, toggle Disable Forms Login to
enable the option. Edit User )

f Note: Please contact support for assistance if you need to bulk-
apply this setting to existing accounts. Home Phone

User Status

Activation Date &

Expiration Date [

@ UserActive (yes)
° Account Locked (no)

@  Account Quarantined (no)

Authentication Options @

° Override Smart Card User Principal Name (no)

: ° Disable Forms Login (yes)

Two Factor Authentication

None hd

UPDATE USER DISCARD

To configure login forms to automatically be disabled for newly created users:
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1. Navigate to Configuration > Authentication Management >
Authentication Options. FORMS LOGIN OPTIONS

2. Under Forms Login Options, enable one or both options as
Disable Forms Login should only be used in environments where

applicable:
SAML, Smart Card or Claims-aware is configured. Turning this
« Disable Forms Login for new directory accounts opticn on will disallow users from using the standard login form

. . in Beyondinsight
« Disable Forms Login for new local accounts = z

o Disable Forms Login for new directory accounts

o Disable Forms Login for new local accounts
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Troubleshoot Authentication Issues

Active Directory User Cannot Authenticate with Beyondinsight or
Password Safe
If an Active Directory user is a member of more than 120 Active Directory groups, the user may encounter the following error when

attempting to log in to the BeyondInsight management console, Analytics & Reporting, or Password Safe, although correct credentials
were supplied:

« Authentication fails with The username or password is incorrect. Please try again.
« Anerrorislogged in the frontend.txt file associated with that login attempt, that includes A local error occurred.

The user cannot authenticate because the Kerberos token that is generated during authentication attempts has a fixed maximum size. To
correct this issue, you can increase the maximum size in the registry.

1. Start the registry editor on the BeyondInsight server.
2. Locate and click the following registry subkey:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa\ Kerberos\Parameters

x Note: If the Parameters key does not exist, create it now.

From the Edit menu, select New, and then select DIWORD Value, or DWORD (32-bit) Value.
Type MaxPacketSize, and then press Enter.

Double-click MaxPacketSize, type 1 in the Value box, select Decimal, and then click OK.
From the Edit menu, select New, and then click DIWORD Value, or DWORD (32-bit) Value.
Type MaxTokenSize, and then press Enter.

Double-click MaxTokenSize, type 65535 in the Value box, select Decimal, and then click OK.

© © N ok

Close the registry editor, and then restart the BeyondInsight server.

For more information, please see Problems with Kerberos authentication when a user belongs to many groups at
https://docs.microsoft.com/en-US/troubleshoot/windows-server/windows-security/kerberos-authentication-problems-if-user-
belongs-to-groups.

Authentication Errors when using SAML 2.0 Web Applications

x Note: Both Runtime Error and Internal Server Error are for on-premises Password Safe deployments only. If an error shown
below occurs using Password Safe Cloud, please contact BeyondTrust Technical Support.
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Runtime Error

If you receive a Runtime Error, add the following to the web.config file:

Server Error in '/eEye.RetinaCSSAML' Application

Runtime Error

Set mode to Off < customErrors mode="0Off" /> e — O

Pt e e e 58

This provides an actual error.

1= b Config Conflguration Tile <>

<configeration

«/confi gurations

<1-- eb Conflg Conflpuration File -

| 22 -

I 24 <system. veb>

I 25 <tem

I 28 Set compilation debug="true” to insert debugging
I} 27 symbols into the compiled page. Because this

: 28 affects pecformance, set this value to true only
i ) during development.

il el -->

i 32 <compilation debug=rtrue® targecFramework="4.5% />

i sz <authentication mode="Forms">

i 33 <forms name=rServiceProvider” loginlrl="login.aspx” />
| -1 </authentication>

I as <authorization>

1 36 <deny users="?" />

i = </auchorizacion>

| 3= <customErrors mode="O£L" /3|

Internal Server Error (500)
An Internal Server Error (500) message usually indicates that the web.config file is not formatted correctly.

1. OpenIS on the U-Series Appliance.
2. Browse to the SAML website, and then double-click Default

Document. =
@@ [ @ v Jv-PS-2008R2 » Stes b DefaubWebSike b eEye.RetinaCSsaML »
eEye .RetinaCSSAML Home
CHETEAT) P e
Page ;
5-2008R2 (J¥-PS-2008R2}Admini Glkes - (50 - Ghshow Al | Grounby: area
application Pools ASP.NET
mites .
) Default web Site i @ '0 ﬁ
[ aspnet_client 5 = - =4 F'
i BeyondTrust JMET JMET Error MNET JMET Profile
; ; DomainHRA Authorizati...  Compilation Pages Elobalization
I‘?‘ eEye.RetinaCs. Server [y
I‘f‘ eEye. RetinaCSClaims dmal &
:2 eEye.RetinaC55AML ) ;
B cEve RetinaC5550 péﬂﬁiif Session State  SMTP E-mail
-2¥ Eventoervice
Hﬂ HCAP
HD HorDomainHRA s
3 PalicyService h =t
P Retinacssc :10% ﬁ& 12& @ .
RetinaCSebgate e =
Retinalnsight ASP Authentication Autl;oljlzatlon Compression Ik
Rpc
RprwithCert pu P @ -
D webConsole 'LGE %‘J % il
HTTP Redirect HTTP IP Address Logging MIME Types
Respa... and Dar. ..
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3. Ifthere is a formatting error in the web.config file, an error displays,
indicating the line number for the error.

|G-® |\{’ » JV-PS-ZOOBRZ b Sikes b DefaultWebSike P eEye.RetinaCSSAML »

Q- L1218, £)  Default Document
&
W3 Start Page . ) )
G5 7¢.25 20082 (11-P3-200R| | U5t Fesure 0 specythe et i)t reur when  clent does ot request » specic
23 Applcation Pools Hame: | Entry Type |
E1-[8] Skes
) Defauk Web Site
(-7 aspnet_client
- ¥ BeyondTrust
-3 DomainHRA @ There was an ermor while performing this operation.
¥ eEye.Retinacs. petals
¥ ekye.RetinacSc]
& P eEye.RetinaC5s) Fiename: W7\C:\Program Files (x86)\eEve Digial Security|Retina
# ¥ eEye.Retinacss: ColWebSteSiH jueb confiy
g gfm‘*‘*’ Ervor: Configuration e is not wel-formed ¥ML
& F NorDomsinHRA
@ ?P&ﬁsvke
#  RetinaCS5C =
6 ¥ RetinaCswebgat _ x|
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