
 

 

 

WHAT’S NEW DOCUMENTATION 

BeyondTrust BeyondInsight 21.3 

Feature Release – December 2, 2021 

BeyondInsight is BeyondTrust’s platform for centralized management, reporting, and 

threat analytics for Privilege Access Management (PAM). It delivers unmatched 

visibility and control over privileged access activity, simplifies deployment, automates 

tasks, improves security, and reduces privilege-related risks. 

See the release notes for details. 

 

New Feature Highlights  

Support for Additional Authentication Services: Azure Active Directory 

Integration 

Organizations leveraging Azure Active Directory (AAD) can use it to control access to 

applications and resources, based on their business requirements. 

With 21.3, BeyondInsight releases support for Azure AD integration for the purposes of 

user authentication into the BeyondInsight platform. With this enhancement customers 

can set up integration with AAD so that users can log in to BI with their AAD account, in 

the same way they can do today with on-premises Active Directory. This enhancement 

expands authentication options and provides customers with added flexibility. 

Support for Additional Authentication Services: Time-based One-time 

Password 

BeyondInsight now supports additional two-factor authentication options via a time-

based one-time password (TOTP). This enhancement further expands authentication 

options and provides customers with added flexibility. Implementing this 

authentication option requires the end user to have a two-factor authentication app such 

as Google Authenticator or Microsoft Authenticator.  

As part of the configuration process the user will register their two-factor app with 

BeyondInsight. 
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BeyondInsight’s ServiceNow Connector for Ticket Validation to Use 

SamAccountName, UPN, or Email as an Identifier 

The previous BeyondTrust ServiceNow Connector for Password Safe ticket validation 

was limited to only comparing the logged-on username in BeyondInsight against the 

ServiceNow username. This comparison was not always adequate and as such, the 

connector should be configurable to map via other options. 

In this release, the ServiceNow ticket system connector has been enhanced to allow the 

user to specify a "User ID Mapping" which can be: 

User Name 

Email Address 

UPM (User Principal Name)



 

 

 

 

About BeyondTrust  

BeyondTrust is the worldwide leader in Privileged Access Management (PAM), empowering 

organizations to secure and manage their entire universe of privileges.  Our integrated products 

and platform offer the industry's most advanced PAM solution, enabling organizations to 

quickly shrink their attack surface across traditional, cloud, and hybrid environments.  

The BeyondTrust Universal Privilege Management approach secures and protects privileges 

across passwords, endpoints, and access, giving organizations the visibility and control they 

need to reduce risk, achieve compliance, and boost operational performance.  

Our products enable the right level of privileges for just the time needed, creating a frictionless 

experience for users that enhances productivity. 

With a heritage of innovation and a staunch commitment to customers, BeyondTrust solutions 

can easily deploy, manage, and scale as businesses evolve. We are trusted by 20,000 customers, 

including 70 percent of the Fortune 500, and a global partner network. Learn more at 

www.beyondtrust.com. 

 

http://www.beyondtrust.com/

