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BeyondTrust Password Safe v21.2

Feature Release —July 27, 2021

BeyondTrust Password Safe combines privileged password and session
management capabilities to discover, manage, and audit all privileged credential
activity. Password Safe enables control of privileged user accounts, applications, SSH
keys, cloud admin accounts, RPA, and more, with a searchable audit trail for compliance

and forensics.
With Password Safe, you can:
e Scan, identify, and profile all assets for automated onboarding, ensuring no

credentials are left unmanaged.

e Monitor and record live sessions in real-time and pause or terminate suspicious
sessions.

e Utilize adaptive access control for automated evaluation of just-in-time context
for authorization access requests.

e Achieve complete control and accountability over privileged accounts.

See the release notes for details.

New Feature Highlights

Custom Application Platforms

Custom Application Platforms enables the ability to manage privileged accounts of all
types using scripts, which are highly customizable. Utilizing an application host,
Password Safe can execute password change events using customer defined scripts
specific to any application in their environment. This enhancement to custom platforms,
simplifies and improves security with the ability to manage privileged custom
applications and previously unsupported systems.
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Team Passwords Shared owners

This feature enables the ability to add multiple credential owners or even enable full
group ownership, with the ability to expose multiple credential owners via API. This
enhancement allows organizations to ensure multiple team members can manage
business critical credentials.

User Portal Updates

We have updated the admin console and improved workflows for account retrieval,
searching and viewing credentials as part of ongoing the BeyondTrust User Experience
efforts.

Direct SRA Integration

Password Safe now natively supports integrations with BeyondTrust Secure Remote
Access tools simplifying the deployment and significantly reducing the administrative
overhead especially in with cloud-based deployments.

Remote App - Isolation mode

Isolation mode for Remote Apps facilitates for the limiting access to a single application
during a privileged session, rather than a full desktop session to improve organizational
security posture.

Oracle DB - Container accounts

Password Safe can now manage and control access to privileged accounts on Cisco
Wireless LAN Controllers. This additional coverage is provided at no additional cost.

SSH Key Types

Password Safe now supports open SSH key formats to simplify requirements to upload
to Password Safe. This also enables new key types, including Ed25519.

Updated Jira Integration

Our enhanced Jira ticketing system integration allows for more granular control over
the status of a Jira item, ensuring the proper change control workflows are followed for
privileged sessions.



About BeyondTrust

BeyondTrust is the worldwide leader in Privileged Access Management (PAM), empowering
organizations to secure and manage their entire universe of privileges. Our integrated products
and platform offer the industry's most advanced PAM solution, enabling organizations to
quickly shrink their attack surface across traditional, cloud, and hybrid environments.

The BeyondTrust Universal Privilege Management approach secures and protects privileges
across passwords, endpoints, and access, giving organizations the visibility and control they
need to reduce risk, achieve compliance, and boost operational performance.

Our products enable the right level of privileges for just the time needed, creating a frictionless
experience for users that enhances productivity.

With a heritage of innovation and a staunch commitment to customers, BeyondTrust solutions
can easily deploy, manage, and scale as businesses evolve. We are trusted by 20,000 customers,
including 70 percent of the Fortune 500, and a global partner network. Learn more at
www.beyondtrust.com.
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