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Release Date — January 11, 2024

BeyondTrust Identity Security Insights is a powerful solution that helps you protect your organization
from identity-driven threats. It leverages machine learning to automatically correlate and contextualize
your identity data across on-premises and multicloud environments. This enables you to gain a holistic
understanding of your unique identity security posture, and helps you to identify, detect, and respond
to threats quickly and effectively.

With ldentity Security Insights, your teams have a single source of truth to:

e |dentify your greatest identity-driven risks
e Gain proactive recommendations specifically curated for your unique environment

e Detect threats such as lateral movement and privilege escalation

Release Highlights

For Password Safe customers, extended on-premises Password Safe support
enables complete enterprise visibility across on-premises and cloud.

With Identity Security Insights now supporting BeyondTrust on-prem Password Safe, all Password Safe
customers, on-premises and cloud, can leverage Identity Security Insights to gain complete visibility into
passwords, accounts, secrets, and sessions across their enterprise.

The enhanced “Insights Collector” effortlessly handles both Microsoft Active Directory and on-premises
Password Safe, replacing the previous Microsoft Active Directory Connector. Existing and configured
Microsoft Active Directory connectors will automatically update, and you can re-run the installer for
Identity Security Insights to gather additional on-premises Password Safe data. Simply secure your install
key, download the enhanced on-premises agent, and configure the Insights Connector to seamlessly
collect data from either or both sources.
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Create Insights Collector

Connect your Microsoft Active Directory and Password Safe applications to bring in
users, groups, assets, and security log events.

Before You Start

There are requirements for different applications.
Microsoft Active Directory setup guide
Password Safe setup guide

Step 1

Create the connector.

Password Safe On-premise Collector|

Creating the connector also creates an installation key. The key and the installer will be
available on the next page. The key expires after 30 days.

Create Connector Discard

Figure 1 — Insights Collector

Less noise, more focus and time savings with rule-based exclusions.

Say goodbye to individual updates for detections and recommendations. Now you can define rules or
criteria to automatically filter out unwanted detections and recommendations from your dashboards
and reports, for a more focused and relevant view. Once you create a rule, all existing and future
instances that match the criteria of the rule will be excluded (not deleted), helping you keep your view
clean and prioritized. Exclusion rules currently filter based on a known detection, recommendation, or
account, identity, or entity. Expect greater flexibility with additional rule types in upcoming releases.

Home > Exclusion Rules

Exclusion Rules

© Create Rule

Rule Name Description Actions

I

Dormant Activity Account that is known to be dormant

Test Accounts This is a test account that is not in use

Figure 2 — Detections and recommendations exclusion rule
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Home > Exclusion Rules > Create Rule

Create Rule

Rule Description

Rule Name ES ]

If all of the following conditions are met:

If Detection De v An admin okta account has multiple phone numbers or physical de... X ¥

Create Rule Cancel

Figure 3 — Create rule for an exception

Streamlined entitlements make it easier to manage all roles and permissions.

Now you can view entitlements with roles and permissions indicated as types of entitlements for clearer
visibility and more informed decisions.

Entitlements

Accounts With Key Entitlements @ Overview
Key Entitlements grant an account a higher level of access or privileged access. These

are your Organization’s Key Entitlements—it's strongly recommended that you review
and evaluate whether to remove or replace them with lower privileges.
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Figure 4 — Entitlements with roles and permissions

About BeyondTrust

BeyondTrust is the worldwide leader in intelligent identity and access security, empowering
organizations to protect identities, stop threats, and deliver dynamic access to empower and secure a
work-from-anywhere world. Our integrated products and platform offer the industry's most advanced
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privileged access management (PAM) solution, enabling organizations to quickly shrink their attack
surface across traditional, cloud, and hybrid environments.

BeyondTrust protects all privileged identities, access, and endpoints across your IT environment from
security threats, while creating a superior user experience and operational efficiencies. With a heritage
of innovation and a staunch commitment to customers, BeyondTrust solutions are easy to deploy,
manage, and scale as businesses evolve. We are trusted by 20,000 customers, including 75 of the
Fortune 100, and a global partner network. Learn more at www.beyondtrust.com.
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