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Pender's Blog
Study: Removing Admin Rights
is (Still) the Safest Way to Run
Windows 7
BeyondTrust dropped in this week to tell us that eliminating administrator rights
for end users can eliminate a lot of the vulnerabilities in Windows 7. It's handy
information to have...except that BeyondTrust said just about the exact same
thing a year ago. Well, at least we know that nothing has changed.

Curious to know what Microsoft thought about this, we contacted the company
and got this official (and not especially brief) statement, which we quote
verbatim:

"Before User Account Control (UAC) was introduced, most Windows
consumer and enterprise users ran with administrative rights, which meant
that ISVs could inadvertently make their applications dependent on
administrative rights.  Applications running with administrative rights have
the ability to tamper with all user and Windows system data, including the
ability to disable anti-virus and other security measures.  Introduced in
Windows Vista, UAC is a set of technologies that helps legacy applications
to run with standard user rights and ISVs to adapt their software to work
well with standard user rights.  This gives users a more compatible choice
to secure their systems by running with standard user rights instead of
administrator rights.
 
"We believe that running users as standard users is good for Windows,
the ecosystem, and all of our users. Configuring users as standard users
enables parents to more securely share family computers with their
children and enterprise administrators to configure standard user accounts
for employees, lowering TCO and improving security. It is our hope that
with the help of UAC that ISVs will continue to adapt their software to work
well with standard user rights."

So...there you go. Standard user rights are the way to go.
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