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Regulatory Compliance

One aspect of regularoty compliance

is centralization of consistent
authentication. Centralization combined
with the logging and auditing of users
and systems needed to run consistently,
will impress auditors trying to boost
compliance efforts.

PBMC integrates with BeyondTrust
solutions, providing automated
workflows for privileged policy creation
and approval, aggregation and review
of event logs and audit data, automated
policy propagation, and federation of
policy change management workflows
in large-scale deployments.

This integration helps customers to
achieve robust security and compliance
postures, while tremendously easing
the manageability of large superuser
privilege management deployments.

About BeyondTrust

BeyondTrust is a proven leader with
more than 25 years of experience.
More than half of the companies listed
on the Dow Jones, eight of the 10
largest banks, seven of the 10 largest
aerospace and defense firms, and six
of the 10 largest U.S. pharmaceutical
companies rely on BeyondTrust to
secure their enterprise.
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PowerBroker Management Console

BeyondTrust empowers IT to eliminate the risk of intentional, accidental and indirect
misuse of privileges on desktops and servers with globally proven solutions that
increase security and compliance without impacting productivity.

BeyondTrust provides Privileged Access Lifecycle Management for granular privilege
brokering and powerful central management so companies no longer have to choose
between productivity or security and compliance.

Security, Compliance and Productivity with PBMC

On a day-to-day basis, security managers struggle to balance the time and resources
necessary to achieve the ultimate goal to address, protect, and sustain their
heterogeneous systems’ security and regulatory compliance requirements at a pace
which parallels the growth and complexity of the corporation itself. With continuous
organizational change and transient staff becoming more the norm rather than the
exception, effectively managing privileged access, the gateway to the most critical
systems and resources in the organization, can be quite a challenge.

BeyondTrust’s PowerBroker Management Console (PBMC) is the unifying platform
central to providing enterprises with the ability to automate management of the
privileged access lifecycle in heterogeneous IT environments. PBMC is a web-based
application that will integrate all policies, roles, and log data from multiple hosts for
BeyondTrust solutions, providing a central point for control, change management, and
reporting on all connected products.

Key Benefits

— eWorkflow provides automated workflows for the provisioning and approvals for
privileged access and 1/O log reviews for true Segregation of Duties (SoD)

— Time-serialized log aggregation
— Automated log centralization for multi-server deployments
— Web-based (accessible from any location with an Internet connection)

— Architected for enterprise-class reliability and scalability, and incorporates a Role
Based Access Control (RBAC) framework to support streamlined incident review and
policy approval workflows
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How PBMC Works

BeyondTrust
| Common Database

Simplify Administration with
Certainty and Clarity

2

Approver Role

2

SysAdmin Role

PBMC is a web-based application that will integrate all
policies, roles, and log data from multiple hosts for all
BeyondTrust products and complementary third party
applications, providing a central point for control, change
management, and reporting on all connected products.

Message Queues
for Scalability
and Redundancy
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PBMC Admin Role

PBMC provides automated workflows for privileged policy
creation and approval, aggregation and review of event
logs and audit data, automated policy propagation, and
federation of policy change management workflows in

Third Party Tools
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large-scale deployments.

This integration helps customers to achieve robust security
and compliance postures, while tremendously easing the

manageability of large superuser privilege management PBServers

PB Integrator E

deployments.

Eliminate Intentional, Accidental and Indirect Misuse of Privileges

PowerBroker Management Console provides an easy-to-use administrative console to centrally manage policy throughout distributed
IT environments. PBMC empowers IT Managers to create, monitor and adjust policies instantly across a global network. PBMC is
architected for enterprise-class reliability and scalability, and incorporates a Role Based Access Control (RBAC) framework to support
streamlined incident review and policy approval workflows.

BeyondTrust PBMC Makes Privileged Identity Management Simple

Security Compliance Productivity

« Central management and
automated review and approval
workflows for heterogeneous
systems and identities improve
enterprise security and enhance
regulatory compliance

» Uses HTTPS security, and a
cryptographic protocol for
transmitting all sensitive data

« Supports Role-based Access Control
(RBAC) to support Segregation of
Duties (SoD)
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www.beyondtrust.com

BeyondTrust - Corporate Headquarters
30401 Agoura Road, Suite 200

Agoura Hills, CA 91301 USA

Phone: +1 800-234-9072

+ Automated workflow for event
and I/0 log reviews and approvals
provides immediate and enhanced
security and compliance awareness

« Time-serialized log aggregation
across multiple installations
unifies reports across the network
and simplifies audit support
requirements for compliance

« Automated policy propagation
and audit trails reduces cost of
managing deployments in large
distributed environments

For More Information

« A graphical policy editor for
PowerBroker users who have
limited expertise (e.g. helpdesk
professionals), to reduce
administrative costs

« Automatic propagation of policy
updates to multiple connected
systems to reduce administrative
overhead

« Interoperability significantly
reduces time to deployment,
costs, and all associated risks of
deployment

Contact a BeyondTrust Representative today or visit http://www.beyondtrust.com

for more information.
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