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Directory Integrator

“Does your working day start with
logging into your Unix workstation?
Then your Windows email with another
user ID and password, and then
another application, another .... Isn't
there a better way? Yes, AD Bridge.”

Wolfgang Gentzsch
DEISA Advisor

Regulatory Compliance
Centralization combined with the
logging and auditing of users and
systems needed to run consistently,
will impress auditors trying to boost
compliance efforts. PowerBroker®
Directory Integrator provides an
integrated authentication and
configuration solution that extends
Microsoft® Active Directory’s
privileged identity management to
UNIX and Linux systems.

About BeyondTrust

BeyondTrust is a proven leader with
more than 25 years of experience.
More than half of the companies listed
on the Dow Jones, eight of the 10
largest banks, seven of the 10 largest
aerospace and defense firms, and six
of the 10 largest U.S. pharmaceutical
companies rely on BeyondTrust to
secure their enterprise.
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PowerBroker® Directory Integrator

BeyondTrust is the global leader in privilege authorization management, access control

and security solutions for virtualization and cloud computing environments.

BeyondTrust empowers IT governance to strengthen security, improve productivity,
drive compliance and reduce expense. The company’s products eliminate the risk of
intentional, accidental and indirect misuse of privileges on desktops and servers in
heterogeneous IT systems.

Security, Compliance and Productivity with

PowerBroker® Directory Integrator

In a secure and compliant environment, organizations will have a single centralized
systems administration solution that reduces administrative overhead and training
costs, while strengthening corporate security policies, increasing productivity, and
simplifying compliance reporting requirements. Organizations can no longer tolerate
the security risks posed by intentional, accidental or indirect misuse of privileges across
multiple platforms such as UNIX and Windows.

PowerBroker® Directory Integrator removes the security risks with users who
commonly write various platform access details on notepaper easily available

for anyone to read. Additionally, PowerBroker Directory Integrator provides
administrators with a single point of management, saving significant amounts of time
previously used to create custom scripts to manage user access for each service.

Key Benefits

— Creates Active Directory Bridge where users can log in once with their credentials to
access multiple applications on different Unix/Linux and Windows platforms

— Reduces help desk calls relating to lost or misplaced passwords

— Foreign domain support to ensure broad environment coverage for identity
bridging

— Deploys in minutes without creating irreversible changes to Active Directory

— Ensures all activities performed on Unix/Linux are written to the proper Active
Directory logs, resulting in reduced audit costs and rapid discovery of risk

“BeyondTrust does a great job streamlining a lot of underlying complexity and
will get you rapidly standardized on Active Directory.”

Peter Giannacopoulos
Information Security Magazine
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Bridge UNIX® and Linux® Systems to

Active Directory with Certainty and Clarity How PowerBroker® Directory Integrator Works
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PowerBroker® Directory Integrator provides integrated
authentication and configuration that extends Active
Directory’s centralized authentication, authorization, account
access, policy enforcement and infrastructure management
to UNIX and Linux platforms.
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PowerBroker Directory Integrator creates an AD Bridge
where users can log in once with their credentials to access v‘r
the resources of multiple software systems.
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Eliminate Intentional, Accidental and Indirect Misuse of Privileges

PowerBroker® Directory Integrator eliminates the need to establish separate access credentials for disparate systems, and allows
administrators to create configuration settings that are automatically stored in Active Directory. PowerBroker Directory Integrator reduces IT
costs for maintaining and managing multiple identity stores by consolidating them into a single identity store - Active Directory.

PowerBroker® Directory Integrator Makes Active Directory Integration Simple

Security Compliance Productivity

« Supports GSSAPI/Kerberized-based « Ensures that all activities performed « Reduces help desk calls relating to

transparent sign on

Controls access by user, host, group
or protocol

Terminates access to Windows,
Unix and Linux when disabling or
deleting users in Active Directory

Allows for more rapid discovery of
potential security anomalies

Simplifies importing and mapping
of current Unix/Linus user
information directly into AD
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Phone: +1 800-234-9072

on Unix/Linux systems are written
to the proper Active Directory logs
Audit-ready reporting

Illustrates accountability and
enforcement of access controls
listed in mandates such as SOX,
HIPAA, GLBA, PCI DSS, FDCC, and
FISMA

Reduces overall audit costs

Foreign domain support to ensure
broad environment coverage

Supported Platforms

lost or misplaced passwords
Does not require Professional
Services to deploy
Non-intrusive and requires no
reboots during install
Centralized management for
greater control and compliance

Deploys in minutes without
creating irreversible changes to the
Active Directory schema

Please visit http://www.beyondtrust.com/products/PBDI-README.TXT for a
complete list of supported UNIX/Linux/Windows platforms.
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