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One of the most important general guidelines you can follow in order to keep your
systems secure is to run your users and programs with a "least privilege" philosophy.
In practice for Windows users, the most important example of this is not to run users
as administrator, but as a standard user.

A study just released by BeyondTrust shows some of the value of this approach in
mitigating the impact of reported vulnerabilities in Microsoft products. It's common to
find a disclosed vulnerability in a Microsoft product to be less severe, if at all  an issue,
when the user in whose context the exploit runs, is logged on with limited privileges.
The study shows just how common.

100% of Microsoft Office vulnerabilities reported in 2009 were mitigated by running as
standard user. Office 2010 will take this approach a step further, incidentally, with
Protected View, a special low-privileged and sandboxed mode for viewing documents
coming from untrusted sources. 100% of Internet Explorer 8 vulnerabilities reported in
2009 and 94% of all IE vulnerabilities last year were mitigated by running as standard
user. Of all Microsoft vulnerabilities disclosed in 2009, 64% were mitigated by running
as standard user.

BeyondTrust makes a software solution called BeyondTrust Privilege Manager which
assists administrators in allowing users to run applications, processes and even
ActiveX controls with the least privilege necessary. Administrators can attach
permission levels to applications and approve users for those applications, removing
the need to grant them excessive permission in situations where it is not necessary.
Privilege Manager works as an extension to Windows Group Policy management.

Least privilege is not just about vulnerabilities. It's also the best defense against the
most common forms of malware spread by social networking. Users with standard
permissions can't install applications that modify "machine" registry settings or install
files in the \Windows directory, as malware is apt to do. All this is why Windows has
nudged users, since the release of Vista, to run as standard user.

Like any good security practice, least privilege is not a panacea. It's possible to write
malware or vulnerability exploits that do undesirable things all from user mode. A user
mode program can, for example, send spam. But as a practical matter, this is very
rare. Malware and exploits are designed to run in the sadly all too common scenario
of the Windows user running as administrator. This is why you need to do things the
smart way, and not run as admin.
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